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LAWYERS PROFESSIONAL RESPONSIBILITY BOARD
MEETING AGENDA

Friday, April 27, 2018 -1:00 p.m.
Town & Country Club
St. Paul, Minnesota

Welcome to Justice Lillehaug, Liaison Justice.

Approval of Minutes of January 26, 2018, Lawyers Board Meeting
(Attachment 1).

Committee Updates:
a. Rules Committee
(i) Update on MSBA April 20, 2018, Assembly actions.

(i)  Rules Committee’s Recommendation on Rule 1.6, MRPC, and

Board discussion (Attachment 2).

b. Opinions Committee.
(i) Discussion on Opinion No. 24.

C. DEC Committee.
(i) May 18, 2018, DEC Chairs Symposium.
(i)  September 28, 2018, Professional Responsibility Seminar.
Strategic Plan Report Draft (Attachment 3).

Director’s Report (Attachment 4).

Other Business:

a. Next meeting, Friday, June 8, 2018, 1:00 p.m.
b. Board Offsite, Friday, July 27, 2018.
c. Professional Responsibility Seminar, Friday, September 28, 2018.

Quarterly Board Discussion (closed session).

confirmed for the Board meeting and are now unable to attend. Thank you.
If you have a disability and anticipate needing an accommodation, please contact the OLPR at

Iprada@courts.state.mn.us or at 651-296-3952. All requests for accommodation will be given due

consideration and may require an interactive process between the requestor and the Office of Lawyers
Professional Responsibility to determine the best course of action. If you believe you have been excluded
from participating in, or dentied benefits of, any Office of Lawyers Professional Responsibility services
because of a disability, please visit www.nncourts.goy/ADAAccommodation.aspx for information on

how to submit an ADA Grievance form,



Attachment 1

MINUTES OF THE 182 MEETING OF LAWYERS PROFESSIONAL
RESPONSIBILITY BOARD JANUARY 26, 2018

The 182 meeting of the Lawyers Professional Responsibility Board convened at
1:00 p.m. on Friday, January 26, 2018, at the Town and Country Club, St. Paul,
Minnesota. Board members present were: Board Chair Robin Wolpert, and Board
members Joseph Beckman, Jeanette Boerner, James Cullen, Thomas Evenson, Roger
Gilmore, Christopher Grgurich, Mary Hilfiker, Gary Hird, Anne Honsa, Peter Ivy,
Bentley Jackson, Shawn fudge, Michael Leary, Susan Rhode, Brent Routman, Gail
Stremel, Terrie Wheeler, Bruce Williams, and Allan Witz. Present from the Director’s
Office were Director Susan Humiston, Deputy Director Timothy Burke, Senior Assistant
Directors Joshua Brand, Siama Brand and Cassie Hanson, and Assistant Directors Amy
Mahowald and Nicole Frank. Also present for portions of the meeting were Justice
David 5Stras, and Frederick Finch on behalf of the Minnesota State Bar Association Rules
of Professional Conduct Committee.

T. APPROVAL OF MINUTES.

The Minutes of the September 29, 2017, Board meeting were approved.
2. WELCOMES TO MARK LANTERMAN AND BRENT ROUTMAN,

Robin Wolpert welcomed Brent Routman as a new member of the Board and
briefly swummarized his resume and experience. Ms. Wolpert also informed the
Board that effective February 1, 2018, Mark Laterman will join the Board.

Ms. Wolpert recognized and thanked Terrie Wheeler for her service to the Board
as a Board and Executive Comunittee member.

3. UPDATED ROSTER, AND PANEL AND COMMITTEE ASSIGNMENTS.

Ms. Wolpert stated that with the recent departures from and additions to the
Board, changes have been made to various Panel and committee assignments.
Ms. Wolpert thanked the Board members with whom she spoke for their input
regarding these assignments. Ms. Wolpert summarized the new Panel and
committee assignments, and noted that Cheryl Prince would become Board Vice
Chair and both Ms. Prince and Mr. Beckman would become members of the
Executive Committee. Beginning February 1, Anne Honsa will remain Chair of
the Opinion Committee, Chris Grgurich will become Chair of the Rules
Committee, and Peter Ivy will become Chair of the DEC Commiittee.



Susan Humiston noted that there are matters presently pending before Panels.
Ms. Humiston stated that she would inform the Board members by email as to
the status of each particular matter currently assigned to a Panel.

Ms. Humiston also stated that the Office will offer training to Panel Chairs
around the end of February 2018. The purpose of the training is to help educate
new Panel Chairs, and refresh current Panel Chairs, on the roles, responsibilities,
duties, and best practices for Panel Chairs.

Ms. Humiston also stated that the Office is in the process of developing a
summary statement for Board members to assist them in their various functions.
The summary is intended to provide for each of the various tasks assigned to a
Board member a brief guide as to the role, the purpose of the role, and the
options for the Board member under the Rules of Lawyers Professional
Responsibility. Revisions to the Panel Manual remain in process.

REVISED POLICY & PROCEDURE NQ, 5.

Ms. Humiston introduced the background of this policy and procedure. Policy &
Procedure Memorandum No. 5 addresses the procedures for the Board and the
Office to use in handling a disciplinary complaint against an attorney Board
member. Ms. Humiston reported that she had recently reviewed this policy and
procedure memorandum with the Supreme Court Commissioner, and in those
discussions a number of updates were recommended.

First, if special counsel in a matter is to be appointed, that appointment should be
done by the Supreme Court through the Commissioner’s Office. This follows the
procedure the Court utilizes to appoint a referee to a lawyer discipline matter.

Second, the Court wants requests for appointment of special counsel to be filed
electronically. The Clerk of Appellate Courts has worked with the
Commissioner’s Office to create a file for electronic filing of these requests.

Third, in making these requests, to identify the respondent lawyer, numbers
should be used instead of using random initials.

Fourth, the prior policy was silent on compensation. The revised policy calls for
special counsel to be compensated at the same rate as a senior judge acting as a
referee in a lawyer discipline matter.

Finally, the policy was revised to eliminate gender-specific pronouns.



Mr. Williams suggested that it should be made clear in sections 1 and 2a that the
reference to Rule 8 is to Rule 8 of the Rules on Lawyers Professional
Responsibility. Ms. Humiston concurred that this was a good idea.

A motion was made to approve revised Policy and Procedure No. 5 as set forth
in attachment 4 to the agenda for the Board meeting, with the clarification
suggested by Mr. Williams. The motion was seconded and unanimously
approved.

STRATEGIC PLANNING.

Ms. Humiston provided a brief background on the Office’s strategic planning
process. Ms. Wolpert noted that the strategic planning committee has been
engaged with the Office since October 2017 in working toward the development
of a strategic plan.

The strategic planning committee is comprised of the members of the Executive
Committee, various staff attorneys, former Board Chair Judie Rush, and Emily
Eschweiler, the Director of various Supreme Court boards. The facilitator is
Connie Gackstetter from Judicial Branch Human Resources. Ms. Wolpert
recognized the committee was a very engaged group, and that Ms. Gackstetter
had done an excellent job facilitating the committee’s discussions. The
committee obtained a significant amount of information, including hundreds of
responses to an electronic survey, and individual interviews with several
stakeholders in the lawyer discipline system.

The materials attached to the agenda for the Board meeting constitute the essence
of what will likely develop into the strategic plan. Ms. Humiston believes that a
tagline, vision, and regulatory objectives should be identified for the Office and
incorporated into the plan. Ms. Humiston noted that in April 2016 the American
Bar Association adopted model regulatory objectives, and so far three states have
adopted such objectives. Ms. Humiston believes it is appropriate to put together
strategic priorities, and strategies to implement those priorities, based around the
concepts in the ABA model regulatory objectives.

Ms. Humiston noted that at the start of the strategic planning process, Justice
David Stras said that the Supreme Court would want to get engaged at the point
where the strategic planning committee presently is in its process. Ms. Humiston
noted that she had shared the committee’s work with the Office staff and
received valuable feedback.



Ms. Humiston reported that she is currently working on an action plan to
implement the strategic plan. This is to identify the stakeholders who will act on
certain items in the plan and a timeline for implementation. Ms. Humiston
stated the original goal was to have a three-year strategic plan, but that a more
realistic plan would be a three to five year plan, depending on office staffing.
Ms. Humiston reported that the committee will be preparing a written report
which will set forth the strategic plan, and also discuss the process and survey
results. Ms. Humiston reported that the final product of the committee will be
developed for presentation to the Board at its April 2018 meeting. Ms. Humiston
requested the Board members to email her with any feedback they have toward
the strategic planning priorities identified to ensure the strategic plan is
consistent with the ideas of the Board members.

Justice Stras briefly summarized the history of the strategic planning process.
Justice Stras noted that two to three years ago there was substantial transition
with the Board and Office, with the arrival of a new Board Chair and a new
Director. At the time, certain goals such as those related to file handling needed
to be addressed. As progress has been made toward those goals, over the last
year Justice Stras discussed with Ms. Humiston the idea of preparing a strategic
plan for the Office. Justice Stras credited Ms. Humison for her work in putting
the plan together. Justice Stras noted that the Court takes the Office’s strategic
planning process and plan very seriously and intends to review the final strategic
plan, provide feedback, and ultimately vote on formally approving a strategic
plan during a Court meeting.

Ms. Wolpert noted that the Office is the first disciplinary office in the country to
do a strategic plan. Ms. Wolpert stated that she, too, valued the feedback
received from the stakeholders regarding the challenges before the Office, and
identifying where the Office performs well.

Ms. Humiston noted that from responses to an inquiry on a listserv for the -
directors of lawyer discipline agencies in the United States, it appears that
strategic plans for lawyer discipline systems had been done only in states with an
integrated bar. Even in those instances, the strategic plan for the discipline office
was part of a broader strategic plan for that state’s bar association as a whole,
Other states have requested the Office’s survey questions, which Ms. Humiston
has provided, and are interested in receiving the strategic plan when it is
complete.



Ms. Wolpert invited the Board members to share their preliminary thoughts,
recognizing that a more robust discussion will be conducted at the Board’'s April
2018 meeting.

Mr. Ivy noted the report on lawyer well-being, and asked if that report could be
posted. Ms. Humiston noted that attachment 10 to the Board materials contained
an article Ms. Humiston authored in which she summarized the report on lawyer
well-being recommendations for regulators. Ms. Humiston also noted that
Minnesota has already implemented a large number of those recommendations.
She also noted that there is a substantial section of that report on what managing
lawyers in law firms should be doing to help improve lawyer well-being, and
that a similar section exists for state supreme courts.

Ms. Wolpert noted that a focus this year was on the roles of the discipline
system, the state bar association, and law schools, and how they can partner to
improve lawyer well-being.

Ms. Humiston stated that her favorite quote from the report on lawyer
well-being was that lawyer discipline alone could not make a sick lawyer well.

Mary Hilfiker inquired about the efforts to improve onboarding and training.
Ms. Humiston noted that the Office recognizes the substantial amount of
information an oncoming Board member needs to learn in a short amount of
time, and that the Office has worked on improving the onboarding and training
process for incoming Board members. Among other things, the Office has
revised the training provided to Board members, is working on improving the
Panel Manual, and will be conducting a training and refresher session for Panel
Chairs. Mr. Routman noted that he is participating in the Office’s current
onboarding process and reported that he was pleased with the onboarding to
date.

Ms. Wolpert recognized that becoming a Board member can be overwhelming at
the start of the Board member’s term. There are bodies of rules to learn, various
roles performed by a Board member, differing standards of review and/or proof,
and the like. Each of these is critical to the Board’s mission, and the Board is a
working Board which at times acts as a quasi-judicial body. Ms. Wolpert
reported that she was glad to hear that a focus of the Deputy Director is
enhancing the learning and onboarding experience.

Following up on Ms. Hilfiker’s inquiry, Mr. Williams stated that he believes that
consideration ought to be given to including Board members in the onboarding



process. Ms. Humiston reported that the Office views the onboarding process as
the responsibility of the Office, as the staff is paid to work with the Board and the
district ethics committees (DEC) in training for DEC members as well.

Ms. Humiston noted that as part of the training for DEC members, the Office
intends to produce a series of training videos for DEC members, which will be
hosted on a private YouTube channel.

Mr. Burke requested the Board members to provide to him any feedback they
have on how to improve the training and onboarding process performed by the

Office,

COMMITTEE UPDATES.

A. Rules Committee

i.

ii.

Rule 5.5, MRPC.

Ms. Humiston reviewed the history of the proposed changes to
Rule 5.5. She reported that she provided the Board’s feedback to
the M5BA’s rules and judiciary committees. The MSBA judiciary
committee decided to have a one hour CLE presentation at the
December 17 MSBA general assembly regarding Rule 5.5.

Ms. Humiston and Eric Cooperstein presented, and Tom Nelson
acted as facilitator. The CLE provided attendees with education on
the history and substance of the proposed changes to Rule 5.5,
MRPC, and various views on each of the recommended changes.
Ms. Humiston reported that the feedback she received was uniform
in that attendees found the CLE very informative. The MSBA
Judiciary Committee hoped and believed that this CLE would
allow members of the general assembly to be highly informed
when the question is called for consideration at a general assembly
meeting. Ms. Wolpert agreed that the CLE was excellent and
positioned the general assembly for a well-informed debate.

Mr. Finch reported that the judiciary committee will consider the
proposed changes to Rule 5.5 at an upcoming meeting, and that he
would inform the Board and Office of that date.

Rule 1.6, MRPC.,

Ms. Wolpert provided handouts to the Board members for this
discussion and summarized the handouts. She also noted that an



invitation was extended to the MSBA Rules of Professional
Conduct Committee to attend this Board meeting, and Mr. Finch
was present as Chair of that committee. Ms, Wolpert turned the
discussion over to Mr. Grgurich, incoming Chair of the LPRB Rules
Committee.

Mr. Grgurich provided an overview of the structure of Rule 1.6(a)
and (b), MRPC, a summary of Board Opinion No. 24, and a
summary of the issues raised by the current language of

Rule 1.6(b)(8), Opinion No. 24, and the MSBA Rules Committee’s
proposal. Mr. Grgurich then reported on the recent LPRB Rules
Committee meeting, the recommendations which flowed from that
Committee meeting, and the communications that Cheryl Prince,
Chair of the LPRB Rules Committee, and Anne Honsa, Chair of the
Opinion Committee, had thereafter.

Ms. Honsa stated that she and Ms. Prince concurred that the Board
should table action on whether to repeal Opinion No. 24 until there
was an understanding of the Board’s position regarding the
proposed changes to Rule 1.6(b)(8). Ms. Honsa reported that the
Opinion Committee thereafter discussed the matter and concurred.

Ms. Wolpert then invited other members of the Rules Committee to
provide any desired input,

Mr. Cullen stated that his position was that the Board needed to
consider the fundamental issue, which rests in Opinion No. 24.

Mr. Cullen noted that this opinion makes it clear that a lawyer may
not disclose client confidential information in response to a
negative online client review. However, this opinion may be at
odds with the language of Rule 1.6(b)(8). Mr. Cullen stated that if
so and if Board opinions alone are not able to be the basis for
discipline, then if a client makes a serious or defamatory allegation
in an internet post, the issue is whether a lawyer should be allowed
to use confidential information to respond. If Rule 1.6(b)(8) by its
language would allow a lawyer to do so, then Opinion No. 24
should be amended by deleting the second paragraph of the
opinion. Mr. Cullen noted that during the most recent Rules
Committee meeting he made a motion to this effect, but the motion
did not pass for want of a second.



Mr. Grgurich stated that as a Rules Committee member, he had
brought the motion during the Rules Committee meeting to
withdraw Opinion No. 24. Mr. Grgurich stated that he made this
motion because he was at the Board meeting in which Opinion
No. 24 was adopted, he did not recall the opinion being discussed
in the context of the specific language of Rule 1.6(b)(8), and he did
not believe the opinion could be squared with the language of the
rule.

Mr. Burke stated that he concurred with Mr. Cullen that a threshold
issue is whether the language of Opinion No. 24 is consistent with
the language of Rule 1.6(b)(8). Mr. Burke stated that he believes an
additional threshold question exists, whether a lawyer should be
allowed to use client confidential information in response to a
negative social media post. Once that policy decision is reached,
then rule language can be crafted consistent with that policy goal.

Mr. Ivy expressed that the MSBA Rules Committee proposed
changes to Rule 1.6(b)(8) has an absence of safeguards surrounding
disclosure. Mr. Ivy noted that Minnesota Statute Ch. 595 governs
attorney-client privilege in post-conviction proceedings. Mr. Ivy
noted that in post-conviction proceedings, allegations of ineffective
assistance of counsel are often made. If an evidentiary hearing is
ordered on such an allegation, then counsel making the claim will
want privileged information from prior defense counsel. Mr. Ivy
noted that the process of providing that information is subject to
court supervision, with substantial built-in protections including in
camera review of lawyer files, in camera review to determine the
scope of permitted disclosures, and that when the matter is
concluded, no further disclosure or dissemination or review will
exist. Mr. vy noted that this supervision of the process sharply
contrasts that with the language in the proposed rule. Mr. Ivy
noted that lawyers could have vastly different interpretations of
terms such as “reasonable” and “necessary” in the proposed
changes, so that application of the rule for a practicing lawyer
would be extremely difficult.

Mr. Beckman noted that if the Board repealed Opinion No. 24, the
Board will in essence state words to the effect of “we changed our
mind” on an opinion barely one year old. Mr. Beckman expressed



concern that this was not a quality process to follow and suggested
that the Board should decide on Opinion 24 when it made its
decision regarding the proposed changes to Rule 1.6(b)(8).

Ms. Wolpert responded that what constituted the status quo
depended on one’s approach. Ms. Wolpert noted that for many
years Opinion No. 24 did not exist, so that repeal of Opinion No. 24
could be considered a return to the status quo. Ms. Wolpert also
noted the Opinion Committee had recommended the Board not
repeal Opinion 24 while the discussion regarding Rule 1.6 went
forward, and the Rules Committee had made an opposite
recommendation.

Mr. Routman stated his understanding that prior to the adoption of
a Board opinion, a proposed opinion is sent out for comment, but
this process was not followed before the Board adopted Opinion
No. 24, and inquired as to the process surrounding the adoption of
Opinion No. 24, Mr. Routman also asked whether as a
jurisdictional issue, the Rules of Professional Conduct Committee
could make a recommendation on whether the Board should
withdraw an opinion.

Ms. Wolpert discussed the process surrounding the adoption of
Opinion No. 24. Ms. Wolpert stated that the Board did not
specifically decide not to seek comment on the Board opinion.
Rather, the Board’s normal practice is to seek such comment.

Ms. Humiston noted that when the Board adopted Opinion No. 23,
which addressed a very unique issue, no comment was solicited,
and the process followed with Opinion No. 23 was simply followed
for Opinion No. 24. Ms. Humiston concurred that it was an
oversight not to request input toward Opinion No. 24, and noted
that Opinion No. 24 arose from the Office which was responding to
requests for advisory opinions on the topic. Ms. Wolpert concurred
that the Board’s practice is to seek input regarding proposed Board
opinions and agreed with Ms. Humiston that in the context of
Opinion No. 24 there was an inadvertent oversight.

Regarding the issue of jurisdiction of various Board committees,
Ms. Wolpert noted that each committee had made a
recommendation to the Board, but ultimately the Board would



make the final decision in the matter. Ms. Wolpert noted the value
of Board committees working together when so warranted.

Ms. Hilfiker stated that she believed the Board should not repeal
Opinion No. 24. She believed that allowing a lawyer to reveal
confidential information in response to a client’s negative review
could only make the situation for the lawyer worse, not better.

Mr. Williams concurred. He noted that oftentimes client criticisms
amount to little more than a character assassination and that
lawyers cannot control a person who desires to engage in such
conduct.

Mr, Witz concurred with the Deputy Director’s definition of the
threshold question before the Board. Mr. Witz believes that the
Board should decide the policy it wishes to adopt regarding
disclosure of confidential client information, and from there
determine how a rule should be written.

Ms. Humiston noted that the MSBA proposal is broader than online
posts, but applies to any disclosure to a third person not in the
lawyer’s firm. Mr. Witz reiterated that the Board’s discussion
should start with a discussion of the Board’s policy on this issue.

Mr, Cullen noted that before the most recent LPRB Rules
Committee meeting, he had three motions for the committee’s
consideration. One of these, regarding the addition of the words
“actual” or “potential” in 1.6(b)(8), was considered.

Ms. Honsa noted that Opinion No. 24 was designed to caution
attorneys not to post confidential client information on the internet
in response to critical comments. She noted that the existing

Rule 1.6(b)(8) uses the terms “controversy” and “proceedings.”
Ms. Honsa shares the concern Mr. Williams expressed, that the
MSBA’s proposal opens the door to lawyers inappropriately
revealing client confidential information, which the Board
attempted to avoid by adopting Opinion No. 24.

Mr. Beckman concurred, noting that it is an easier position for a
lawyer to be in to simply state that the lawyer is ethically barred
from substantively responding.
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Justice Stras noted that he does not read the Board’s Opinion No. 24
as prohibiting all responses, but simply stating that a lawyer may
not use client confidential information in responding.

Ms. Humiston agreed. Ms. Humiston also noted that she believes
this discussion raised the issue of whether documents available as
part of the public record, such as court filings, should be defined as
not confidential. Ms. Humiston noted that recently the ABA issued
a formal Opinion No. 479, which reiterated that confidentiality
under the Rules of Professional Conduct is broader than attorney-
client privilege, and client confidentiality is not abrogated simply
because a document is filed in a public case. Ms. Humiston noted
that as others have said, the last person a client wants talking about
the client’s case is the client’s lawyer. Thus, ABA Formal Opinion
479 states that “publicly available” information is not synonymous
with “readily available” information as term is used in Rule 1.9.

Ms. Humiston noted that the recent conversations regarding the
effect of Board opinions suggests that this issue should be revisited.
Ms. Humiston noted that the Supreme Court had stated that the
Board may issue opinions, Board opinions are interpretations of the
Rules of Professional Conduct to guide attorney conduct, the Board
may not change a rule through the adoption of an opinion, and a
lawyer may not be disciplined solely for violation of an opinion. In
summary, Ms. Humiston stated that Board opinions are designed
to provide guidance and helpful information to the bar.

Mr. Williams stated that he believes that adoption of the MSBA’s
proposal would create a slippery slope opening a Pandora’s Box,

Ms. Judge inquired whether Rule 1.6(b)(8) and Opinion No. 24 are
inconsistent. Her concern with the MSBA proposal is that it creates
substantial uncertainty and need for education for a lawyer as to
when a lawyer could or could not reveal client confidential
information. She also is concerned that if a lawyer did reveal client
confidential information, the lawyer opens the lawyer up to many
potential legal ramifications. She noted that she believes Opinion
No. 24 does help attorneys by clarifying their obligation.

Ms. Wolpert then invited Mr. Finch to address the Board.
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Mr. Finch stated his opinion that the function of the Board is lawyer
discipline and guidance to the Office on how to enforce the Rules of
Professional Conduct. Mr. Finch opined that nothing in the Board’s
charter says the Board must provide opinions on proposed changes
to the Rules of Professional Conduct. He opined that the Board
was not actively involved in the major overhauls of the professional
conduct rules in the early 1980s and in the early 2000s. That said,
he noted that the Board and the MSBA have tried to seek the input
of the other regarding potential rule changes.

As to substance, Mr. Finch noted that the proposed changes to
Rule 1.6(b)(8) are not limited simply to internet or online postings.
He also thought the proposal provided an opportunity to resolve
the ambiguity in Rule 1.6(b)(8) as to the definition of “controversy”
in that rule.

Mr. Finch noted that the MSBA proposal is designed to limit the
circumstances in which a lawyer may use client confidential
information to specific and public accusations that raise a
substantial question as to a lawyer’s honesty, trustworthiness, or
fitness in other respects, and only when a client used confidential
information.

Mr. Finch noted that Rule 1.6(b)(8) already contains many
exceptions to the general rule of client confidentiality. Mr. Finch
stated that the MSBA Rules of Professional Conduct Committee
believes the Court should adopt its proposal to amend

Rule 1.6(b)(8), would like the Board to agree with the MSBA's
proposal, or at least would like the Board not to disagree.

Ms. Humiston noted that the MSBA Rules Committee was divided
when it voted on the proposal.

Mr. Grgurich stated that he believed greater clarity in the rule was
required. Ms. Humiston concurred.

Mr. Hird expressed concern that adopting the proposed changes to
Rule 1.6(b)(8) could have effects that do not reflect at all well on the
profession.

A motion was made to adopt a portion of the MSBA proposal to
add the words “actual or potential” immediately before the word

12



“civil” in Rule 1.6(b}(8). The motion was seconded and
unanimously approved.

A motion was made to reject the MSBA’s proposal to amend

Rule 1.6(b)(8), subject to the foregoing motion. Mr. Routman
believed that at this time the Board should look at the issue in
greater depth. Mr. Routman expressed concern that the rule is
ambiguous, the opinion is inconsistent with the rule, and it is
therefore hard to see a lawyer disciplined on the rule. The motion
was seconded. The motion failed on a vote of 13 to 5, with one
abstention.

A motion was made to adopt the recommendation of the LRPB
Rules Committee for the Board to table further consideration of the
MSBA’s proposed changes. The motion was seconded and
unanimously approved. The input of Board members on this issue
to the Rules and/or Opinions committees was solicited. Mr. Finch
stated that the MSBA Rules of Professional Conduct Committee
stood willing to assist the Board and its committees in the
deliberations.

The sense of the room was that the Board should not repeal
Opinion No. 24 at this time.

DEC Committee

Ms. Wheeler reported that three of the district ethics committees do not
presently have a 20% membership of non-lawyers, and that the DEC
Committee has discussed this issue with the Executive Committee.

Mr. Ivy reported that he is considering additional methods for recruiting,
especially of non-lawyers, and is also considering ways to improve
training for DEC members. He believes that the private YouTube channel
with training videos presents an intriguing opportunity. Ms. Humiston
noted that in some outstate districts, the greater challenge is ensuring that
the term limits set forth in Rule 3, RLIR, are observed. Ms. Humiston also
reminded Board members that the DEC Chairs symposium will be
conducted on May 18, 2018. Ms. Wolpert requested that Board members
with ideas for the symposium contact Mr. Ivy and/or Joshua Brand.
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DIRECTOR’S REPORT.

Ms. Humiston noted that ABA Formal Opinion 479 was in the materials attached
to the agenda for the meeting. Mr. Cullen noted that this opinion contains
distinctions between the use, disclosure, and revelation of client confidential
information. Mr. Cullen noted that the discussion had been about disclosure
when the Board was discussing Rule 1.6(b)(8). Mr. Cullen asked Ms. Humiston
how much she believed ABA Opinion 479 would help the Rules Committee.

Ms. Humiston stated that she believed the opinion was helpful because it again
reiterated the nature of when information would no longer be considered
confidential. Ms. Humiston noted that this issue was answered by Opinion 479
as to former clients.

Ms. Humiston provided a personnel update. Ms. Humiston introduced Nicole
Frank, who recently joined the Director’s Office as an Assistant Director.

Ms. Frank provided a brief sumimary of her career. Ms. Humiston reported that
the Office has hired two attorneys who will start February 20. She provided a
brief background of the careers and credentials of Becky Huting and Aaron
Sampsel. Ms. Humiston also reported that the Office has hired a new
receptionist who will start shortly.

Ms. Humiston announced with regret that Tina Trejo has announced that she
will retire from the Office in July 2018. Judicial Branch Human Resources has
authorized the Office to have a three-month overlap for the hiring of Ms. Trejo’s
successor to allow for training and development.

Ms. Humiston provided an overview of statistics, and noted that the Office
continues to make good progress toward the Board’s targets for case progress,
although due to staffing changes the Office is not where it needs to be.

Ms. Humiston reported that the Office is making an effort to have staff attorneys
join various MSBA committees so that the Office ensures that it is hearing what
lawyers in the community are saying about the profession. Ms, Humiston
reported that the Office continues to develop its skills in dealing with lawyers
suffering from impairments, and that as part of this etfort, will be conducting a
training session with staff from Lawyers Concerned for Lawyers.

Ms. Wolpert reminded the Board that the date of the June 2018 meeting has been
changed to June 8.
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OTHER BUSINESS.

Mr. Grgurich inquired whether in light of ABA Opinion No. 479 the Board
should explore whether publicly available documents should be considered
non-confidential. Ms. Humiston stated that she believed it was appropriate to
consider this issue at this time.

Mr. Leary expressed kudos to Ms. Humiston and the staff at the Office for their
progress in achieving the Board’s case processing goals. Ms. Humiston thanked
Mr. Leary for his praise and noted that the progress was a team effort.

OUARTERLY BOARD DISCUSSION.

The Board, in a closed session, conducted its quarterly Board discussion.

Thereafter, the meeting adjourned.

Respectfully submitted,

imothy M. Burke

Deputy Director

[Minutes are in draft form until approved by the Board at its next Board
meeting.]
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Attachment 2

LPRB Consideration of MSBA Proposal to Amend Rule 1.6(b)(8)

Timeline of Events:
September 30, 2016:
December 6, 2016:

September 26, 2017:

September 29, 2017:

November 20, 2017:

" December 13,2017:

- December 15, 2017:
January 11, 2018:

~ January 18, 2018:

January 19, 2018:

LPRB issues Opinion 24

OLPR Pat Burns article in Bench & Bar regarding client
confidentiality and client criticisms

MSBA. Rules of Professional Conduct Committee
proposes amendments to Rule 1.6(b)(8), issues report

LPRB receives and considers MSBA proposal; votes to
send the issue to the Rules Committee for evaluation and
recommendation '

MSBA Judiciary Committee considers MSBA Rules of
Professional Conduct Committee recommendation to
amend Rule 1.6(b)(8); Judiciary Committee votes to wait
for the LPRB recommendation on the proposed
amendments

LPRB Rules Committee considers MSBA proposal and
decides to hold a second meeting

ABA issues Opinion 479

LPRB Rules Committee considers MSBA proposal and
issues recommendations

Chair of LPRB Rules Committee communicates
recommendation regarding Opinion 24 to Chair of LPRB
Opinion Committee

Tim Burke memo re Rules Committee recommendations
regarding MSBA’s proposed amendments to Rule
1.6(b)(8) is posted on OLPR website for comment



Materials relevant for evaluation of MSBA. Proposed Amendments:

1.
2.

Nk

Current Rule 1.6

MSBA Report and Recommendation Re Amendments to Rule 1.6, including
proposed new language and explanation for amendments

Opinion 24

Tim Burke memo summarizing work of LPRB Rules Committee

Bill Wernz response to Burke memo

ABA Opinion 479

Pat Burns Bench & Bar article

Recommendations of the LPRB Rules Commitiee;

1.

Committee unanimously approved the following MSBA’s proposed
amendment; “...the lawyer reasonably believes the disclosure is necessary
to establish a defense in an actual or potential civil, criminal, or disciplinary
proceeding...”

Committee voted 3-3 on a motion to reject the MSBA’s remaining proposed
amendments to Rule 1.6(b)(8)

Committee voted 5-1 on a motion for the Rules Committee to table
consideration of the MSBA’s remaining proposed amendments to Rule
1.6(b)(8) for further evaluation and discussion by the LPRB

Committee voted 5-1 on a motion to recommend that the LPRB withdraw
Opinion 24 until the Board has completed evaluating Rule 1.6(b)(8)

Comparison of Current and Proposed Rule
RULE 1.6: CONFIDENTIALITY OF INFORMATION

(a) Except when permitted under paragraph (b), a lawyer shall not

knowingly reveal information relating to the representation of a client.

if:

(b) A lawyer may reveal information relating to the representation of a client



CURRENT RULE

TMSBA PROPOSAL

(8) the lawyer reasonably believes the
disclosure is necessary to establish a
claim or defense on behalf of the lawyer
in an actual or potential controversy
between the lawyer and the client, to
establish a defense in a civil, criminal,
or disciplinary proceeding against the
lawyer based upon conduct in which the
client was involved, or to respond in any
proceeding to allegations by the client
concerning the lawyer’s representation
of the client

(8) the lawyer reasonably believes the
disclosure is necessary to.respond to a
client’s specific and public accusation,
made outside a legal proceeding, of
misconduct by the lawyer, where the
accusation (a) raises a substantial
question as to the lawyer’s honesty,

trustworthiness, or fitniess as g lawyer in
other respects and (b) includes the
client’s disclosure of information or

purported information related to
blich o ole: of behalfof

by the-client-coneerning the lawyer’s

representation of the client;

(9) the lawyer reasonably believes the
disclosure is necessary to establish a
claim or defense in an actual or potential
civil, eriminal, or disciplinary
proceeding against the Jawyer based
upon conduct in which the client was

invelved, or to respond in any

proceeding to allegations by the client
concerning the lawyer’s representation

of the client-eomplywith-otherlaw-ora
covrtordes; '




QPINION 24

BURNS ARTICLE

| “When responding to comments,
negative or otherwise, posted on the
internet (or any other public forum)
concerning the lawyer’s representation
of a client, Rule 1.6(b)(8) does not
permit the lawyer to reveal information
relating to the representation of a
client.”

“Lawyers are cautioned that, when
responding to comments posted on the
internet or other public forum which are
critical of the lawyer’s work,
professionalism, or other conduct, any
such response should be restrained and
should not, under Rule 1.6(b)(8), reveal
information subject to Rule 1.6(a),
MRPC.”

Comments posted on the internet or
another public form should not be
considered a “proceeding”

“A public posting of a comment critical
of a lawyer’s services seems unlikely to
have substantial ramifications for
persons other than the lawyer and the
poster of the comment. Thus, it ought
not to be considered a controversy,
public or otherwise, warranting
application of the self-defense exception
to Rule 1.6.”
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OPINION NO. 24
Confidentiality of Information

Rule 1.6(a), Minnesota Rules of Professional Conduct (MRPC), generally prohibits a
lawyer from knowingly revealing information relating to the representation of a client:
Contained within the subsections of Rule 1.6(b), MRPC, however, are eleven
enumerated exceptions to that general prohibition. Amongst those exceptions is-

Rule 1.6(b)(8), MRPC, which permits a lawyer to reveal information relating to the
tepresentation of a client provided:

[Tlhe lawyer reasonably believes the disclosure is necessaryto establish a
claim or defense on behalf of the lawyer in an actual or potential
controversy between the lawyer and the client, to establish a defense in a
civil, criminal, or disciplinary proceeding against the lawyer based upon
conduct in which the client was involved, or to respond in any proceeding
to allegations by the client concerning the lawyer’s representation of the
client....

When responding to comments, negative or otherwise, posted on the internet (or any
other public forum) concerning the lawyer’s representation of a client, Ruile 1.6(b)(8),
MRPC, does not permit the lawyer to reveal information relating to the representation

of a client.

Lawyers are cautioned that, when responding to comnents posted on the internet or
other public forum which are critical of the lawyer's work, professionalism, or other

TTY USERE CALL MN RELAY SERVICE TOLL FREE 1-800-827.3529
hilpiApeb. mncourts.gov
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No resolution presented herein reflects the policy of the Minnesota State Bar
Association until approved by the Assembly. Informational reports, comments,
and supporfing data are nof approved by their acceptance for filing and do not
- become part of the policy of the Minnesofa State Bar Association unless

specifically approved by the Assembly.

Report and Recommendation to the MSBA Regarding Proposed
Amendments to MRPC 1.6, Confidentiality of Information

Rules of Professional Conduct Committee
November 1, 2017

RECOMMENDATION

RESOLVED, that the MSBA petition the Minnesota Supreme Court to adopt proposed
amendments to Minnesota Rules of Professional Conduct 1.6(b)(8) and (9), and related
comments, as set forth in this report.

Rule 1.6(b) A lawyer may reveal information relating to the representation of a client if:

(8) the lawyer reasonably believes the disclosure is necessary to respond to a
client’s specific and public accusation, made outside a legal proceeding, of
misconduct by the lawver, where the accusation {a) raises a substantial question
as to the lawver’s honesty, trustworthiness, or fitness as a lawver in other respects
and (b) includes the client’s disclosure of information or purported information

(9) the lawyer reasonably believes the disclosure is necessary to establish a claim

or defense in an actual or potential civil, crimipal, or disciplinary proceeding
against the lawver based upon conduct in which the client was involved, or to

respond in any proceeding to allegations by the client concerning the lawyer’s
representation of the client;

(210) the lawyer reasonably believes the disclosure is necessary to comply with
other law or a court order;

($811) the lawyer reasonably believes the disclosure is necessary to inform the
Office of Lawyers Professional Responsibility of knowledge of another lawyer's
violation of the Rules of Professional Conduct that raises a substantial question as
to that lawyer's honesty, trustworthiness, or fitness as a lawyer in other respects.
See Rule 8.3; or



{3+12) the lawyer reasonably believes the disclosure is necessary to detect and
resolve conflicts of interest arising from the lawyer's change of employment or from
changes in the compeosition or ownership of a firm, but only if the revealed
information would not compromise the attorney-client privilege or otherwise
prejudice the client. '

Comments to Rule 1.6,

' . Paragraph {(b}(8) does not permit disclosure to respond to
a client’s petty or vague critique, or general opinion, of a lawyer, such as those that are
common in online rating services. Specific allegations are those which can be factually
verified or corrected. Public accusations are those made to third persons othér than the
lawyer and those associated with the lawyer in a firm. Paragraphs (b){(8) and (b)(9)

recognize the principle that the beneficiary of a fiduciary relationship may not exploit it
to the detriment of the fiduciary.

a legal claim or disciplinary charge alleges complicity of the lawyer in a client’s conduct
or other misconduct of the lawyer involving representation of the client, the Jawyer may
respond to the extent the lawyer reasonably believes necessary to establish a defense.

The same is true with respect to a claim or charge involving the conduct or representation
of a former client. Such a claim or charge can arise in a civil, criminal, disciplinary or

other proceeding and can be based on a wrong allegedly committed by the lawyer against

the client or on a wrong alleged by a third person, fo_r example, a person claiming to have
been defrauded by the lawver and client acting together. The lawver’s right to respond

arises when an assertion of such complicity has been made, Paragraph (b}(9) does not
require the lawyer to await the commencement of an action or proceeding that charges
such complicity, so that the defense may be established by responding directly to a third
party who has made such an assertion, The right to defend also applies, of course, where

a proceeding has been commenced. A lawyer entitled to a fee is permitted by paragraph
- (b)(9) to prove the services rendered in an action to collect it.




REPORT

Committee History, Mission, Procedures.

The Rule 1.6 subcommittee was appointed on April 25, 2017, by Mike McCarthy, then
Chair of the MSBA Committee on the Rules of Professional Conduct (Committee).
Initial members of the subcommittee were William J. Wernz, Fred Finch, David Schultz,
Tim Baland, Jr., and Patrick R. Burns. On and after September 12, 2017, Timothy Burke
replaced Patrick R. Burns.

Appointment of the subcommittee was requested by William J. Wemnz in a memo dated
April 17, 2017. The memo stated the purposes of the subcommittee would be (a) to study
and make recommendations regarding a possible petition to amend Rule 1.6(b)(8), Minn.
R. Prof. Conduct; and (b) to consider how the development of electronic social media and
other electronic publication modes may affect the issues addressed by Rule 1.6(b)(8).
The memo also stated, “The main occasion for this request is the issuance by the Lawyers
Professional Responsibility Board (LPRB) of Opinion 24, on September 30, 2016.” The
memo also identified what Mr. Wemz regarded as serious problems with Opinion 24..

The subcommittee’s recommendations were heard and considered at the Committee
meeting held on September 26, 2017, At that meeting, the Committee voted to support
the recommendations of the subcommittee absent any dissenting comments received from
MSBA sections. Following that meeting, the proposed changes and background
information were provided to all MSBA section chairs, with notice that comments were

- due October 27, 2017. The only comment received came from the New Lawyers Section,
indicating they had reviewed and discussed the proposed changes to Rule 1.6 and voted
to support them.

This information was brought back to the Committee when they met on October 31,
2017. It was noted by representatives of the Office of Lawyers Professional
Responsibility (OLPR) that the LRPB would not be formally discussing the proposed
amendments until their meeting in January, 2018. As a formality, the Committee again
“voted to support bringing the proposed changes to the MSBA Assembly at their
December meeting. The Committee felt it important that these changes, along with the
changes recommended to Rule 5.5, be combined in one petition to the Court.

Sources.

Sources reviewed by the subcommittee included Lawyers Board Opinion 24, the April
17, 2017, memo of Mr. Weinz, Patrick R. Burns, Client Confidentiality and Client
Criticisms, Bench & B. of Minn., Dec. 2016 (“OLPR article”) and William J. Wemnz,
Board Forbids Lawyer-Self-Defense in Public Forum — a Further Look — Board Op. 24.
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Minn. Law., April 10, 2017 (*Wernz article™). The subcommittee also reviewed literature
related to the advent and influence of electronic social med_ia.

Minnesota and ABA Model Rules I.Id.

Since they were first adopted in 1985, the Minnesota Rules of Professional Conduct have
followed the ABA Model Rules of Professional Conduct to a large degree. The 2005
amendments to the Minnesota Rules were generally designed to increase the overlap of
the two sets of rules.

Nonetheless, Minnesota Rule 1.6 (“Confidentiality of Information™) has always had many
variations from Model Rule 1.6. In 1985, the Court rejected ABA Model Rule 1.6
altogether, preferring to carry forward the confidentiality provisions of the Minnesota
Code of Professional Responsibility into Minnesota Rule 1.6. From the 1980s to the
early part of this century Minnesota adopted amendments to Rule 1.6 which generally
enhanced the discretion of lawyers to disclose confidential information when necessary to
rectify or respond to client misconduct. These amendments were usually not based on
the Model Rules and in some cases the ABA rejected proposals similar to those adopted
in Minnesota. Sometimes the Model Rules were later amended to permit disclosures
similar to those permitted in Minnesota.

In 2005, Minnesota adopted several variations from Model Rule 1.6. The variations
generally permitted more disclosures than the Model Rule. For example, Minnesota Rule
1.6(b) permits eleven types of disclosures, but Model Rule 1.6(b) permits only seven.
Even where the Minnesota and Model Rules address the same types of permitted
disclosures, the relevant provisions sometimes differ. For example, Minnesota added the
words “actual or potential” to “controversy” in Model Rule 1.6(b)(8).

Based on this history, the Committee has not found it important to try to conform to ABA
Model Rule 1.6(b).

Lawyers Board Opinion No. 24 and the OLPR Arficle

On September 30, 2016, the LPRB issued Opinion No. 24. The Board did not follow its
customary procedures of seeking comment on a draft of the opinion and including a

Board explanatory comment with the opinion. Opinion 24 did not address the meaning

of Minnesota’s addition of “actual or potential” to “controversy.” Opinion 24 did not
include any explanation of its conclusion that Rule 1.6(b)(8) does not permit disclosure of
information covered by rule 1.6(a), “when responding to comments posted on the internet |
or other public forum. . .”

10



It appears that Opinion 24 takes the position that there are no circumstances in which the
“actual or potential controversy” provision of Rule 1.6(b)(8) permits disclosures. Mr.
Wernz reported that he inquired of the OLPR and of the LPRB whether they believed
there were any such circumstances, but did not receive a reply.

The OLPR article appears to take the position that the controversy provision would apply
only in public debates, especially on the internet, “that have substantial ramifications for
persons other than those engaged in [the debates].” The OLPR article regards such
ramifications as “unlikely” in the case of internet ratings of a lawyer. The Committee
considered, however, whether such ramifications would include decisions by prospective
clients as to retaining lawyers who were the subject of such ratings. A majority of the
Commitiee has concluded that there are circumstances, outside of legal proceedings, in
which a lawyer should be permitted to disclose confidential information to respond to a
client’s serious, specific allegations of the lawyer’s misconduct.

A majority of the Committee does not regard the status quo as satisfactory. The meaning
of “actual or potential controversy” is debatable. It is not evident that Opinion 24 states
the “plain meaning” of Rule 1.6(b)(8). The OLPR atticle is not consistent with Opinion
24 as to when disclosures are allowed in public controversies — OLPR would allow some
disclosures, but Opinion 24 would allow none. A majority of the Committee regards its
proposed rule amendments as not expanding disclosure permissions beyond those
allowed under current rules.

Electronic Social Media.

Electronic social media (ESM) has developed after 2005. ESM has become a major fact
of life, ESM provides important resources for information used in making everyday
decisions, including selection of providers of various services. Developments include
online rating services in which customers and clients rate the services of various
providers, including lawyers. The Commitice has reviewed online ratings of lawyers.
The Committee has the following observations and conclusions.

‘Most online ratings of lawyers by clients express general opinions. Where ratings
include allegations of fact, they are often fairly general and do not disclose confidential
client information. Most factual allegations do not involve serious misconduct, but
instead involve such matters as diligence, adequacy of communications, manners and the
like. However, ESM postings can involve serious accusations of misconduct by lawyers.

Opinions, Rules and Cases in Other Jurisdictions.

11



The Committee reviewed ethics opinions from other jurisdictions, including those that
were cited in the OLPR article and were apparently relied on by the LPRB in issuing
Opinion 24.

The opinions cited in the OLPR article do not address the situation where the client’s
accusation includes disclosure of confidential information. Three of the cited opinions
expressly state that they assume the client has not disclosed confidential information and
the other cited opinions expressly rely on these three opinions.” Opinion 24 in effect
takes a position that is not taken by these opinions, viz. that Rule 1.6(b)(8) does not
permit disclosure even when the client’s accusation includes disclosures. Insofar as
opinions in other jurisdictions take the position that lawyers may not disclose confidential
information to respond to critiques outside of legal proceedings when the critiques do not
themselves disclose confidential information, the Commitiee agrees with them.

D.C. Ethics Opinion 370, Social Media I: Marketing and Personal Use (Nov. 2016) was
issued after LPRB Op. 24 was issued. Op. 370 includes a section, “Attomeys May, With
Caution, Respond to Comments or Online Reviews From Clients.” This section applies a
Rule of Professional Conduct, unique to the District of Columbia, that allows disclosure
or use of otherwise protected client information, “to the extent reasonably necessary to
respond to specific allegations by the client concerning the lawyer’s representiation of the
client.” D.C. Rule 1.6(¢). Op. 370 staies, “Attorneys may respond to negative online
reviews or comments from clients. However, Rule 1.6 does not provide complete safe
harbor for the disclosure of client confidences in response to a negative internet review or
opinion.” For further explication, Op. 370 cites Comment 25 to D.C. Rule 1.6. The
committee inquired of D.C. Bar Counsel’s office regarding its experience with D.C. Rule
1.6(e). Bar Counsel indicated that it generally advises lawyers to avoid disclosures in
responding to online reviews, but did not provide specific information on rule
interpretation issues.

Several attorneys in other jurisdictions have been publicly disciplined for disclosing
confidential information in response to online reviews.™ Violations of confidentiality
rules were clear in these cases. The conduct in these cases would violate both the current
Minnesota Rule 1.6 and the rule as proposed for amendment.

The Commitiee believes it will be helpful to the bar and the public to address the
situation in which the client has disclosed confidential information or purported
information. Proposed Rule 1.6(b)(8) does address this situation.

Committee Comments on Drafting.

The proposed amendments bifurcate current Rule 1.6(b)(8) into proposed Rules 1.6(b)(§)
and (9), to make clear when a lawyer may disclose information in legal proceedings and

6
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when disclosure may be made outside legal proceedings. Current Rules 1.6(b)(9), (10), -
and (11) would be re-numbered 1.6b(10), (11), and (12).

Proposed Rule 1.6(b)(8).

The proposed amendment does not retain the term “controversy,” because it has proved
ambiguous, The OLPR article takes the position that “public controversy” refers to
issues outside legal proceedings, that is, “issues that are debated publicly and that have
substantial ramifications for persons other than those engaged in it.” A “debate” does not
require a “proceeding” and proceedings are not normally called “debates.” The OLPR
article cites opinions from other jurisdictions as “consistent.” However, the opinions in
other jurisdictions that construe the term “controversy.” conclude that “controversy”
requires a legal “proceeding. '

2siv

The proposal uses the term “accusation,” rather than “actual or potential controversy.”
The proposal also makes clear that an accusation “made outside a legal proceeding” is
covered.” “Accuse” and similar terms were used for many decades before 2005. The
term “accuse” was used in Rule 1.6(b)}(5) from 1985 to 2005, in DR 4-101(C) of the Code
of Professional Responsibility before 1985, and in Canon 37 of the ABA Canons that
preceded the Code."!

The proposal uses the terms “specific and public” to modify “accusation.” The term
“specific” is borrowed from D.C. Rule 1.6(e). The propesal includes the phrase “a
substantial question as to the lawyer’s honesty, trustworthiness, or fitness as a lawyer in
other respects.” This phrase has been used for over thirty years in Minnesota and Model
Rule 8.3, and has a reasonably well-understood meaning,

A client or former client who accuses a lawyer of serious misconduct in a representation
will normally disclose confidential information or purported information in making the
accusation. If a chient made the accusation, “My lawyer stole my settlement proceeds,”
the proposed rule would permit the lawyer to make disclosures necessary to show that the
lawyer properly distributed the seftlement proceeds. In contrast, disclosure would not be
permitted if the client made the accusation, “Jane Doe is a terrible lawyer.”

Proposed Rule 1.6(b)(9).
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The proposal associates the terms “actual or potential” with “proceeding,” rather than —
as in current Rule 1.6(b)(8) - with “controversy.” This revision fits better with an
important example of permission to disclose regarding a potential proceeding, viz. a
lawyer’s report to a malpractice carrier of a client “claim,” which is not yet an actual
lawsuit. Such claims are more accurately characterized as potential proceedings rather
than potential controversies.

The proposal permits disclosure in relation to proceedings as necessary “to establish a
claim or defense.” Current Rule 1.6(b)(8) associates establishment of a claim with a
“controversy” only, and associates establishment of a defense with both a “controversy”
and a “proceeding.” In Kidwell v. Sybaritic, 784 N.W.2d 220 (Minn. 2010), four justices
associated regarded Kidwell’s disclosures to establish a claim as permitted in a
proceeding that Kidwell had commenced against his former employer.'t

Proposed Comments 8 and 9.

The proposed comments make clear that the disclosure permission of proposed Rule
1.6(b)(8) does not apply to such disclosures as a client’s mere expression of opinion,
vague critique, and the like. “Specific accusation” is contrasted with “petty or vague
critique,” and “general opinion.” “Public accusation” is defined in the proposed
comment in a way that is consistent with the law of defamation.

Fairness, Attorney-Client Privilege, Client Waiver by Disclosure.

Current comment 9 to Rule 1.6 recognizes, as a basis for permission to disclose in
connection with a fee dispute, “the principle that the beneficiary of a fiduciary
relationship may not exploit it to the detriment of the fiduciary.” Because this principle
extends beyond a lawyer’s contested claim to a fee, proposed comment [8] relates this
principle to both Rule 1.6(b)(8) and (9), as amended.

The Committee took note of another application of a principle of fairness - the fact that a
client’s voluntary disclosure of privileged information operates as a waiver of the
attorney-client privilege. “The attorney-client privilege is waived if the client, the
client’s lawyer, or another authorized agent of the client voluntarily discloses the
communication in a non-ptivileged communication.” Restatement of the Law Governing
Lawyers § 79. The policy reason for finding waiver in partial disclosure is that it would
be “unfair for the client to invoke the privilege thereafter.” McCormick on Evidence § 93
(7% ed. 2016), citing 8 Wigmore, Evidence (McNaughton rev.) § 2327 and Imwinkelried,
The New Wigmore: Evidentiary Privileges § 6.12.4 (2ed. 2010). A waiver of the
privilege would occuz if a client disclosed privileged information in accusing a lawyer of
misconduct.

14



Although the law of confidentiality under the Rules of Professional Conduct overlaps
with the law of privilege, the two bodies of law are in many ways distinct. Nonetheless,
the Committee believes that it would be unfair for a client to disclose, or purport to
disclose, confidential information to support serious accusations against a lawyer and
thereafter to invoke confidentiality rules to prevent the lawyer’s self-defense either in or
outside a proceeding. As noted above, some of the opinions of other jurisdictions on
which the OLPR article and Opinion 24 rely expressly state that the opinions do not
apply where the client’s allegation involves a waiver of confidentiality or privilege.

Balancing Moral and Professional Issues.

Issues involving disclosure of confidential information in self-defense give rise to
important moral and professional issues. A client’s groundless, public accusation of
serious professional misconduct, if apparently supported by disclosure of client
information, may permanently damage a lawyer’s reputation and income. A lawyer’s
unnecessary disclosure of client information may damage a client.

Electronic Court Filing.

An issue related to issues considered by the Committee arises with electronic court
filings. Electronic filing has become standard in recent years in Minnesota court
proceedings. Public access to court filings has been greatly enhanced. Under current
Rule 1.6(b)(8) and (9), a lawyer may disclose confidential information as reasonably
necessary to “establish a claim or defense.” Lawyers may sue clients and other parties to
establish a claim of defamation per se. If, as Opinion 24 concludes, Rule 1.6(b)(8) does
not permit a lawyer to disclose information in self-defense outside a legal proceeding, the
rule may create an incentive for a lawyer to defend his or her reputation against serious,
false accusations by bringing a claim for defamation per se.

A lawyer may wish to call attention to filings in a defamation per se or other proceeding.
The Committee has not attempted to resolve the issue of whether a lawyer Rule 1.6
permits the lawyer to make further public disclosures of information filed online in
litigation. The Committee notes: (1) that such disclosure would apparently be permitted
under the Restatement of the Law Governing Lawyers; (2) that a Supreme Court referee
concluded that a lawyer’s public disclosure of court records did not violate Rule 1.6 and
OLPR did not appeal this conclusion; and (3) that OLPR does not currently take a
position on when further disclosure by a lawyer of information available in court records
does or does not violate Rule 1.6."

The Committee believes that amending Rule 1.6(b)(8) to make clear a lawyer’s
permission to disclose to respond to serious accusations will reduce the lawyer’s
incentive to sue the client.
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Conclusion.

The Commitiee believes that the proposed amendments will not broaden the
circumstances in which a lawyer may disclose confidential information beyond those
provided by current Rule 1.6(b)(8). The current permission to disclose “in an actual or
potential controversy” can be interpreted in a very broad way. OLPR interprets
“controversy” to include a certain type of “debate.” The Committee’s proposal requires,
for disclosures outside a litigation “proceeding,” that the client make an accusation that is
specific, serious, and public, and that also discloses confidential information. These
requirements will result in very few permissions to disclose. The proposed amendments
are also clear enough to reduce or eliminate the uncertainty and controversy resulting
from the current rule and from Lawyers Board Opinion 24.

i Los Angeles County Bar Ass’n Op. No. 525 addresses a situation “when the former client has
not disclosed any confidential information.” San Francisco Bar Ass’n Op. 2014-1 states, “This
Opinion assumes the former client’s posting does not disclose any confidential information and
does not constitute a waiver of confidentiality or the attorney-client privilege.” New York State
Bar Ass’n Op. 1032 addresses response to a client statement that “did not refer to any particular
communications with the law firm or any other confidential information.” Texas State Bar Op.
No. 662 and Pennsylvania Bar Ass’n Formal Op. 2014-200 both rely on the Los Angeles, San
Francisco and New York opinions.

i Comment 25 to D.C. Rule 16 states, “If a lawyer’s client, or former client, has made specific
allegations against the lawyer, the lawyer may disclose that client’s confidences and secrets in
establishing a defense, without waiting for formal proceedings to be commenced. The
requirement of subparagraph (e)(3) that there be “specific” charges of misconduct by the client
precludes the lawyer from disclosing confidences or secrets in response to general criticism by a
client; an example of such a general criticism would be an assertion by the client that the lawyer
“did a poor job” of representing the client. But in this situation, as well as in the defense of
formally instituted third-party proceedings, disclosure should be no greater than the lawyer
reasonably believes is necessary to vindicate innocence, the disclosure should be made in a
manner that limits access to the information to the tribunal or other persons having a need to
know it, and appropriate protective orders or other arrangements should be sought by the lawyer
to the fullest extent practicable.”

it People v. James C. Underhill Jr., 2015 WL 4944102 (Colo. 2015); In the Matter of Tsamis, 1L
Aty Registration and Disciplinary Comm’n, Comm’n No. 2013PR00095 (H11. 2014); In the
Matter of Margrett A. Skinner, 295 Ga. 217, 758 S.E.2d 788 (Ga. 2014).

¥ Texas construes the “controversy” exception to confidentiality as applying, “only in connection
with formal actions, proceedings or charges.” Texas Op. 662. Pennsylvania relies for its
conclusion on a comment that has no Minnesota counterpart. “Comment [14] makes clear that a
Jawyer’s disclosure of confidential information to “establish a claim or defense’ only arises in the
context of a . . . proceeding.” Pa. Op, 2014-200. The other opinions eited by the OLPR article do
not construe the term “controversy.” Another cited opinion finds that the term “accusation,” as
used the governing rule, “suggests that it does not apply to informal complaints, such as this
website posting,” but instead applies only a formal “charge.” NYSBA Ethics Op. 1032.

v Definitions chosen from Black’s Law Dictionary tend to have narrow meanings associated with
legal usages. Definitions from more general dictionaries tend to have more general meanings.
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To avoid the issue of which dictionary to prefer, proposed Rule 1.6(b)(8) includes its own
definition — a covered “accusation” is one made “outside a legal proceeding.”

¥ Rule 1.6(b)(5) permitted disclosure “to defend the lawyer or employees or associates against an
accusation of wrongful conduct.” DR 4-10] similarly permitted disclosure of confidential
information by a lawyer “to defend himself or his employees or associates against an accusation
of wrongful conduct.” Canon 37 provided, “If a lawyer is accused by his client, he is not
precluded from disclosing the truth in respect to the accusation.”

¥il The remaining three justices based their opinion on employment law and did not find it
necessary to reach ethics issues. Kidwell dealt with a whistle-blower claim.

¥il Restatement Sec, 59 cmt. d; Findings of Fact, Conclusions of Law, and Memorandum of Honorable John
C. Lindstrom at 19, In re Fuller, 621 N.-W.2d 460 (May 23, 2000). '

Vil Restaternent Sec. 59 ecmt. d; Findings of Fact, Conclusions of Law, and Memorandum

of Honorable John C. Lindstrom at 19, In re Fuller, 621 N.W.2d 460 (May 23, 2000).
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MEMORANDUM

TO: - Lawyers Professional Responsibility Board
FROM:  Timothy M. Burk@"

DATE: January 19, 2018

RE: ‘Rule 1.6

INTRODUCTION

I am writing this memorandum on behalf of the LPRB Rules Committee regarding

Rule 1,6, Minnesota Rules of Professional Conduct. The Committee was tasked with
making a recommendation as to the position the Board should take regarding the
MSBA Rules of Professional Conduct Committee proposal to amend Rule 1.6(b)(8).

The LPRB Rules Committee has met three times; exchanged additional email
communication; and extensively discussed, considered and deliberated both the specific
MSBA Rules Committee proposal and additional important issues that the proposal
raises. The LPRB Rules Committee intends to deliver its recommendation to the Board
regarding the MSBA Rules Committee proposal for the Board's consideration at its
April 2018 meeting.

RULE 1.6(b){8)
This Rule provides:

(b) A lawyer may reveal information relating to the representation of a client
if: ...

" (8) the lawyer reasonably believes the disclosure is necessary to establish a
claim or defense on behalf of the lawyer in an actual or potential controversy
between the lawyer and the client, to establish a defense in a civil, criminal, or
disciplinary proceeding against the lawyer based upon conduct in which the
client was involved, or to respond in any proceeding to allegations by the
client concerning the lawyer's representation of the client. ...
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MSBA RULES COMMITTEE PROPOSAL

The issues raised by the MSBA Rules Committee proposal are (1) whether Rule
1.6(b)(8) should be amended to allow a lawyer to reveal confidential client
information to respond to a negative client accusation in an on-line review, social
media or the like and (2) if so, in what circumstances and under what conditions any
such disclosure may be made.

In Opinion No. 24, the Board opined that a lawyer may not use confidential client
information o respond to a client’s negative comments about the lawyer. Opinion
No. 24 states in pertinent part, “When responding to comments, negative o1
otherwise, posted on the internet {or any other public forum) concerning the
lawyer's representation of a client, Rule 1.6(b)(8), MRPC, does not permit the lawyer
to reveal information relating to the representation of a client.”

The MSBA. Rules Committee, in contrast, proposes that Rule 1.6(b)(8) be
amended to allow a lawyer to do so. A copy of the MSBA Rules Committee .
proposal is attached. The proposal arises out of a desire to allow a lawyer to
respond to a client’s negative commentary or review of the lawyer and/or
lawyer's services in an on-line review website, blog post, other social media or
the like. The concern underlying the proposal is that in today’s on-line world,
prospective clients increasingly find lawyers by searching on-line, and baseless
negative reviews can have an increasingly deleterious effect on the lawyer’s
ability to obtain business. Therefore, when a client uses confidential information
to accuse the lawyer of a specific act of serious misconduct, the lawyer should be
allowed to use confidential information if reasonably necessary to rebut the
accusation. |

All but one of the jurisdictions which have considered this issue have opined that
lawyers ought not to be allowed to da so. For example, New York State Bar Assoc.
Bthics Op. 1032 (Oct. 30, 2014) in reaching this result states in part:

This result properly respects the vital purpose of Rule 1.6(a) in preserving
client confidentiality and fostering candor in the private communications

~ between lawyers and clients, and it does not unduly restrict the
self-defense exception. That exception reflects the fundamental unfaimess
of a current or former client—or others—being able to make consequential
accusations of wrongful conduct against a lawyet, while the lawyer is
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disabled from revealing information to the extent reasonably necessary to
defend against such accusations. Unflattering but less formal comments
on the skills of lawyers, whether in hallway chatter, a newspaper account,
or a website, are an inevitable incident of the practice of a public
profession, and may even contribute to the body of knowledge available
about lawyers for prospective clients seeking legal advice. We do not
believe that [Rule 1.6] should be interpreted in a manner that could chill
 such discussior.

This position is consistent with the ABA Model Regulatory Objectives for the Provision
of Legal Services. One of the objectives is, “Protection of privileged and confidential
information.” Although there are exceptions, each is narrowly drawn to the minimum
disclosure necessaty in a given circumstance. Part of the basis for the duty of
confidentiality is the duty of loyalty to clients, Clients view lawyers as obligated to
preserve client confidences. We as lawyers are professionals, such as others like
doctors, psychotherapists and the like. T am not aware that other professions allow for
discdosure of otherwise confidential information simply to respond to a negative online
review.

During the LPRB Rules Committee’s most recent meeting, the Committee defeated on a
3.3 yote a motion to oppose the MSBA Rules Committee proposal fo amend Rule
1.6(b)(8). The Committee then passed ona5-1 votea motion to (1) table the
Committee’s consideration of the MSBA Rules Committee’s proposal, so that the Rules
Committee and then the Board may further consider the issues and deliver a
recommendation to the Board for its April 2018 meeting and (2) recommend the Board
withdraw LPRB Opinion No. 24 until the Board has completed that process.

ADDITIONAL ISSUES

One of the issues raised by this discussion is the definition of “controversy” in

Rule 1.6(b)(8). A basis of the MSBA Rules Comunittee proposal to amend Rule 1.6(b)(8)
is the suggestion that the word “controversy” in this rule is vague and/or ambiguous.
The language of the rule and the comment to the rule suggest that the “controversy”
envisioned by the rule is a legal controversy between the lawyer and the client. This
can be seen in the langnage preceding controversy, which refers to a claim or defense
by the lawyer related to the client. However, the language of the rule is not expressly
limited in this way.
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The Pennsylvania Bar Association has discussed this issue in the context the Rules
Committee is considering:

A disagreement as to the quality of a lawyer’s services might qualify as a
“controversy.” However, sucha broad interpretation is problematic for
two reasons. First, it would mean that any time a lawyer and a client
disagree about the quality of the representation, the lawyer may publicly
divulge confidential information. Second, Comment [14) makes clear that
a lawyer’s disclosure of confidential information to “establish a claim or
defense” only arises in the context of a civil, criminal, disciplinary or other
proceeding. Although a genuine disagreement might exist between the
lawyer and the client, such a disagreement does not constitute a
“controversy” in the sense contemplated by the rules to permit disclosures
necessary to establish a “claim or defense.”

Pernsylvania Bar Assoc. Formal Op. 2014-200.

The Committee intends to give further consideration to whether “controversy” should
be more precisely defined in Rule 1.6, whether by a change in the text of the Rule, LPRB

opinion, or otherwise.

Another issue raised by this discussion is whether Rule 1.6 should be amended to
define publicly available information as non-confidential. The Committee intends td

discuss this issue further.

Aftachment
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memo

To: Lawyers Professionai Responsibility Board
From: William J. Wernz

Date: January 22, 2018

Re: Rule 1.6(b)(8) Proposed Amendment

| am submitting this memo to correct, clarify and respend fo the Jan. 19, 2018,
Memo of Timothy M. Burke to the Lawyers Board regarding Rule 1.6. This memo draws
on the Sept. 26, 2017, MSBA Committee Report appended to Mr. Burke's memo, and on
other materials referenced in that Report.

in this memo, “controversy clause” refers to the portion of Rulet.6(b){8} allowing
disclosure of confidential information when, “the lawyer reasonably believes the
disclosure is necessary to establish a claim or defense on behalf of the lawyer in an
actual or potential controversy between the lawyer and the client, .. ..” The “Burns
article” refers to Patrick R. Burns, Client Confidentiality and Client Criticisms, Bench &
B. of Minn,, Dec. 2016, posted on the LPRB/OLPR website. The Bumns article is
important because it stands in contradiction to LPRB Op. 24 and fo the Burke memo on
key points. “MSBA proposal” refers to the amendment to Rule 1.6(b)8) and (9)
proposed by the MSBA Rules of Professional Conduct Committee.

1. MSBA Committee Concerns for Clients, Public and Lawyers. Mr. Burke's
memo states, “The concern underlying the [MSBA] proposal is that . . . negative reviews
can have an increasingly deleterious effect on the lawyer’s ability to obtain business.”
This characterization suggests the Committee was mainly acting out of concern for
lawyers’ pocketbooks. This is not so. The Commitice was also concerned about
prospective clients, the public, and tawyers' reputations. Unfounded client accusations
affect both the criticized lawyer and the prospective client who might otherwise have
chosen that lawyer. False accusations can also aifect election or appointment of
tawyers to public positions.

2. The Burke Memo Inaccurately Describes Other States’ Bar Opinions.
The Burke memo states, accurately, that the MSBA Committee proposes, “that when a
client uses confidential information to accuse a lawyer of a specific act of serious
risconduct, the lawyer should be allowed to use confidential information if reasonably
necessary to rebut the accusation.” The Burke memo then states, inaccurately, “All but
one of the jurisdictions which have considered this issue have opined that lawyers ought
not to be allowed to do so.” In fact, three of the five bar opinions referenced state that —
unlike the MSBA proposal - they are not considering client critiques that disclose
confidential information.’ N.Y. State Bar Op 1032, which the Burke memo cites to

1 Los Angeles County Bar Op. 525 states, “This Opinion assumes that no confidential
information is disclosed in the [client's] message. . .." Similarly, San Fra_ncisco Bar Op. 2014-1
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exemplify disagreement with the MSBA proposal, states (at footnote 1), “New York State
Bar Ass'n Op. 1032 addresses response to a client statement that 'did nct refer to any
particular communications with the faw firm or any other confidential information’.”

3. Confidentiality in Historical Perspective — The MSBA Proposal Limits
Disclosure More Than The Current Rule or The Rule From 1908-2005. Nr. Burke's
memo frames the issue as one of how highly confidentiality is valued in the legal and
other professions. If confidentiality were the only valus, LPRB and MSBA would not
" have recommended, and the Minnesota Supreme Court would not have adopted, the
disclosure permissions found in Rule 1.6(b){1)-(11). These disclosure permissions
carefully balance confidentiality and other values, adopted over many years. We can all
agree confidentiality and loyalty are fundamental values, without denying that there are
other values, including the public good and the truth,

In any event, the MSBA proposal protects confidentiality more than current Rule
1.8(b)(8) and more than predecessor rules. From 1908 until 2005, first the ABA, then -
the Minnesota Supreme Court, adopted rules allowing lawyers to disclose confidential
information to respond to a client’s “accusation of wrongful conduct.” Note well that the
MSBA proposal is more limited than the century-long rule because, for example, the
~ proposal would permit disclosure only when the client’s serious accusation includes
confidential information.

In 2005, the Court — on the recommendation of MSBA, OLPR and LPRB -
adopted the “controversy clause” as a restatement of the “accusation of wrongful
conduct” provision. There was no new type of disclosure permisslon intended in 2005.
The MSBA proposal infends to restate - in a more limited and clearly-defined way - a
110 year old permission to disclose.

4, Do Current Standards or the MSBA Proposal Better Protect
Confidentiality? Any valuation of confidentiality must take account of the present
enforcement situation. As the MSBA Report notes, current enforcement is extremely
problematic. Contradictions arise even between LPRB and OLPR, and between OLPR
and itself ~ L.e. in the Burke memo and the Burns article. ' :

Does the controversy clause refer broadly to a “debate,” or narrowly to a legal
“proceeding?” The Burns article adopts the definition of "controversy” as, “issues that
are debated publicly.” OLPR and LPRB have posted the Bumns article on their website
for 13 months, without qualification or retraction. In contrast, the Burke memo states
that Rule 1.6 and its comment suggest that the controversy clause requires a legal
“proceeding,” and cites a Pen nsylvania opinion to the same effect. Because Mr. Burns
and Mr. Burke disagree on whether the controversy clause has the broad meaning of
“debate,” or the narrow meaning of “proceeding,” OLPR could not effectively arguein a
discipline proceeding for either meaning.

Does the controversy clause ever permit a lawyer to disclose confidential
information to respond to client accusations? LPRB Op. 24 responds (without
explanation), “never.” In another contradiction, the Burns article responds, “sometimes,”

states, "This Opinion assumes the former client’s posting does not disclose any confidential
information and does not constitute a waiver of confidentiality or the attorney-client privilege.” Itis
unknown whether these authorities would agree with the MSBA proposal if it was assumed that .
the client disclosed confidential information, but it is clear that they do not disagree with the
proposal bacausge they do not address the facts that are in the proposal.

2
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Le. when a lawyer-client public debate has “substantial ramifications” for third parties.
Although the Burns article finds such debates "unlikely,” a respondent atiorney could
well argue that choice of counsel is so important that it often or always involves
ssubstantial ramifications™ for that lawyer’s clients. Again, with such a contradiction
manifest from different documents posted on the LPRB/OLPR website, OLPR could not
argue in a discipline proceeding that the controversy clause never permitted disclosure.

Rule 1.6(b)(8) itseif has two sets of tensions. First, in the controversy clause the
words "establish a claim or defense” suggest a legal proceeding, while the words “actual
or potential controversy” suggest a mere debate. Second, the controversy clause is
immediately followed in Rule 1.6(b)(8) by a clause providing for disclosures permissible
in a “proceeding.” The Burke memo does not attempt to explain why a rule would have
fwo clauses, both purportedly referring only to a “proceeding,” but using “controversy”
and “proceeding” for the same thing. Rule amendment is required for clarification.
Clarification cannot be achieved by a Board opinion, because Board opinions may state
only the “plain meaning” of a rule.

The Lawyers Board should ask whether the MSBA proposal or current standards
- Rule 1.6(b)(8), Op. 24, the Burns article, and the Burke memo — better protect
confidentiality. The MSBA proposal allows disclosure only in extremely limited and
clearly defined circumstances. In contrast, current standards are rife with ambiguities,
unceriainties and even contradictions. Clearly, the MSBA proposal better protects
confidentiality.

To be enforcad, the MPRC must clearly apply to the facts at hand. When OLPR
disagrees both with LPRB and with Itself, on fundamental peints, and when
Rule 1.6(b)(8) has multiple ambiguities, there can be no clarity or enforcement.

5. Incomplete Characterizations. The Burke memo frames the issue as one
of whether and when a lawyer should be permitied to disclose confidential information in
response to negative client statements “in an on-line review, social media and the like.”
Itis true that the development of social media provides the occasion and main context
for this consideration. However, LPRB Op. 24 expressly applies to any “public forum.”
One of the hypatheticals the MSBA considered arises when false client accusations are
made in a town hall debate between candidates for County Attorney.

The Burke memo characterizes the MSBA proposal as a permission to disclose,
“simply to respond to a negative online review." The proposal is not at all that simple. It
has several demanding requirements before it permits disclosure. The former client
accusation must: (1) be specific and public; (2) raise a substantial question concerning
the lawyer's honesty, trustworthiness or fitness; and (3) include confidential information
from the representation. The proposed comment makes clear that the vast majority of
online critiques would not meet these requirements.

6. For Self-Defense Should a Lawyer Have o Sue a Former Client? The
Board should consider the MSBA proposal in relation to a lawyer's undisputed
permission to disclose confidential information as necessary in a defamation per se suit
against a former client. In this context, the Board will understand both how limited
confidentiality protection is and how prohibiting disclosures for self-defense in the court
of public opinion gives lawyers & strong incentive to sue former clients.

24



If a former client publicly and falsely accuses a professional, including a lawyer,
of serious, wrongful conduct, the professional may sue the client for the tort of
“defamation per se.” “Per se” means that to recover money the lawyer does not have to
prove actual damages, but instead the court presumes damages. A professional may
not commence such a suit may for petty or vague crificisms.

With the advent of the internet and of courthouse file viewing terminals,
documents filed in litigation are readily available to the public. The lawyer-plaintiff may
file documents disclosing such confidentiat information as is reasonably necessary for
the suit, including information relating to damages.

The lawyer-plaintiff may disclose, ‘| have commenced suit, for defamation per se,
against [former client’'s name] in Hennepin County District Court.” This is not information
from the representation, but is instead information from a post-representation event.

The lawyer may make this disclosure online, or in another public forum, in response to a
former client's serious, false accusation of misconduct. The effect of this disclosure may
well be that interested parties will access the filings and learn the previously confidential
information. The issue of whether a lawyer may disclose confidential information in self-
defense in the court of public opinion wili be mooted in some cases, because disclosures
in a court of law will become publicly known.

7. Confidentiality and Disclosure Regulations for Lawyers, Doctors,
Psychologists. The Burke memo indicates that other professions do not permit
disclosure to respond to client accusations, citing “doctors, psychotherapists and the
like.” This statement raises many more guestions than it answers. The answers are
‘obviously negative, and thereby fatal to the “other professions” argument.

. From 1908 to 2005, did other professions have rules permitting disclosure
that were parallel to the ABA and Minnesota “accusation of wrongful
conduct” disclosure rules for lawyers? If not, were the lawyer rules
wrong? Did the rules cause clients to distrust lawyers?

. Do other professions have disclosure permissions parallel to those in
Rule 1.6(b)(1)-(11)? If not, should Minnesota repeal the non-parallel
disclosure permissions?

. Turn the question around. Should lawyers adopt rules of doctors and
psychologists that require disclosure to legal authorities when a patient or
client has been an abuser or is apt to harm others? Should lawyers be
subject to medical records confidentiality laws, including HIPAA? Does
the informed public expect that lawyers and other professionals should
have one common confidentiality regime?

8. Conclusion. | am sorTy not to be able to attend the January 26 Board
meeting. | would be glad to have the opportunity to respond to questions and
comments. | appreciate whatever consideration the Board may give these written

comments.
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Formal Qpinion 472 December 15, 2017

The “Generally Known” Exception to Former-Client Confidentiality

A lawyer’s duty of confidentiality extends to former clients, Under Model Rule of Professional
Conduct 1,9(c), @ lawyer may not use information relating fo the representation of a former client
to the former client’s disadvantage withowt informed consent, or except as otherwise permitled or
requived by the Rules of Professional Conduct, unless the information has become “generally
kmown.”

The “generally known” exception to the duty of former-client confidentiality is limited, It applies

(1) only to the use, and not the disclosure or revelation, of former-client information, and (2) only .

if the information has become (a) widely recognized by members of the public in the relevant
geographic area; or (b) widely recognized in the former client’s industry, profession, or trade.
Informaiion is not “generally known” simply because it has been discussed in open court, or is
available in court records, in libraries, or in other public repositories of information,

Introduction

Confidentiality is essential to the attorney-client relationship. " The duty to protect the
confidentiality of client information has been enforeed in rules governing lawyers since the Canons
of Ethics were adopted in 1908.

The focus of this opinion is a lawyer's duty of confidentiality to former clients under Model
Rule of Professional Conduct 1.9(c). More particularfy, this opinion explains when information
relating to the representation of a former client has become generally known, such that the lawyer
may use it to the disadvantage of the former client without violating Model Rule 1.9(c)(1).

The Relevant Model Rules of Professional Conduect

Model Rule 1.6(a) prohibits a lawyer from revealing information related to a client’s
representation unless the client gives informed consent, the disclosure is impliedly authorized to
carry out the representation, or the disclosure is permitted by Model Rule 1.6(b).' Model Rule 1.9
extends lawyers’ duty of confidentiality to former clients. Model Rules 1.9(2) and (b) govern

situations in which a lawyer’s knowledge of a former client’s confidential information would -

create a conflict of interest in a subsequent representation. Model Rule 1.9(c) “separately regulates
. the use and disclosure of confidential information” regardless of “whether or not a subsequent

| MODEL RULES OF PROF'L CONDUCT R, 1.6(a) (2017} (hereinafter MODEL RULES].
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representation is involved.

»l

Model Rule 1.9(c)(2) govems the revelation of former client confidential information.
Under Model Rule 1.9(c)(2), a lawyer who formerly represented a client in a matter, or whose
present or former firm formerly represented a clientin a matter, may not reveal information relating
to the representation except as the Model Rules “would permit or require with respect to a [current]
client.” Lawyers thus have the same duties not to reveal former client confidences under Model
Rule 1.9(c)(2) as they have with regard to current clients under Model Rule 1.6.

In contrast, Model Rule 1.9(c)1) addresses the use of former client confidential
information. Model Rule 1,9(c)(1) provides that a lawyer shall not use information relating to a
former client’s representation “to the disadvantage of the former client except as [the Model] Rules
would permit or require with respect to a [current] client, or when the information has become
generally known.” The terms “revea » or “disclose” on the one hand and “use” on the other
describe different activities or types of conduct even though they may—but need not—oceur at
the same time. The generally known exception applies only to the “use” of former client
confidential information. This opinion provides guidance on when information is generally known
within the meaning of Model Rule 1.9(o)(1).*

i

The Generally Known Exception

The generally known exception to the use of former-client information was introduced in
the 1983 Model Rules.’ The term is not defined in Model Rule 1.0 or in official Comments to
Model Rule 1.9. A number of courts and other authorities conclude that information is rot
generally known merely because it is publicly available or might qualify asa public record or as a
matter of public record.® Agreement on when information is generally known has been harder to
achieve.

2 ELLEN J. BENNETT €T AL., ANNOTATED MODEL RULES OF PROFESSIONAL CONDUCT 190 (8th ed. 2015).

3 MoDEL RULES R. 1.9(c)(1) (2017) (emphasis added).

* See id at cmt. 9 (explaining that “{t]he provisions of this Rule are for the protection of former clients and
can be wajved if the client gives informed consent”).

5 Sez RONALD D. ROTUNDA & JOHN S. DZIENKOWSKI, LEGAL ETHICS: THE LAWYER'S DESXBOOK ON

PROFESSIONAL RESPONSIBILITY § 1.9, at 534 (2017-20 18) {explaining that the language was originally part of Model .

Rule 1.9(b), and was moved to Model Rule 1.9(¢) in 1989).

¢ See, e.g., Pallon v, Roggio, Civ. A. Nos. 04-3625(JAP), 06-1068(FL W), 2006 WL 2466854, at *7 (. NJ.
Aug. 24, 2006) (““Generally known’ does not only mean that the information is of public record. , . . The information
mmust be within the basic understanding and knowledge of the public. The content of form pleadings, interrogatories
and other discovery materials, as well as general litigation technigues that were widely available to the public through
the internet or another source, such as continuing legal education clasges, does not make that information ‘generally
known’ within the meaning of Rule 1.9(c).” (citations omitied)}; Steel v, Gen, Motors Corp., 912 F. Supp. 724, 739
" (D. N.J. 1995) (in e discission of Rule 1.9(c)(2), stating that the fact that information is publicly available docs not
make it ‘generally known’); Int re Gordon Props., LLC, 505 B.R. 703, 707 n.6 (Beckr. ED, Va. 2013} (*‘Generally
imown' does not mean information that sumeone can find.”); In re Anonymous, 932 N.E.2d 671, 674 (Ind. 2010)
(stating in connection with a discussion of Rule 1.9(c)(2) that “the Rules contain no exception allowing revelation of
information relating to a representation even if a diligent researcher could unearth it through public sources™ (footmote
omitted); /nt re Tennant, 392 P.3d 143, 148 (Mont. 2017) (explaining that with respect to the Rule 1,9(c) analysis of
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A leading dictionary suggests that information is generally known when it is “popularly”
or “widely” known.” Commentators have essentially endorsed this understanding of generally
" known by analogizing to an original comment in New York’s version of Rule 1,6(a) governing the
protection of a client’s confidential information. The original comment distinguished “generally
known” from “publicly available.”® Commentators find this construct “a good and valid guide™?

to when information is generally known for Rule 1.9(¢)(1) purposes:

[T]he phrase “generally known” means much more than publicly available or
accessible. It means that the information has already received widespread
publicity. For example, a lawyer working on a merger with a Fortune 500
company could not whisper a word about it during the pre-offer stages, but
once the offer is made—for example, once AOL and Time Warner have
announced their merger, and the Wall Street Journal has reported it on the

when information is considered to be generally known, the fact that “the information at issue is generally available
does not suffice; the information must be within the basic knowledge and understanding of the public;” protection of
the client’s information ““is not nullified by the fact that the circumstances to be disclosed are part of a public record,
or that there are other available sources for such information, or by the fact that the lawyer reccived the same
information from other sources”™) {citations omitted)); Turner v. Commonwealth, 726 5.E.2d 325, 333 (Va. 2012)
{Lemons, J., concurving) (“While testimony in a court procceding may become 2 matier of public record even in a
court denominated as & ‘court not of record,” and may have been within the knowledge of anyone at the preliminary
hearing, it does not mean that such testimony is ‘generally known.® There Is a significant differcnce between
something being a public record and it slso being ‘generally known.”); N.Y. State Bar Ass’n Comm. on Prof’l Ethics
Op. 1125, 2017 WL 2639716, at *1 (2017) (discussing lawyers’ duty of confidentiality and stating that “information
is not ‘gencrally known’ simply because it is in the public domain or available in a public file” (reference omitted));
“Tex. Comm. on Prof'} Ethics Op. 595, 2010 WL 2430777, at *1 (2010) (“Information that is a matter of public record
may not be information that is ‘generally known.” A matter may be of public record simply by being included in a
government record . , . whether or not there is any gencral public awareness of the matter. Information that ‘has
become generallty known’ is information that is actually known to some members of the general public and is not
merely available to be known if members of the general public choose to look where the information is o be found.™);
ROTUNDA & DZIENKOWSKL, suprd note 5, § 1.9-3, at 554 (stating that Model Rule 1.9 “deals with what has become
generally known, not what is publicly available if you know exactly where to look™); see also Dougherty v. Pepper
Hamilton LLP, 133 A.3d 792, 800 (Pa, Super. Ct. 2016) (questioning whether an FBI affidavit that was accidentally
attached to & document in an unrelated procseding and was thus publicly available through PACER was “actually

* *generally known,’ since “a person interested in the FBI affidavit ‘could obtain it only by means of specinl
knowledge™ (citing Restatement (Third) of the Law Governing Lawyers § 59, cmt. d). But see State v, Mark, 231
P.3d 478, 511 (Haw. 2010) {treating & former client’s criminal conviction as “generally known" when discussing &
former client conflict and whether matters were related); Jamaica Pub. Serv. Co. v. AIU Ins, Co., 707 N.E.2d 414,
417 (N.Y. 1998) (applying former DR 5-108(2)(2) and stating that because information regarding the defendant’s
relationship with its sister companies “was readily available in such public materials as trade periedicals and filings
with State and Federal regulators,” it was “gencrally known”); State ex rel, Youngblood v, Sanders, 575 S.E.2d §64,
872 (W. Va. 2002) (stating that because information was contained in police reports it was “generally known” for
Rule 1.9 purposes); RESTATEMENT {THIRD) OF THE LAW GOVERNING LAWYERS § 39 cmt. d (2000) (“Information
contzined in books or records in public librarics, public-record depositories such as government offices, ar publicly
acocssible electronic-data storage is generally known if the particutar information is obtaineble through publicly
available indexes and similar methods of access.”),

7 THE AMERIC AN HERITAGE DICTIONARY OF THE ENGLISH LANGUAGE 732 (4th ed. 2009).

¥ See ROY D, STMON & NICOLE HYLAND, SIMON'S NEW YORE RULES OF PROFESSIONAL CONDUCT
ANNOTATED 685 (2017) (discussing former comment 4A to New York Rule 1.6).

*id
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front page, and the client has become a former client—then the lawyer may
tell the world. After ail, most of the world already knows. ...

[Ojnly if an event gained considerable public notoriety should information
about it ordinarily be considered “generally known.”"

Similarly, in discussing confidentiality issues under Rules 1.6 and 1.9, the New York State
Bar Association’s Committee on Professional Ethics (“NYSBA Committee”) opined that
“information is generally known only if it is known to a sizeable percentage of people in “the local
community or in the trade, field or profession to which the information relates.””!! By contrast,
“[Tjnformation is not ‘generally known’ simply because it is in the public domain or available in &
public file."'? The Illinois State Bar Association likewise reasoned that information is generelly
known within the meaning of Rule 1.9 if it constitutes ““common knowledge in the community.™"*

As the NYSBA Committee concluded, information should be treated differently if it is
widely recognized in a client’s industry, trade, or profession even if it is not known to the public
at large. For example, under Massachusetts Rule of Professional Conduct 1.6(a), a lawyer
generally is obligated to protect “confidential information relating to the representation of a
client”* Confidential information, however, does not ordinarily include “information that is
generally known in the local community or in the trade, field or profession to which the
information relates.”'® Similarly, under New York Rule of Professional Conduct 1.6(a), a lawyer
generally cannot “knowingly reveal confidential information . , . or use such information to the
disadvantage of a client or for the advantage of the lawyer or a third person,”'¢ but “confidential
information” does not include “information that is generally kmown in the local community or in
the trade, field or profession to which the information relates.™’ Retuning to Model Rule
1.9(c)(1), allowing information that is generally known in the former client’s industry, profession,
or trade to be used pursuant to Model Rule 1.9(c)(1) makes sense if, as some scholars have urged,
the drafters of the rule contemplated that situation.'®

19 Id R

HN.Y, State Bar Ass'n, Comm. on Prof'l Ethics, Op. 991, at § 20 (2013).

i at 917,

13 1IL State Bar Ass™n. Advisory Op. 05-01, 2006 WL 4584283, at *3 (2006) (quoting RESTATEMENT
(SECOND) OF AGENCY § 395 cmt. b (1938)). The Mlinois State Bar borrowed this definition from section 395 of the
Restatement (Scoond) of Agency, which excludes such information from confidential information belonging to a
principal that an agent may not use “in violation of his duties as agent, in competition with or to the injury of the
principal,” whether “on his own account or on behalf of enother.” RESTATEMENT (SECOND) OF AGENCY § 395 & cmt.
b (1958).

1 Mass, RULES OF PROF'L CONDUCT R 1.5(2) (2017).

¥ Id atemt, 3A,

% N, Y, RULES OF PROF'L CONDUCT R. 1.6(a) (2017),

I at cnt, [4A} (“Information is generally known in the Jocal community or in the trade, field or profession
to which the information relates is also not protected, unless the client and the lawyer have otherwise agreed.
Information is not ‘generally known® simply because it is in the public domain or available in a public file”).

1t Spe GEOFFREY C. HAZARD, JR. ET AL., THE LAW OF LAWYERRNG § 14.16, at 14-48 (2016) (discussing
generally known and saying, “It seems likely that both the Kutak Commission and the Ethics 2000 Commission . . .
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Consistent with the foregoing, the Committee’s view is that information is generaily known
within the meaning of Model Rule 1.9(c)(1) if (a) it is widely recognized by members of the public
in the relevant geographic area; or (b) it is widely recognized in the former client’s industry,
profession, or trade. - Information may become widely recognized and thus generally known as a
result of publicity through traditional media sources, such as newspapers, magazines, radio, or
television; through publication on internet web sites; or through social media, With respect to
category (b), information should be treated as generally known if it is announced, discussed, or
identified in what reasonable members of the industry, profession, or trade would consider a
leading print or online publication or other resource in the particular field. Information may be
widely recognized within 2 former client’s industry, profession, or trade without being widely
recognized by the public. For example, if a former client is in the insurance industry, information
about the former client that is widely recognized by others in the insurance mdustry should be
considered gencrally known within the meaning of Model Rule 1.9(c)(1) even if the public at jarge
ts unaware of the information.

Unless information has become widely recognized by the public (for example by having
achieved public notoriety), or within the former client’s industry, profession, or trade, the fact that
the information may have been discussed in open court, or may be available in court records, in
public libraries, or in other public repositories does not, standing alone, mean that the information
is generally known for Model Rule 1.9(cX1) purposes.”” Information that is publicly available is
not necessarily generally known. Certainly, if information is publicly available but requires
specialized knowledge or expertise to locate, it is not generally known within the meaning of
Mode! Rule 1.9(c)(1).2°

had in mind situations in which a lawyer has worked with a company in various legal contexts, lcarned considerable
information about its products and practices, and later seeks o use this information in connection with [the]
representation of an adverse party in an unrelated lawsuit or transaction of seme kind”). '

19 See 11 re Gordon Props., LLC, 505 BR. 703, 707 0.6 (Bankr. ED. Va, 2013) {**Generally known’ does
not mean information that someone can find. Tt means information that is already generally known. For example, &
lawyer may have drafied a property settlement agteement in a divorce case and it may [be] in a cese file in the
courthouse where anyone could go, find it and read it. Itis not ‘generally known.’ In some divores cases, the property
settlement agreement may become generally known, for example, in a case involving a celebrity, because the terms
appear on the front page of the tabloids. “Generally known® does not requite publication on the front page of a tabloid,
but it is more than merely sitting in a file in the courthouse.™); Jr re Tennant, 392 P.3d 143, 148 (Mont, 2017) (holding
that a lawyer who learned the information in question during his former clients’ representation could not take
advantage of his former clients “by retroactively relying on public records of their information for self-dealing™);
ROTUNDA & DZIENROWSK], supra note 5, § 1.9-3, at 554 (explaining that Model Rule 1.9(c)(1) “deals with what has
become genseally known, not what is publicly available if you know exactly where to look™); see also supra note 6
{citing additional cases and materials).

 See RESTATEMENT { THIRD) OF THE LAW GOVERNTNG LAWYERS § 59 cmt. d (2000) (stating, infer alia,
that information is not generally known “when a person interested in knowing the information could obtain it only
by means of special knowledge™).
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Conclusion

A lawyer may use information that is generally known to a former client’s disadvantage

without the former client’s informed consent, Information is generally known within the meaning

of Model Rule 1.9(c)1) if it is widely recognized by members of the public in the relevant
geographic area or it is widely recognized in the former client’s indusiry, profession, or trade. For
information to be generally known it must previously have been revealed by some source other
than the lawyer or the lawyer's agents. Information that is publicly available is not necessarily
generally known. '
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LOS ANGELES COUNTY BAR ASSOCIATION
PROFESSIONAL RESPONSIBILITY AND ETHICS COMMITTEE

QOPINION NO. 525
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ETHICAL DUTIES OF LAWYERS IN CONNECTION WITH
ADVERSE COMMENTS PUBLISHED BY A FORMER CLIENT

SUMMARY

This Opinion addresses whether, and if so how, an attorney may respond to a former
client’s adverse public comments about the attorney, when the former client has not
disclosed any confidential information and there is no litigation or arbitration pending
between the attorney and the former client. The Committee concludes that the attomey may
publicly respond to such comments as long as the rebuttal: (1) does not disclose any
confidential information; (2) does not injure the former client in any matter involving the
prior representation; and (3) is proportionate and restrained.
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Los Angeles County Bar Ass’n Form. Opn. No, 396 (1982}
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Los Angeles County Bar Ass’n Form. Opn. No. 498 (1999)
Los Angeles County Bar Ass’n Form. Opn. No. 519 (2007}
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Rules

California Rules of Professional Conduct, Rule 3-100(A)

ABA Model Rules of Professional Conduct, Rule 1.6(b}5)
Qther Authorities
Restatement (Third) of the Law Governing Lawyers, section 64, comment e

FACTS

Attorney previously represented Former Client in a civil proceeding. Attorney no
longer represents Former Client in any respect. Subsequent to the conclusion of the
representation, Former Client posts a message on a website discussing lawyers, stating that
Attorney was incompetent and over-charged him, and others should refrain from using
Attomey. This Opinion assumes that no confidential information is disclosed in the
message' and Former Client’s conduct does not constitute a waiver of confidentiality or the
attorney-client privilcgt‘:.2 There is no litigation or arbitration pending between Attorney and
Former Client.

ISSUE

e ——

{n what manner, if any, may Attorney publicly respond to disparaging public
comments by Former Client, whether of malpractice or otherwise?

DISCUSSION

! For purposes of this Opinion, “confidential information” is defined to include both
privileged information and information which, while not privileged, is nevertheless
considered to be confidential under California Business and Professions Code section

6068(e)(1).

2 This Opinion also assumes that the person making the website posting is a former client.
The Opinion does not address those situations where the disparaging comment is posted by
an unknown author.
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An attorney “may not do anything which will injuriously affect [a] former client in
any matter in which [the attorney] formerly represented [the client] ....” Wutchumna Warer
Co. v. Bailey (1932) 216 Cal. 564, 573-574, See also Qasis West Realty v. Goldman (2011)
51 Cal.4th 811, 821; Styles v. Mumbert (2008) 164 Cal.App.4th 1163, 1167 (“an attomey is
forever forbidden from ... acting in a way which will injure the former client in matters
involving such former representation.” [Citation a:>mittecl.]).3

An attorney also owes a duty of confidentiality to former clients as well as to current
clients. California Business & Professions Code section 6068(e)(1) (it is the duty of an
attorney “[t]o maintain inviolate the confidence, and at every peril to himself or herself to
preserve the secrets of, his or her client.”); see also CRPC, Rule 3-100(A); Wutchumna
Water Co. v. Bailey, supra, 216 Cal. at 573-574 (“nor may [the attorney] at any time use -
against [the] former client knowledge or information acquired by virtue of the previous
relationship”™); Oasis West Realty v. Goldman, supra, 51 Cal.4th at 821; Styles v. Mumbert,
supra, 164 Cal.App.4th at 1167.

The attorney-client privilege under California Evidence Code section 950, et seq., is
not subject to the creation of exceptions other than as specified by statute. See, e.g., Cosico
Wholesale Corp. v. Superior Court (2009) 47 Cal.4th 725, 739; OXY Res. California LLC v,
Superior Court (2004) 115 Cal. App4th 874, 889 (courts may not “imply unwritten
exceptions to existing statutory privileges.” [Internal citations omitted.] “The area of
privilege ¢ “is one of the few instances where the Evidence Code precludes the courts from
elaborating upon the statutory scheme.” * * [Citation omitted.]}

In the absence of waiver of confidentiality and the attorney-client privilege by
Former Client (see, e.g., Cal. Evid. Code § 912}, there is no statutory exception to the duty
of confidentiality under Business & Professions Code section 6068(e)(1) or the attorney-
client privilege under Evidence Code section 950, ef seq., that would permit an attorney to
defend himself or herself by disclosing confidences or privileged information. See General
Dynamics Corp. v. Superior Ci. (1994) 7 Cal.4th 1164, 1190 (“Except in those rare instances
when disclosure is explicitly permitted or mandated by an ethics code provision or statute, it
is never the business of the lawyer to disclose publicly the secrets of the client”); see also
Los Angeles County Bar Ass’n Form. Opn. No. 519 (there is no self-defense exception to
the lawyer’s duty of confidentiality under Business & Professions Code section 6068(¢) that
would allow an attorney to disclose confidential client information to defend against a
lawsuit brought by a non-client against the attomey).

3 1t should be noted that, while instructive concerning the duties owed to a former client,
none of the holdings of these three cases was based on facts involving an attorney’s response
to a former client’s adverse public comments about the lawyer.

4 This Committee’s opinion in Los Angeles County Bar Ass’n Form. Opn. No. 396 (1982) is
not to the contrary. In that opinion, the Committee opined that a lawyer, in a formal legal
proceeding involving alleged malpractice by him, could provide a declaration disclosing
certain privileged communications in order to rebut claims being made by a former client
against the attomey. Unlike the factual scenario underpinning Opn. No. 396, this Opinion
does not involve a judicial proceeding based upon a claim of malpractice or otherwise.
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This Opinion assumes there has been no waiver of any confidential information
Former Client provided to Attorney while Attomey represented Former Client. Thus, absent
a statutory exception allowing Attomney to reveal confidential communications in response
to Former Client’s public statement, Aftomey remains obligated to preserve Former Client’s
confidential information, and Attorney cannot disclose such information in response to that
public statement unless authorized to do so by a court’s ruling in a judicial procecding.5

The bar on Atiomey revealing confidential information in responding to Former
Client’s intemet posting does not mean Attorney cannot respond at all. If Attorney does not
disclose confidential or attorney-client privileged information, and does not act in & way that
will injure Former Client in a matter involving the prior representation, he/she may respond.

However, the Attorney’s response also must be proportionate and restrained. See
Restatement (Third) of the Law Governing Lawyers, section 64, comment & (referencing a
“proportionate and restraincd” public response). In other words, not only must Attomey
refrain from revealing any confidential information (because it is assumed that there has
been no waiver by Former Client), and avoid saying anything that would injure Former
Client in a matter related to the prior representation, he/she may say no more than is
necessary to rebut the public statement made by Former Client. This rule has been
recognized in other contexts where the exient of an attorney’s ability to respond to a
statement made by a former client has been considered. See, e.g., Los Angeles County Bar
Ass’n Form. Opn. No, 498 (1999) (lawyer may disclose confidential information in a fee
dispute with a former client only if relevant to the dispute, if reasonably necessary due to an
issue raised by the former client, and if the lawyer avoids unnecessary disclosure); Los
Angeles County Bar Ass’n. Form. Opinion No. 452 (1988) (lawyer may file a creditor’s
claim in former client’s bankrupicy proceeding but may not prosecute objections to
discharge); In the Matter of Dixon (Review Dept. 1999) 4 Cal. State Bar Ct. Rptr. 23, 58-59
(former client’s malpractice suit against lawyer does not wholly waive lawyer’s duties under
the lawyer-client privilege, but constitutes waiver only to the extent necessary 10 resolve the
suit; attorney may not disclose more than is essential to preserve the attorney’s rights.)

Therefore, under these circumstances, Attorney may respond to Former Client’s
internet posting, so long as:

(1) Attorney’s response does not disclose confidential information;

(2) Attorney does not respond in & manner that will injure Former Client in a matter
involving the former representation; and

(3) Attorney’s response is proportionate and restrained.

5 There are some authorities from outside California that suggest an exemption to an
attorney’s duties of loyalty and confidentiality may exist in certain circumstances when
necessary in “self-defense.” See, e.£., Rule 1.6(b)(5) of the ABA Model Rules of
Professional Conduct. It is important to bear in mind, however, that California has not
adopted the ABA Model Rules, and they may be consuited for guidance only when there is
no California rule directly applicable. See, e.g. County of San Francisco v. Cobra Solutions,
Inc. (2006) 38 Cal 4th 839, 852; Cal, State Bar Formal Opn. 1983-71.

4
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This Opinion is advisory only. The Committee acts on specific questions submitted
ex parte, and its opinion is based on the facts sei forth in the inquiry submitted.

36



Ethics Opinion 370: Social Media I - Marketing and Personal Use Page 1 of 5

Ethics Opinlon 370
Soclal Media |: Marketing and Personal Use

Introduction

Sodal media and social nabworking wabsites are onkling communities Ihat aliow users 10 share informaiicn, messages, and olher contant, {ncluding photographs and
vidans, The Committee definss social medla a5 follows:

Social media include any slsclionic platform through which people may communicale of inleract in a public, semi-privale of privala way. Through blogs, pubic and
privale chat reams, Yislsers, gther onfing localions, sociat networks and websllos such as Facebook, Linkedin, Instagratn, Twiter, Yalp, Angle's Llal, Avvd and
Lawyers.com, users of snclal madia can share information, messages, a~mall, Instanl messages, pholographs, videa, voice of videoconferencing comtent.Ji] {fbar-
msowcexﬂEgaHmicafaphions.'Eihlns—Ophion-am,cfm#hn1) This definition intudes soclal networka, public and prvale chal rooms, lislserys, and other online
|ocalions whare altomeys communicate with the public, clher allomeys, of clanls, Varying degrees of privacy may endsl in these ontlne communities as users may
have the I"“Iabm\‘,r 1a Kmit who may see thelr posted conlent and who may post conlent to their pages.[2] (.‘bar-rasourcasﬂagal-elhlcsfopln]onstthm-Opinion-
370.cim#inZ}

Increasingly, aliorneys are usng sodial media for businass and personal reasans. The Commitlee wanls Io raise awareness of the bensfits and pitfalls of the use ol
soctal media within lhe practice of law and lo emphasize thal the District of Cotumtia Rules of Profeeslanal Gonducl fihe "Rules™) apply Lo atlomeys in the Distict of
Columbia (the “Districl”) who uss, or may uss, social madia for business ot personal reasons (3] har-resourcesfegal icsfopinions/Ethlcs-Opinlan-370.cim#fin?) This
Opinion applies lo all attorneys who use sodlal media, regardless of praclice area of empiloyer and applies ragacdiess of whether the atiomey Bngages in adverlising or
client communications via social media. The Committes noles thal any social media presenca, evan A personal page, could be cansidered advertiging or marketing, and
tawyess are caulioned 1o consider the Rules applicable to attomey advertising, even If nal explicitly discuszed below, Lawyers relewing this Qpinion may also wish o
raview Qpinion 371 (Social Medta I}, which addresses use of social madia by lawyers in providing legal servicas.

Social nelworking websiles provids sn online carmmuniy for paopte 1o share dally aclivillas, their imerests in various Ioples, of to incraase thelr circle of pessonel 6
bustness acquaintances. There ara sites wilh prirarily business purpogas, some 1hal ara primarly for parsenal use and some hal.affer 3 vansty of difersnl uses.
According ko the 2014 ABA Legal Techaolngy Survey, asnong atiomaye and low flms, in addilion 15 blogs, LinkadIn, Fatebaok and Twillar are among Ifie more widely
used sochal networks [4] (.’bar«sourpesﬂagalqlhicsfopirﬂonstlhi:s-Opinion-a’w.cfm#rm4) On hese siles, members create anfing *profiles,” which may include
biographical dala, piclurés and olher information that they wish o posl. These servicss parmit mambers 1o locata ard invite olher mermbars of tha natwork inlo Their
personal nemworks (1o “connect” o *iriand" them} or to invite the friends or contacis of athers o connect with them.

Hembers of these onling social nelwarking communilies communicale in a number of ways, publicly or privalely. Membars of thase online social networking
communiies may have the abillty, in many instances, lo conircl who may see their posted conlent, or whe may past conlent to their pages. Yarying degress of privacy
axist, These privacy setlings allw users \o restrict or imit access of information to cerlain groups, such as “mends,” “connections” of he "public.”

Social media sHes, postings or activilies that mention, promole of highlight 2 lawyer of a law finm are subject 1o and musl comply with the Rules.[5] {fbarrescurcesiegal-
elh!csfopirbonstlhhs-Ophion-&?Oﬁm#ﬂnS} Altomeys who chopse to use social madia must adhere lo the Rules in the same way that they would if using mora
traditional forms of communication.

The Rules, a5 well as previous Opinions of Ihis Comminea, apply 10 a number of diffesenl sucial media o social natworking activilles thal an atlomely o law firm may be
engaget in, including:

1, Connacting and commumicating wilhs clients, former clienls or other Tawyers on social networking sites;

2. Willing about an allomey's GWn cases on seclal media siles, blogs or other Intemal-publishing based websiles,
3. Commenling on or rezponding lo aniine raviaws of comments,

&, Salf-identificalicn by allameys of theil own “spociahies,” “skifs® and ~axparlisa” on sockal media sites;

5. Raviewkig lhird-party andorssments recsived by atlorneys on thelr personal or law firm pages, and,

6, Making aridorssrents of gler atiomeys on social nelwerking shies.

The Commillea concludes hat, genarally, sach of Ihe actvities identilied above are parmissible under the Rulas; bul not withoul caulion, a3 discugsed in greater delall
balow. Consislen) with our dale, we ider only the applicability of the ©.C. Rules of Profesgionat Conducl. Given thal socis) media does not stop at stats
boundarias, we femind mambers of the Dislrlct of Columbia Bar thal their social madia présence may e subject to regutslion In other jurl fitlons, eiiker bacause the
Oistrict applies anoiber slale's rules through its choice-o-aw rula,[6] [Ibar-rasouroesﬂegal-elnlcs!upinionstmic.s-Opdrdonaw.clm#Imﬁi of because other stale asserl
jurisdiction over ailomey conduct wilhout regard to whethas the atiorney is admitted in cther stales.[7] {ibar-re: flaga!-elhica/ppir Jahs/Elntes-Opinion-370.cimiftind)

Lawyers musi ba awaré of the alhical rulan regarding soclal media In the principal Jurisdiciion where they practice, consistent wilh Rule 8.5, However, adherence lo be
ethical rules In the jurdsifiction of one’s princips! praclice may riol insulala an allamay tram disclpiine. Thers s considarsble varialion In choice of taw rules acrass
|urisiictions. We specificatly wish to cautin lawyers that fha disciplinary rules of viher jursdictions, including our nelghboring uisdictions of Maryland and Virginid, allow
for the imposltion of discipting upan atomeys who ars nol admitied in ihal Jurisdicuan, K the lawyer providas or affers 1o provids any lagal servioes in the |urisdivtion.
ADA Model Rule 8 8{u)2) provides a linhed satharbor Io this provision, by slaling that ~[4] sawyer shall nol be subject a discipline il Ihe lawyer's conduct conforres lo
the rules of a jurisdialion in which The iawyer reasonabiy bafieves the pradominan! efiect of tha tawyar's canduct will gocur.” Wa nala, howevar, that nol evary slata has
adopied this 3afé harbor. This Commiltas underteok a detaiked avahallan af chelce o jaw niles in non-judicial proceadings In Qpinlon 311.9] (fbar-esovrces/lagal-
eth1csioplnionsﬁEmiCs-OpHon-GTO.dmﬂﬁnaj

We explicitly note thal this Opinion s Emited lo the use of social madia as a communications device. This Opinien does nol address issues related to Ihe ¢thical use of
social media in Ufigation of other proceedings, or with regard lo issues ralated to advising chenls on (he use of social medla. Thoge issues are addressed In Opinion 371
{Social Media I1).

Applicable Rules
The Rules ihat are potentiaily Fmplicated by social media include:

Rule 1,1 {Compelence)

Ruls 1.6 {Confidentislity of nfonmation)

Rule 1.7 {Conflict of Interast: Genaral)

Rule 1.18 {Duties lo Prospeclive Client)

Ruls 3.3 (Candor to Tribunal}

Rute 5.1 {Respongibllities of Pariners, Managers, and Supervisory Lawysts)
Rule 5.3 (Rezponsibiites Regarding Non-Lawyer Agsistants}

Rdle 7.1 (Communications Concaming a lewyer's Services)

Ruls 6.4 {Misconduct}

Rule 8.5 {Disciplinary Authority, Choice of Law}

Discussion
1. Soclal Medla in Genaral

https:!fwww.dcbar.orgfbar-resourccsﬂegal-ethicslop'mions!Ethics-Opinion—3 70.cfm 11/17/2017
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The guiding principle for lawyers with regard (o the use of any social network sha is that ihey must be conversanl in hiow he sile warks. Lawyers musl understand tha
functionality of the sockal networking site, including its privacy policies. Lawyers must urdersiand the manner tn which poslings on social media sites are made and
whilhar such poslings are public oF private- (ndead. comment [6] 1o Rula 1.1 (Competenca) provides:

To maintain the requisile knowledge arnd skil, a lawyer should keep abrsast of changes in the law and its praclice, and engage in such continuing study and
educalion as may be necessary to mainlain compelence.

As discussed in mora detail bocein, lawyers musl be cognizant of the benefils and rigks of Ihe use of social media and thelr poglings on social media sias. Sociat
networking siles, and social media n general, make il easier o blur the distinclions betweaen communications that are busitess and Lhoss that are personal,
Communications via sociat media are uharently 1ess formal than more {radilional or establiished forms of ommunicalion. Lawyers and law fim emplayees must be
remindad of the nesd 1o mainlain confidentiallly wilh regard to clianis and client malters in all ¢ jcali It {2 rect dad fhat 2!l Law firms have a policy in ptace
ragarding smpioyeas’ use of social networks, Lawyers in law frms have an ethical duty lo supervise subordinata lawyers and nondawyer siaff to ensure that Ihair :
conduct corplies wilh the applicatie Rules, Including ihe duty of confidentiality, See Rulas 51and 5.3,

Contani contained on a lawyar's social madia pages musl b iruthful and not misteading. Slalemants on social media could exposs an allorney o charges of dishonesly
under Rule 8.4 or lack of candor under Rule 2.3, f I Social media siatements conflicl wilh sialoments made lo courls, clisnts of other (hird parties, lncluding employers-
Simitarly, statermenls on secial madia could expose a lawyer Lo civh fiabilty for defamation, Ebei or olher koris, .

II. Permissiple Usas of Seclal Medla

A Artorneys may t with and co |eate with cllents, former clients of eiher lawyers on social natworklng sltes, but not without caution.

There are no provisions of the Rules fhat precluds a lawyer from partic]paling in social media o other online activities. However. il an atlormey connacls wilh, or

ctherwisa communicalas wilh clients o0 soctal nelworking sles, then the allormey must sanfinue lo adhere Io the Rules and maintain an appropiiale relationship with

chienls. Lawyers must also be aware thal, if they are connecled to chenls or former cllants on social media, then content made by oihers and then placed on Ihs

altorney's page and contenl made by the atlomey may ba viewed by lhese clienls and former cliemts. Altorneys ehould ba enlndful of their obligalions under Rula 1.6 to
inlain cliem confidences and sacrets.

Some social neh ing stes, like Faceb %, offer users the oplion to restricl whal some people may 566 0N 3 user's page. These oplions 230 allow 8 user o delermina
who may post contenl publicly on Ihe lawyer's page. ILUis advisable kor lawyers 10 perlodically raview Ihase sellings and adjusl lhem as needed 1o manage the canfent
appaaring publicly on lhe lawyer's social medla pagas. Allomeys should be aware of changes lo the policies of the siles that they utilize, as privacy policles ara
frequanily changad and networks may gobally apply changes, pursuanl ta tha updated policies.

1. Avolding the formatian of an inadvertent attorney-cllent relationship

As we opined in Opinion 316, itis permigsible for lawyers lo participate In onlitie chat roams and similar atrangements through which attomays couls engage in real
tina, oc rearly real fme communicalions wilh inlemel users. Hawever, thal permissian way taveated wilh the caution ts aveid the provision of specific legal adylcs in
order lo preven the formation of an attamey-client relationship. In Dpinion 402, we provided “best praclices™ guidance on inlamat communicalions, with 1he Intent of
avoiding the inadverienl formalion of an attomey-clisnt ralalioniship. One of the suggested best praclices” included tha use of a prominent disclaimer. id. Howaver, we
have retisratad "hal even the use of a disclaimer may nol pravent Lhe formalion of an altomey-client refationship if the parties’ L conductis | istenl with
the disclakmer,” 0,C. Elhics Op. 316,

Thase sama prnciples are applicable lo the usa of social madia. Disclaimers are advisabie an sonlal media sites, sspectally il he lawyer is posling lagal conters or ii the

lawyer may be eogaged in senging of receiving massagas frorm “friengs," whether those frlands ere other atlomoys, family of UTKnown vishors Lo tha lawyer's social
o |

adia page, when [hose massages relata. or may relale, to legal issues. [9] {{bar-ra fleg lans/Elhics-Opintar-370.cimiftnd)

Rufe 1,18 imposes a duty of confidentiality with regard (o 2 praspaclive cligl, whe {s defined in Rula 1.18{a) as "a person who discusses ... Ihe posshilily of forming a
clientiawyer relalionghip with respect la a malier.* However, comment [2] to Rule 1,18 notes thal “[a] person who commuhicates information unilaierally to a \awyer,
withaut any reasonable expactation thal the lawyer it willing to discuss the possibility of forming a client-lawyer relationshio, iz nol a prospeclive dient’ withia tha
msaning of the Ruls].” The guidance of Ruie 1.1 B is of particular importance In social networking, where lawyers may seli-idenlify hemsslves as allomays and where,
most likely, lhose "connected” to tha lawyer will ba aware Ihat (né user i€ an atlomey; however, withoui mare, tha mere knowledge thal a friend s an altomey does not
give 7ise lo 8 reasonable expectation Ml inleractions with that allomey would craale a prospective or acwal chent retationship, o Us dant duly of confidentiality.

I. Avoiding the creation of contlicts of Interast

Consideralion mus! also be glven lo ayoid the acquisiton of uninviled information through soclal media sites that could creale actual or perceived conflicts of interesl for
IFva fawyer of Lhe lawysr's fisrny. Caution should be exercised whan slaling posilions on issues, as Ihoss stalad posilions could be adverse Lo an inlerest of a client, hus
inadveriently craating a conllict. Rule 1.7(5)(4) states thai an atlorney shall ol represent a cllenl with respect lo @ maiter if “Ihe lawyer's professional judgment on behall
of the clienl will be or reasonably may be adversely affocled by . .. the lawyer's own finandial, business, propery or parsonal inferests,” uniass the conflict is ragolved in
secordance wilh Ruls 1.7{c). Contenl of social madie posts made by altorneys may conlain evidence of such conflicls.

M , online cor icalions and interaclions with pecple who are ynknown lo e bawyar may unintentionally cause lhe devalopment of relalionships with persans
or parfies who may have intarests that are adverse Lo thoss of gxsling clients.

I, Protecting client confidences and sgcrets

Protecting dienl informalien is of the utmos! importance when using social madia, Most allorrieys are aware of Ihe Imporance of prolecting attomey-ciienl
communicalions, atiomay work-product of olher privileged informalion. The obligation lc protact lhis infarmalion extands beyond the lerminalicn of the attorney-cienl

ralatipnship.

Rule 1.6 dstingtishes between informalion that is “confidential” and that which [ & “secret.” and requlres allorneys lo protect bath Xinds of irformalion. in (he Disticl of
Columbia,

"Confidence refers io informzlion protactad by lhe atlarmey-client pvilegs under applicabla law. "Secrel” refers o other Information gainad in the professicnal
relatisnship that the clienl has requestad be held inviolate, or the disdosure of which would ba embarrassing, of would be (ikely lo be detrimentlal, ko the clenl.

Ruls 1,6{b). Comment {8} 16 Rula 1.6 mekes clear Thal e Rula polentially applies to all information gatned in the coursa of the professicnal retationship, and salsts
without regard to the naiure of source of the information, or the fact thal olhers share Ihe knowledge.

No Yess critical are consideralions of the laval of confidentlality available on |he soclal media sites themselves. If an atlomey uses sucial media lo communicale wikh
potential o actual clienls or co-counsel, than careful atlenfion musl be pak! to Jssues of privacy and confidntalily, It is crilicaly imporiant thal lawyers revigw the
olicies of the social media sies thal thay Jrequent. particularly poficies related lg data colleclion, Privacy setfings on social madia are not the equivalent of a guaraniee
of confidantiality.

Panicular considaralion must be given to \be issue of mainlalning and protecting the Gos fidenliality of communications an social networking slas {10] {bar-
ru!cumés.'lagal-alhlcsloplninns!&lﬁcs-Dplniuma?u,clmkfmm) Messaging and elocironic mall services provided by sacial networking sites may fack safeguards suffichent
for commurioaling with tlients o prospeciive dionis, Mareaver, Ihe messaging ang alecironlc mah services provided by these siles showld nol be assumed Lo be
confidentisl or privale, Therefore, when appropiiate, clienis or polential clienls should ba advise by lawyers of the existence of more securs means of communicating
confidential, priviieged, sensiilve or olherwise p teciod Informalian. M " wilh chients thal ar sent ar recelved via socls! networks musl be Ireated with the same
degrae ol bis cara 83 pes sant of raceivad via sleciroric mall or ofher tradRional means of communication. Social edia siles may nol permanenily retain
gas or otherc suglions; thetelore cara should be lokan Lo praserve thesa communicalions cuislde of the social media sile, In order to ensure thal fhe
comimunications are maknained 28 par of the diend Rla. Il i 9dvisable Ihal communications regarding on-going reprosentations of panding legal maners be made

{hrough secured ofiice «.mall, and not threugh secial media sites.
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Centaln social media siles collec! informalion about the peaple and groups that the useris connected It and iha interaclions with thal group or person, The Infermalion
collectad I8 galhered from both the lawyer and the person communlcating with the tawyer and can inclide content, infarmalion and frequency of contact[1 9] (fbar-
resourcesiegal-athicsiopinl JEthlcs-Opinion-370.cimé#ftn11) Thase sies also collect information about uses of Ihelr partner products andfor wabsiles, allowing the
sacial madia sendce 1o collsct and Inlegrate Information aboul ils users, which can be usad for largated adverising andor ragearch purposes.[12] {foar-resources/egals
smicstopinions{EItics-Opwm-am.dm#ftn12) Thus, depending on the infended use of the social media site, il Is advisable lar a [awyer to give careful considerztion 1o
which soclal media sitas, if any, may be more appropriaie fer business-retaled uses ot for sommunications with potential or aciual cliants.

Wien inviling clhacs ko view a Jawyer's social media sile, or profile, a lawyer mus! be mirtiill of ihve ethlcal restriclions relaling 1o solicitations and cther communications.
Aol social networking siles regquire an o-mai} address from he user as par of the rogislration process. Then, once the soclal networking site is accesyed Dy a tawyer,
{he sils may access the entire 2ddress book {or contacts list) of Ihe user. Aside from any dala colleclion purpuses, Ihis acceas aliows the sacial media sile to suggest
potenbal connections wilh people the lawyer may know who are already membars of the sochal palwork, to Send requesls or other invkalions ¥ have these conlacts
connecl with e fawyer on Lhat social nelwork, er to invile nan-members of the soclal nework to jein iLand connect with e fawyer.

However, in many instances, the people conlained in a lawyer's address book of contad lisl are a3 blend of personal and professional gontacts. Conlact lists fraquantly
Include clienis, oppesing I, judges and olhers whom il may be imparmiasible, inappropriate of polentially embarrassing lo have as 3 coninaction on a social
networking sile. The connaclion services providad by many sucial networks can be a geod markeling and networking iool, bul for altorneys, thase conneclion sarvices
coul poteniially idenlify clenls of diviilge pther Infermalion 1hal a lawyer might not wanl an adversary or 8 rrember of the judiciary lo see or mformation thal the lawyar
|s chibgated Ib prolect from disclogurs. Accordingly, greal caulion shoul ba exercised whenaver a social pelworking sits raquesls parmission to access e-mail conlacls
or to send e-mail 1o Lhe people in the lawyer's address book o conlact list and care shouid be takan Lo avold insdvenently agreaing lo allow & (hird-party servica socess
10 a lawyar's adress baok or contacts:

B, Attarneys may wilts aboul their own cases on social media sltes, blogs or ether internet-based publications, with the Informed consent of thelr
clients.

The scope of the protections provided in Rule 1.6 miliiales in faver of prudsnoe when it comes to disclosing informalion regarding cllents and cases. While lawyars may
ethically write aboul (heir ¢asas on social madia, lawyers mysl lake cam nol to disclose corfidential or secret cllent informnation in soual medin posts. Rule 1.6(2){1)
slates lhat a lawyer may use a dhient's confidences and secrels for The jawyar's own banefit or that of & third party only afler the atlerney has obtalned the dlent's
infarmad consent io tha use in queslion, Because Ruls 1.6 exlends lo aven infarmaticn that may be known 1o other penpia, the prudent lawyer wili oblain client consanl
Dbetora sharing any information regarding a representation or disclosing tha idanlily of a cllent. Evan if Ihe atlomey s reasonably sura Ihat the information being disclosed
would not be subject to Rule 1.8, it is prudent lo oblain explidl informed client consant befors making such posts. With or withoul client consent, attorneys sheuld
exercisa good judgment and great caulion in d ining 1he approprist of such posts. Consideration should be given lo the idenity of the client and Ihe sansitivity
of ihe subject malter, even if the cliant is not overdly identified. 1Lis advisable that the allomey share 3 draft of the proposed poslor tlag anly with the client, zo there
can be no mistt icalion regarding the nalure of the content that {ha atiomey wishes to make public. il ks also advisable, should the client agree lhat the contenl
may b mads public, thal he atlormey obiain thai cllent consenlin a writian form.

Considaraiion must also be given o ensure thal such disclosures on social media are zomplianl wilh Rule 7.1. Rule 7.1 govems all communicationa aboul 3 lawyar's
servicas, meluding advertising. These Rules exterd lo oniine wilngs, whether on sogial media, a blog or olher mlemel-based publication, ragarding a lawyer's awn
ceges. Such communications are subject to the Fules betauss thay have the capadity lo mislead by creating the unjustified expeclation that simfar rasulls can be
obitained for olhers. Care mus! be taken to avoid material misrepr ions of law of facl, ar the omission of {acts necessary to make Iha slatemenl considerad as a
whole nol malerially misleading. Accordingly, socil media posis reganding 3 lawyers own cases should contain a prominen) disciaimer making clear ihal past resulls
are not @ guavaniee (hat simllar tesulls can be oblainad for others.

Law frms thal have blogs of sccial media siles or that allow heir lawyers to malnlain their awn legal blogs of social media pages should take appropriale steps 1o
ansure thal such contert is cormphianl with the Rules, consistan| wilh fhe duties sel fodh in Rula 5.1. Non-atiorney amplayees who creale conten for Iheir own or thakr
employers’ sofial media siles should be educated regarding the protection of cienl miarmation and, if appropriate, be supervised by their smploying law firm or lawyer,
as required by Rule 5.3.(13) {/bar-resourcasfiegak-ety icsiopini JEthics-Opinion-370.clm#fin13)

As noted above, all social media postings for law firms of fawyers, including blogs, should contaln disclaimers and privacy statements suficient to convey lo prospsctive
chienls and viskars thai the soclal media posts are not intended to sonvey {agal advice and do not create an atlarney-ciient relafonship.
. Attomeye may, with caution, respond to cComments or oniina reviews from clients.

The ability for clients 1o place ravisws and opinions of the sarvices provided by thelr counse! on the intemet can present challenges for atiomeys. An gticmey must
monilor his or her own social natworking websites, verify the accuracy of Informatian posted by others on tha siis, and correct or i ate lon
displayad on their social media pagets). As sel forth in comment [1] to Rule 7.1, client reviews ihat may be contained on social media posls or webpages musl be
raviewed for compliance with Rule 7.1{a} lo ensurg ihat they do nat create tha "unjusTiied expeciation that similar resulls can be oblained for athers."[14} {foar-
res Asgat-olhics/opini /Ethics-Opinion-37¢.cfmifln1d)

Altotneys may respond Ie negalive onfiine revigws or comments from clients. However, Rule 1.6 doas nol provide complete safe harbar for he disclosure of clisnt
confidences in response to 3 negative milamet review or opinion. Fule 1.6(e) stales that:

A lawyer may use or reveal cllent confidences of secrels:

{3) 1o the extenl reasonably necessary lo eslablish defanse io a eriminal charge, disciplinary chargs, or civil claim, formally instiluted agalnsl the lawyer, based
ypon conduct n which the clien] was invoived, or fo the axtent by ¥ to raspond 1o specilic allogations by the glionl concerning the
Iawyer's representation of the client jemphasis added].

Thus, the Bwyar's abllity ld raveal confidencas under Rule 1.6(8)(3} is limited Lo only *specific” sllagelions by ihe glient concerming the iawyer's represantation of lhe
chent. Commenl [25] to Ruks 1.6 spoclically excludes ganera) erlicisme of an attomuey fram the kinds of aliegalions to which an atiorney may respond using information
olherwiise protacied by Rule 1.6, However, evan when Lhe lavyer 1n oparating wilhin the scoge of lhe Ruie 1.6i2}3} excaplon, the ¢ s 16 Rule 1.6 caukon that
.. disclopures should be no grealer than tive lawyer reasanably bsfisvey are neckssary. These 15 ne excapfion o Rute 1.4 thal allows an altomey o disciosa clisnl
zonlid or secrols n resp io specific or ganaral allagations reparding an sHomey’s conduct cantained in 6n online review from a third pany. such as Opposing
counsel of @ non-clent.[$5] (fbar Aegal-ethicsfopink wis/Ethics-Opinion-370 cim#fn15)

Othiar jurisdigtions have taken a more restricliva view of responding lo commants oF raviews on lawyer-raling webslies. For example, Ihe New York State Bar
Assoslpiion Commibes onl Frafesslonat Ethiss, n #s Opinion 1032 {2014}, held that Ta] tawyer may nok disclose confidential cliant information solsly lo respond to @
tomer client's crilictam of tha Jawyer posted on a [lawyar-rating wabsitel.” The New York analysls tumed on lhe langukga cantained in baw York's Rula 1.8, which
requires "sccusalione,” ralher than allegations, In order lo Irigger Lhe *soff-gélonsa” axcaplion of &Y. Rule 1.6, Altorneys llcensed in the Dilwtrict of Columbia whi are
acmitied to practice In mudlipla Jurisdiclions ara caulforiad ihat they may be sibjicl o the disciplinary aulhority of Lo ihls jurisdiction and another jurisdiciion wherg the
|awyer is admiiled {er the same canduct, Under ths Dislricts tholce of law rule, FRule B.5(bN2)0),

the rules o ba appiled shall ba the rules of the admilling jurisdiclion in which the lawyer prnclpally praclices; provided, however, thal il paricular conduci clearly
hasg ils predominant effact i anolher jurisdiction in which {he lawyer is licensed Lo praclice, \he sules of thal jurisdiction shall be applied to that condugt.

Seg noles 6 and 7, infra [16] j.'bat-resuurcg{]ugal-uihIgglng}glongglh&!-oynlm—a?u.cimlﬂnjﬁ]

We reicognizs Ihal Lhere are ¥mitalions on e controf that any \ndividuat- can asserl over hls of har presence on the intevnat, Thatis why we recognize lhat an altomey's

elhical oblgations 1o review and regulate content on sucial media extands only la those sacial media‘sties or wobpages for which the attamay malntains conlrol of the

content, such &5 the ability o delia posied content, black users {rom posting, or block usars Irorn viewdng. Howeyer, noiwith sing Ihe scaps of the allpmay's : -
affimative cbiigatlons, il Is highty jvisabile for aitormeys o ba aware of gontent regarting Ihem an the internel. _

0. An attarney or law firm may identify “spoclalties,” *skiNs" and "exparise” on soclsl madia, provided that the representations are not false or
misleading.
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Many social media sites, like Linkedin, afow altomeys 10 idenlity skils and areas of practice. The Districl of Columbia does not prohitl g ragarding
spacialization or experise. Accordingly. Disirlet of Columbia allomeys sre ethically permitied to idenllfy \heir skllis, expertise and areas of practice, subject to Rule 7.1
(a)417] {fvar. fegal-ethicsh pirkonsiEthics-Opinlon-370.cim#n 17)

As we previously opined in Cplnion 248, “Rule 7.4{a) permits truthful clabms of tawyer spaclakization so long as they can be subslanliated.” Rule 7,1{a) slates Ihal an
atlorrey is prohibited from making & “fakse of isleading icalion abeul the lawyer or the lawyer's services.” Tha retevanl commenl {1] to this Rule slates that “filt
is aspecially imponiant thal stalements about a lawyer OF the lawryer's sevicas be accurals, since many members of the public lack delailed Inowladge of lagal mallers.”
Accordingly, we eonclude thal social madia profiles or pages Ihat include stalements by lhe aticrney selting forth an altorney's skills, areas of specialization or axpertise
are subjact lo Rule 7.4a) and, Iherstore, cannol b false of miskading.

E, Attorneys must review thalr soclal med|a prasence jos accuracy.

Cansislent with The goals of natworking, marketing and making conneclions, some social raiworking siles permit members of the site lo recommaend fellow members of

1o sndovse a fellow member's skils. Users may also requesl that others endorse The lawyer for specified skills That the lawyer has ingicaled he or she possesses.

Linkadin and other sites also allow clients of others le submit wiitien reviews or recammandalions of he lawyer Clher lagal-spacific social networking sites locus
{usively on end is or Valions. (L is aur view Ihat a lawyer is ethically permitted, with caulion, to d olher alb £, and 1o accept

and Is, writlen reviews and rec dations, subject to the Rulas. :

At noled above, it is our opinton (hat lawyers in the Distict of Columbia have a duly 1o monllo? their social riebworh stes. If a lawyer conirols of maintaing the: conlent
conlained on a social madia page, (hen the lawyer hag an affirmative obligation % review the contenl en that paga, A lawyer musl remavs endorsemenls.
recommendalions or dlher content thal are falsa or migleading, Lawyars are advised that il is appropiate 1o reject of refuse endorsaments from pecple who lack the

knowledge necessary for making the T dation, Il would ba misleading for an attomey to display rec Watipns or andor of skilis that are received
Irom paaple whe do not have a factual basis 1o evaluate Lhe lawyar's skills, Lawyers must reject or refuse andorsamanis \hat indicale hal the lawyer possesses skills o
expertian that the lawyer doas nol possess, 11 woutld be miskeading [or an atiorney Lo display @ rec datign: that comained incorect inf tion . The operalive

queslions asked by the lawyer when reviewing endorsements of recommendalions recatved on their social media pagas should be whether fha parson making the
endorsament knows the lawyar and whether the person can Taifly commant on (he lawyer's skills

We recommend thal lawyers who arg using sodal media sites that allow for the review of posts, recommendations or end prier la publicalion avail th h
of lhe settings thal allow review and approval of such information before iLis publicized on the lawyer's social madia page. Some siles, ke Linked!n, provide setlings
that allow the user lo raview and approve endorsemsnts Ihat are received before the endarsemants are postad publicly. Users may also choose ¢ keap endorsamenls
nidden o that fhey are not sesn by others[18) {fbar- urgesflagal-elhicslopinion: JElhics-Opinian-370,ctmifitn18) Other social nebworking sites, tike Faceboak, allow
users o adjust heir privacy setings to require ussr approval before certain sonlent, such 28 photos, can be displayed on 3 user's home pags. Soma sutial media sliies
allow users to adjusl their privacy setlings to require approval before a user can be “tagged.” 8 practice lhat allows content on another person's paga lo be displayed an

the Lser's page.

1t 1s suggestad that lawyers, pariicularly those who do not frequenlly meniter lheir social media pages, \hese who may not know everyone in their netwarks well, or lhose
wha wigh o have an added laysr of protection, wilize these heighilened privacy setlings. Aslde from the potentiat sihical issues disoussed herein, there are many good
reasons for @ lawyet 19 want lo maintain a higher level of conlral over what contonl sihers may place on a lawyer's social madia page(s).

It is permissible under the Rules for & lawyer lo make an endorsement o racommendation of anoiher attorney on a soctal nebworking site, providad Lhal the

and L Of rec dalion is riod false or misleading. Such endor (s and rocommendations musl be basad upoen the belisf thal the racipient of Ihe

endorsement does in facl possess said skllls or legal acumen. Rule B.4{c} prohibits an altarnsy from being dishonasl, or engaging in fraud, decslt or mistapresentation,
- Therefors, & lawyer must only provide an andorsement or recommendalion of someong on sacial media that the endorsing lawyer beligves lo be justifiad,

Rule 8.4{a) slales thal 1l Is missonduct for & lawyer to vioiale or o attempl fo viclate iics rules Ihrough Ihe acts of olhars, Thus, cllents and colleagues cannol say

‘things aboul the tawyes that the |awyer cannot 53y, The lawyer's obligation %o monkor, review and correcl content on sooial media sheg for which they maintzin conirol
exists ragardiaes of whether the inf: lion was posted by the allomay, a client or 3 Ihird party.

We reiterate that, for websites or social media sHes whera the allorney does not hive edilcnal contrel over conlent or the paslings of athers, we do not believe that the
Rules Impase an affirmalive duty on a lawyer 1o momilor the conlenl of the slles; howevar, under cerlain circumslances, il may te appropriale for the allomay to regquest
{hal the pasler remove the conlent, 1o requast that the social networking sHe remove the conlent, or for the altomey o posl a curalive response addressing the
Inaccurate content,

Coneluslon

Social media is a constanily changing area of echnology. Soclal media can be an slfectiva ol Jor providing informalion 1o the public, for networking and for
communicalions, However, using such locls requires that the tawyer maintain and update his or her social media pages of prefiles in order to ensure thal information is
acourale and adequately prolecled. .

Accordingly, this Commilies concludes (hat a lawyer wha chooses 1o mainiain a presence an social medla, for parsonal of professional reasons, must lske affimalive
sleps ko remain compelen| regarding the lechnalogy baing used and 16 ensure compliance with the applicable Rules of Prafessional Conduct.

The world of social media is 2 nascen area \hal confinuas lo change as hew technology Fs introduced into tha markslplace. Besl practices and ethical guidelines will, as
a regull, conlinoe 1o evolve lo keep pace with such developments.

W] (mar-rasouwesuagd@hics:oph‘nons.'&lﬁcs-Oplrion-aTo,dw-#ﬂmn) Contert” means any communications, whether far personal of business purposes,

disseminated Ihrough websites, social media sitae, biogs, chal rooms, kstsarvs, inslant messaging, of other inlamet p and any altach ks ot links relaled
therelo,
{?) ibar-resources/ieg hicsiopinion \&/Eles-Opinion-370.cim#finref2) The Meram-Websler Dictionary defines “social media” as “forms of elactronic communigalion

.... ihrough which users creats online comenunilies lo share infonmalion, ideas, personal messages, and olher content....” More specifically 10 the legal prefession, the
New York State Bar Association Commitiee on Prafessional Ethics, i its Formal Opinion No. 2012-2 (May 30, 2012), slaled:

Wae understand *sotial media” 1o be services or wabsites people join voluriarily in osder lo Inlecact, communicala, or gtay In touch with a group of users,
sometimes called 8 “network.” Most such sarvices aliow usars to ereata personal profiles, and some allow users to posl piclureés and messages about their daily
lives,

[ (-'har-resourmsﬂegdewﬁfophmstltﬂcs-Oplnion-@?o.c‘lm#‘l’lnral‘al We have previausly addressed issues ralated 1o allormeys' paricipation in certain kinds of
inletnsl and elecironic communications, bul have nol yet addressed Ihe broader uses of sooial media. In Opinfon 316, we concluded that attomeys could Lake parlin
onling chal rooms and similar amangsmanis {hrough which Ihey could sngage in communications i real time or nearly real lima, wilh intsmet users aeaking legal
nformation. D.C. Legal Ethics Op. 316 {2002). in Opinlon 281, we addressed issues relalod ko Ihe uss of unencrypled elactronlc mall. ©.C. Legal Elhics Op. 281 (1958},
1n Opinlon 302, we staled thal lawyers could uae websites o advertise for plaintiffs tor class action lawsuits and use websites thai offer cpporiunities lo bid compelilively

on legal projecls, D.C. Legal Elhics Op. 302 (2000).

[41 Ubar-msources.‘Iegal-s|hIcs.‘opinionsﬂ'Elhi@e-Oplnion-a?D,eﬁ'n#Mreﬁ)www.arne itanbar.o blicatl ] orifz014mloagng-and -soclal-madia;himl
apcript-Hyndtet |
o 0 00PN iN: biank Ao,
and-sociakmadiahtm 11 last vished Ocl. 26, 201&),

[5] (bar fegal-sthicsiopk Jons/Elhles-Opinton-370 cimifincet5) The Commitiee furiher noles Ihal evan social media profiles that are used exclusivety for
p | purp might be viewed by clents or other third parlies, and that information conlained on those social media websiles may be subject to the Rules of
Prolessional Conduct. The Rules exlend to purely private conducl of a lawyar, in areas such as lruthiuness and complance with the law, See Rule 8.4,

https:fiwww.dcbar.org/bar—resourcesﬂcgal-cthicsfopirﬁonstthics-Opinion—?»‘?O.cfm 11/17/2017



) Ethics Opinion 370: Social Media I - Marketing and Personal Use Page 5 of 3

Ibnr-rasourcasiiogalathlesténinibnsiElnlg Jsilen-370, einiiftnrofs) In accordance with D.C. Rule 8.5(b), Ihe Otffice of Disciplinary Counsel will apply the rules
ol mu;h-r]uﬂsdm to an atlomey's conduct in two cireumslances:

{1) For conduct in connection with a maller perdling befare a tribunal, the ulas to e applied shal be the rules of the jurisdiciion in which the libunal slts, unbess
\he sules of the tribunat provide othenwise. and

(2) For any olber conduct, ., .

{ii} If the tawyer is leensed to practice In this and anolher jurisdiciion, the niss Lo be applied shall be the fules of the admitling jurisdiction in which the
fawysr principally practices; provided, however, hat if pariicular conduct clazrly has ils predominant effect in anather jurtsdiclion in which the lawyer is
licansed to praclice, tha rules of Ihat jurisdiction shall be apphisd 1o lhal conducl.

Nole hal, in conlrasi o ABA Model Rule 6.5 {ses infra note 7). D.C. Rule 6.5 does nol provide for jurisdiction aver atiorreys not admilted 1o practice i lhe District and
does nol apply the rules of another jurisdiction unlegs e alomey ks gither praclicing bafore a ibunal i another jurisdiction, ot is licensad to praclice in anolhar
jurisdiction,

] (.‘bﬂrmuuroesﬂsgai-alhiesfomestlhics-Oplninn-wO,cl'rn#l\nraﬂ'} i contrasl 1o D.C. Ruls 85 {discussed supra in nole G), AR Model Rule B.5(a) slales thal “[a)
lawyer nol admitiad in this jurisdiction is alsa subjec to the disciphinary authority of tis jurisdiction i the lawyer provides of offers Lo provile any legal services in hiz
jurisdiction.” Mareover, ABA Model Rule B.5{b)}(2) states (hat for conducl nat in conneclion with a matler pending before 3 tibunat, the rules to be applied are “the rules
of the jurisdizlion in which the lawyer's conducl oeeumed, of, if lhe predominant effact of the conduct is in a differenl jurisdiclion, the rules of that Jurizdiction shall ba
apphed éo the conduct.” Accordingly, Modal Rule B.5(B)(2), unlike D.C. Rulle B,5{b){2), may result in the application of rules of jurisdiclions lo which the jawyer is not
admitied.

(8] (foas Aegal-athi 'JplﬂOﬂS!EthiCS-ODl“lOﬂ@?(LCmmfaj D.C. Legal Ethics Op. 311 (2002), The revisions 1o Ruls §5{b)(1} that became efiegtive on
February 1, 2007 have modifiad Opinian 311 to the exlant thal the Qpinion now applies more broadly o conduct in connaction with a "matler pending before a wribunal®
rather than only in connaction with a "proceeding in a coixi before which a lawyer has been admiited to praciice,” These revisions, however. do not change this
Committee’s analysis in Opinion 311 as to ~other conduct” under Rule 8.5(b)%2). o

[9] {/oar: flegal-sthicsfop snglElhlcs-Crpinion-370.cimifiinretd) As we discussed in Opinion 302, in Ihe Dislric) of Columbia, the question of whal conduct gives
fise bo an allomey-client relationship is a matier of substantive law. Neilher a retainer nor a formal agreernent ia rerquired in order lo esiablish an atiomey-client
retalionship in the Disirlcl of Columbla. See, 6.g. i re Lisher, 442 A.2d 153 [D.C. 1282) {atlomey-clien! relabonship formed whare aitomey failed to Indicate ack of
consent 1o accepl @ courl apptinted client afler receiving nolification of appointmenl by mail}. Further, even casual legal advice can give rise 1o an attomsy-client
rolationship if e pulative cliant relies upon iL. Se6. 0.g.. Togsiad v, Vesaly, Ofto, Miier £ Keffe, 291 N W 2d 688 {Minn, 1980) {finding an atiomey-client relstionship
where the attomey stated thal he did nol think a prospaclive dlienl had a cause of aclion bui would discuss it wilh his pariner. did not cal prospaclive ciient back, and
prospaclive client rafied on atiomey's assassment and did not canlinue to seek logal represenialion),

110 {Jbar-tssourcesﬂegal-eihlcsfoplnions.'Etlics-OpdnIon-a‘m,c‘rm#l'tnreh0) Sea 2is0 D,C. Legal Elhics Op. 281,

k's dala policy,

[11]{/bar-r : L thics-Opinion-370.cfm#inref11) An exampte is containad in Facaboo
:ifi ! 3 :Handlelink{'cos b 8 CPHEW

{last visited

Oct, 26, 2016},

1-eL i mpininns!Elhlcs-Opinion-a?O,cmenrsﬁzj Miller, C_, The Plus in G-oogls Plus? it's Mostly for Google, Feb, 14, 2014
om/201 41271 Sitachnalogylthe-plus-infeo Im-ploé-ts-mostly-Tor-goggte titosl ?_r=0 Avascr|pli Hardlel Jnk
0140211 Shachnalagyithe-plus-In-google-plus

) (st visited Oct.

3] (Jbar«emmaanegai-ethicsiopinlmfathlcs-o'p1nion-a?n‘dm#ftnrelm Ses, ¢.9.. Gene Shipp, Bar Coungel 20/30: Tha Future of the Rules of Professionst
Conduct, WASHINGTON LAWYER (June 20143}, sharing the example that our world is changing 50 fasl hat "a high-profil colabiity, who comas bo your otice on a
highly confidential maiter and graciously pauses 1o allow a plcturs with your receplionisl, may be unhappy with your slall's vlolation of Rule 3 Bawhen thair piciure
appears on Lhe Internal sven before you have had a chance to 53y halla”

[14} {foar Kegal-athics/ x-r-‘-.'..nap'Ell‘lics-Dplniun-S?U,clm#ﬂNBﬁ-i} The Commiltse does not dislinguish batween client comments that are solicited and thase
that ate unsolicited. Rule 7.1 governs all communicalions aboul a lawyer's services.

[15] Ubar-rasoumesﬂegai-sﬂicahplmnsﬁihbcsmhion-a?ﬂ.cﬁn#fwetiS} Alihough beyend the scope of 1his Opirion, the Commillee notes thal the Rule 1.6{e}3)
axcaplion allows an altomey 1o vespond Lo wrongs ellaged by a third party, put only Il the ihird party has formally instiluted a civil, ciminal or discipinary action against
tha kawyer, Ses comments [22) and [24] b Rule 1.6.

[16} Ubar-momcaeﬂegal-ot\-ﬂcs!ophiunsi‘ilhicsﬂpinion-ﬂ‘m,d #inre]16] Oiher jurisdictions have Joned atiomeys for disclosures of chient confidendas or secrets
on social media or other webshes. Jn 20113, the Hearing Board of the Ninsis AHomey Registrakon prd Disciplinary Commission hald, i the Méder of Belty Tsamis, thal i
was a violalion of Rule §.6(a) for an allomay to respond to an unfavorable review on lhe lagal refairal websile AVVD vilth @ rasponss thal revealed confidantial
information about the cilent’s case. in Tsamis, tha attomey firs\ raquested that Ihe clisid ramove the posting from the webslle, which |3 aiso a permissiile rasponse in the
Bistrict of Columbia. The dlient rasponded that he would remave the post, but only if the attomey d his flms snd refundad his fees. Therealer, AWE removed the
posling from ils online chanl reviaws. The cliend then posted a second negative cliant review lo the sama webslte, which ihe altomey respanded 1o, digclosing client
informaticn. The Hearing Board found thal the responseé exconded whal was necessary o respond 1o the chenl's gocusations and a refvimand was rect ded

[17] {fber fegal-athlcslopini IEMhice-Opinion-370 cimitnrel {T) Prudent stiomeys should consider lhe most reslrictive wilss appiicable to them whan using
setl-promational features on socid! media. We note that olher risdiclions, like Maw Yark, do nol petmil lawyers (o idanlify thamselves ot ‘gpaoialisls” unless (ney have
taen certifled as such by an appropriaty organization. They are, howsver, permilled lo detail their skills and experience. Sea N.Y. Cnty. Lawysra Assn Camm. on Profi
Ethics, Op. 145 (Mac, 10, 2015),

1181 (.'bar-reaources.!Iegal-ethics!opiniuns:ENcs-Uplnlon-am,cfm#ruwha} Lawyars are advised Lo raview lie guldance provided by other jurisdictions in which they ars
admiled lo practice regarding the use af endorsements of the skills and expariise sections in & Linkedin profile, Ses, 0.9, Marylang State Bar As<'n, Comm. on Elhics,
Efhics Dockat No. 2014-05:Philadelphia Bar A, Proft Guidance Comm., Op. 2012-8 {Mow, 2042); Soulh (;araliné Ethigs. Advisory Comm., Op. 09-10; sae also note

17

Movember 2016

https:ﬂwww.dcba:r.orgfbar—resourcesflegal—ethics!opmionstthics-Opinion—3 70.cfm 11/17/2017
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LOS ANGELES COUNTY BAR ASSOCIATION
PROFESSIONAL RESPONSIBILITY AND ETHICS COMMITTEE

OPINION NO. 529
August 23, 2017

ETHICAL RISKS IN USING SOCIAL MEDIA

SUMMARY

Every lawyer must act competenily to protect confidential client information
against inadvertent or other unauthorized disclosure. While Jawyers always should
be cautious about disclosing any information related to a client, on-line
communications present particular risks. One example of such a risk arises when
someone attempts to elicit information from alawyer via social media pretexting.
A lawyer's unguarded disclosure of client information might result in violafions of
the duties of competence and confidentialify and might cause the loss of the
lawyer-client privilege and work product protection.

AUTHORITIES CITED

In re Jordan (1972} 7 Cal.3d 930
McDermott Will & Emery LLP v. Superior Court (2017} 10 Cal. App. 5th 1083
Lenz v. Universal Music Corp. (N.D. Cal. Oct. 22, 2010} 2010 U.S. Dist. LEXIS

119271
Kintera, Inc. v. Convio, Inc. {3.D. Cal. 2003) 219 F.R.D. 503

Statutes
‘Bus. & Prof. C. § 6068(e){1)

Code Civ. Proc. §§ 2018.010, ef seq.
Evid. C. §§ 912(a) and 950, et seq.

Rules of Professional Conduct

California Rules of Professional Conduct, Rules 3-100 and 3-110
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Ethics Opinions

Cal. State Bar Formal Opns, 2016-195, 2010-179, 2004-165, 2003-161, 1999-
154, 1993-133, 1981-58, and 1980-52 _
L.A. County Bar Assoc. Opns. 524, 456, 434, and 386

Other Authorities

Fed. R. Evid., Rule 502

siatement of Facts

Attomey is active on an internet website that permiis interactive communications
with other visitors to the website. Attorney begins comesponding through the
‘website with an Individual unknown fo Attorney. Neither Attorney nor Individual
uses his actual name. Atiormey reveals that Attorney is a litigator. Individual states
that Individual works in a non-legal capacily in a non-legal industry. Attorney is
not aware that individual is actually associated with the opposing side of a
pending case in which Atomey represents Client and is “catfishing,” i.e.
assuming a false ondine identity to obtain information by pretext.! '

During their correspondence, Attorney tells Individual about Attorney's upcoming
interviews with Lay Witness and Expert Witness, both of whom are potential
witnesses in Client's matter. Attorney communicates to Individual the general
geographic location of Lay Witness and the general subject matter of Expert
Witness's expected testimony. Attorney does not reveal the name of Client or of
either witness.

Attomey also maintdins a blog associated with his law firm website and comments
on both the blog and a legal industry on-line discussion board that in a matter
Attomney is handling there is @ lay withess whose “memory is weak" and whois "an
older gentleman.” Attorney also notes on the blog and discussion board that in
the same matter he hos retained an expert witness whose opinion is “very
supportive" of the client's position and Attorney now estimates damages in the
matter “greater than" what Aftomey originally calculated.

! Meriam-Webster Dictionary defines “catfish” as *[A] person who sets up @ false personal profile on a social
nefworking site  for fraudulent or decepiive purposes” {available  at hitps:/fwww.meqiam-
wel;s’lg[.comzgjgﬂgnam[cgﬁsh].

This Opinion does not addiess the ethical implications for the lawyer or law office associated with the
individual perpetrating the catfishing referenced in this Opinion.

£ih529 [2016-1) [Confidientiality & Social Media) 082317 Page 2 of 6
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Attorney believes the revealed information is innocuous, in part because Attorney
has not identified by name Client, Lay Witness, or Expert Witness, However,
Attormey has revealed sufficient information so that a person familiar with aspects
of Client's litigation would be able 1o identify the withesses and the significance
of Attorney's disclosures.

Issue

what are the ethical implications of an Attomey's disclosure of client-related
information through social media to the public and fo a person whose identity is
unknown to Attorney where the cumuldtive effect of Attomey's use of social
media can allow readers fo aggregate and study information so that a Client's
confidential information may be deduced or discovered from i, and the
information includes Atfomey's persond impressions, opinions of assessments
related to the representation?

Discussion

Business and Professions Code § 6068(e}{1) obligates each attomey fo preserve
the “secrets” of the client. Client nsecrets”, often referred to as confidenticl client
information, includes all information obtained by a lawyer as a result of a lawyer-
ciient relafionship, the disclosure of which likety would be harmfui or embarrassing
to the client or that the client has directed the lawyer nof to disclose. See, e.g.,
California Rules of Professional Conduct, Rule 3-100, Discussion 1 [11;2 In re Jordan
(1972} 7 Cal.3d 930, 940-41; Cal. State Bar Formal Opns. 2016-195, 2004-165, 2003-
161, 1999-154, 1993-133, 1981-58, and 1980-52; and L.A. County Bar Assoc. Formal
Opns. 456, 436, and 386.

Confidential client informationis a broad category that encompasses information
protected by the lawyer-client privilege and the work product doctrine. In
addition fo not intentionailly disclosing confidential client information, a lawyer’s
duty of competence under Cdlifornia Ruie 3-110 requires that the lawyer take
reasonable precautions to safeguard against ifs unintended disclosure, See Cal.
State Bar Assoc. Formal Opn. 2010-1 79 (“An attorney’s duties of confidentiality and
competence require the attorney to take appropriate steps to ensure that his or
her use of technology in conjunction with @ client's representation does hot

subject confidential client information 1o an undue risk of unauthorized

2 Untess otherwise indicated, all reférences to rules are to the California Rules of Prafessional Conduct.

Eih529 [2016-1] {Confidentiality & Social Medic] 08:23-17 Page 3of 6
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disclosure.”) 3 A lawyer's failure to iake reasonable precautions to protect the
informafion could have serious adverse repercussions for the client's interests.
Although this opinion focuses on potential adverse repercussions that can result
from an Incautious use of social media, the principles discussed apply with equal
force to all interactions in which a lawyer might engage in the lawyer's
professional or persond life.

Lawyer-Client Privileged information. As noted, within the broad range of
information protected by Business and Professions Code § 6068{e}{1} is the
narrower category of lawyer-client communications that are protected by the
evidentiary lawyer-client privilege under Evidence Code §§ 950, et seq. Although
inadvertent disclosure might not wcive the lawyer-client privilege.4 a lawyer's
disclosure of confidential client information, including that which Is privileged,
nevertheless makes that information available for use by others and could cause
fhe client harm. For example, assume that during a conference with the lawyer,
ihe client had revedled facts that were detimental to the client or the client's
matter. Further assume thai the lawyer then disclosed those same facts on-line
when discussing a “client" whose name the lawyer did not reveal. Although the
lawyer might believe that fhose facts could not be associated with the particular
client, it is possible that an opposing party or third person might be able 1o infer
the client's identity from the context of the disclosure. Although the disclosure by
the lawyer would likely not constitute awaiver of the privilege, the opposing party
would be able to use the underlying facts disclosed during the lawyer-client
communication o the client’s detriment or embarrassment.

Work Product. It also is possible that a lawyer's disclosure would waive work
product protfection otherwise available under Code of Civil Procedure §§
2018.010, ef seq. For example, inlenz v. Universal Music Corp. (N.D. Cal. Oct. 22,
2010} 2010 U.S. Dist. LEXIS 119271, the “Youlube 'dancing baby' case”, the court
determined that work product protection had been waived by the client's blog
posts, gmail chat posts, and e-malls discussing the lawyer's strategy. In addition,
in Kintera, Inc. v. Convio, Inc. {8.D. Cal. 2003) 219 F.R.D. 503, the court ordered

3 Formal Opn. 2010-17% addressed the duty to guard against the kind of eavesdropping and interception
that might be possible when a lawyer communicates elecironically, such as when using a public wireless
connection. The cument opinion discusses the siiuation in which o lawyer discloses information infenfionally
but with the belief thaf confidential client informatlon is not being revealed. :

« Under Evid. C. § 912(a). only the holder of ¢ privilege can waive its protectiors, either by disclosing a

significant part of the protected communication or by consenting to its disclasure by another person. See
also McDermott Will & Emery LLP v. Superior Court [2017) 10 Cal. App. 5th 1083, 1101,

EIhs2 [2016-1] {Confidentiality & Social Media} 08-23-17 Page 4 of 6
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production over the plaintiff's work product objection after plainiiff had posted
to its website allegations of misappropriation of frade secrets and said it possessed
~ employee affidavits signed under penalty of perjury.5 Although Lenz and Kinterca
bothinvolved the clients’ disclosures of ihe lawyer’s work product, the same result
would follow a lawyer's disclosure on social media of the lawyer's own work
product. Under ihe facts presented, Attomey has disclosed to Individual, a

person working with the oppaosing party in Client's case, general information

about Client and both witnesses in Client’s matter. Attorney has also disciosed on
both his blog and the onine discussion board Aftorney's potentially damaging
impression of Lay Witness's memary that the other side might be able to use to
impeach the witness's fesfimony. Further, Attomey’s disclosed opinion on those
same social media sites regarding Expert Witness's anticipated damages
testimony will alert the other side fo countermeasures they will need fo fake in the
damages phase of the case. The general information Aftormey relayed to
Individual in their one-on-one communication, in concert with Aftorney’s
disclosures about the two witnesses on the blog and discussion board, can
provide the opposing side with information to develop sirategies thal are
detrimental to Client's interesis.é

Lawyers should always protect client information carefully; discretion is essentiai
to client protection and a halmark of professionalism. Further, communicatiion
through social media caries enhanced risks, not only because, as in this sifuation,
the recipient of an electronic communication might not be the person whom she
or he purports 1o be, but also because the recipient has the ability to share the
information with others easily. in addition, information distributed etecironicaily
" has a continuing life, and it might be possible for recipients fo aggregate, mine,
and analyze electronic communications made 1o different people ot different
times and through different social media. These dangers are enhanced by the
casudl, informal, and spontaneous nature of some Intfernet communications: a
lawyer who is part of an on-line community must comply with all of the dufies with
regard to confidential client informafion that lawyers have in every other
circumstance,

s Federal Rules of Evidence, Rule 502 controls waiver of the lawyer-client privilege and work product protection in the
federat courts.

Eth529 [2016-1] {Conifidentiaity & Social Media) 08-23-17 Page 5 of 6
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nel ns

Lawyers are required o be sensitive to the interplay of advancing technology
and the lawyer's professional responsibilities. A lawyer who communicates on-
line regarding professional activities must guard against doing so in a way that
discloses confidential client information. A lawyer's failure to recognize the risks
inherent in the use of on-ine social media could result in client injury and the
possibliity of professional discipline under Business and Professions Code §
6068{e}{1) and Rules of Professional Conduct 3-100 and 3-110.

This Opinion is advisory only.
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BAR ASSOCIATION OF NASSAU COUNTY
COMMITTEE ON PROFESSIONAL ETHICS

BAR ASSOCIATION OF NASSAU COUNTY
COMMITTEE ON PROFESSIONAL ETHICS

Qpinion No. 2016-01
{Inquiry No. 2016- 905)

Archive of Ethics Opinions

Topic:
Responding to online criticism pertaining 1o the Jawyer's services posted by former client's relative.

Digest:
A lawyer may not disclose confidential information to respond to onfine criticism.

Rule Provisions:
1.8(a); 1.6 (b); 1.9 (c)

Facts Presented:

The inquirer, a Nassau County law firm, was retained by a husband in connection with a family offense
petition as well as in the divorce commenced by the wife. Within weeks, the husband was arrested for an
alleged violation of the stay away order of protection. The inquirer did not handle criminal matters and so
advised client. The client became upset; hired another attomey 1o handle the criminal matter as well as
replacing inquirer as to the divorce proceeding. The Inquirer then received a telephone cali from an
individual identifying himself as the brother of the former client requesting a refund of unearned fees.

Inquirér advised the gentieman that no refund was due and provided a breakdown of charges with
respect 1o the divorce proceeding. The "brother” then posted several internet reviews criticizing the
Nassau County firm for hiring inquirer and caliing inquirer a “thief".

The inquirer wishes to respond to the posting of the criticisms on the Internet by including potential
confidential communications with the former clientin order to tell "his side”.

Question:

When a lawyer's former client, or someone ostensibly on their behalf, posts negative comments and
eriticism of the lawyer on the Intemet, may the lawyer post a response on the InternetAWebsite that tends
to rebut the comments and criticisms by including confidential information relating to that former client?

Analysis

The Internet and social media provide numerous sites that ask visitors to state their views of and
experience with lawyers, presumably to provide other visitors with information on which to base their
choice of counsel. As with our inquirer, he was only partially successful in obtaining the rermoval of some,
but not all, of the critical comments made against him on this particular website.

The inquirer believes that certain information about his répresantation of that client would tend to rebut
the posied criticisms. The information in question constitutes "Confidential Information” as defined by
Rule 1.8 (a) of the Rules of Professional Conducts (the "Rules").

confidential information” consists of information gained during or relating to the representation of a client,
whatever its sources, that is {a) protected by the attorney- client privilege, (b) likely to be embarrassing or
detrimental to the client if disclosed, or (c) information that the client has requested be kept confidential.

Under Rule 1.9, Duties to Former Clients, a lawyer shall not:
Rule 1.9(c}
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(1) use confidential information of the former client protacted by Ruie 1.6 to the disadvantage of the
former client...; or
(2) reveal confidential information of the former client protected by Rule 1.6....

However, thers is a "self-defense” exception fo the duty of confidentiaiity set forth in Rule 1.6, which as to
former clients is incorporated by Rule 1.9 (¢). Rule 1.6 (b) (5) {i) states:

a. A lawyer may reveal or use confidential information fo the extent that the lawyer reasonably befieves
necessary.

(5) (i) to defend the lawyer or ihe lawyer's employees and associates against an accusation of wrongful
conduct.
(emphasis added)

Comment [10] to Rule 1.6 provides the following guidance: Where a claim or charge alleges misconduct
of the lawyer related to the representation of a current or former client, the lawyer may respond to the
extend the lawyer reasonably believes necessary to establish a defense. Such a claim can arise in a civil,
criminal, disciplinary or other proceeding and can be based on a wrong allegedly committed by the lawyer
against the client...

(emphasis added)

Such disclosure, if permitted, is limited to the extent that the lawyer reasenably believes the disclosure is
necessary fo accomplish the purpcse of Rule 1.6 {5) {b) {i); wholesale disclosure is not permitted.

The language of the exception, and the comments thereto, suggest that it does not apply to inforrnal
complaints such as posting criticisms on the Internet. The key word is "accusation” defined in Biack's Law
Dictionary 21 (Sthed. 1979) as a “formal charge against a person to the effect that he is guilty of a
punishable offense” or a "charge of wrongdoing, dsfinquency, or fault” Webster's third International
Dictionary Unabridged 22 (2002). See also, Roy D. Simons, Simon’s New York Rules of Professional
Conduct Annotated 230 (2013 ed.) ("An accusation means something more than just casual venting.”)
The proposition that an attorney may disclose privileged information if necessary to defend against
pending civil or criminal charges appears to have general support in the case law. see cases cited in First
Federal Sav. & Loan Asso. ¥ Oppenheim, Appel, Dixon & Co., 110 F.R.D. 557 (S.D.N.Y. 1986) Disclosure
of the confidential information can not be used by a lawyer in a wrongful discharge case, Wise v Consol,
Edison Co. of N.Y 282 A.D. 2d 335 {1st Dept 2001} orin a lawyer's defamation complaint against his
former employee. Eckhaus v Alfa-Laval Inc. 764 F. Supp. 34 (S.D.N.Y. 1991) Further, there may be
circumstances in which the material threat of a proceeding would give rise to the right to disclose
confidential information. see NYSBA opinion 1032 (10/30/2014) citing N.Y. City 1988-7 (in-house lawyer
may disclose confidential information to government prosecution who have identified the lawyer as the
subject of a grand jury investigation in which other witnesses have made incriminating statements about
the lawyer.)

The New York State Bar Association addressed a simitar inquiry in Ethics Opinion 1032, where the
inquirer asked to respond to a former client's critical commentary on a website. As we find here, in 1032,
the New York State Bar Association similarly concluded that a lawyer may not disclose a former client's
confidentiai information solely to respond to a former client's criticism of the lawyer posted on a lawyer -
rating website. '

We note that in this inquiry, we are not asked to consider whether the negative website posting
constitutes a waiver by the client of the attorney-client privilege and of other kinds of confidentiality under
Rule 1.6(a). For our analysis, we have assumed that confidentiality has not been waived. The mere fact
that the brother of a former client (or perhaps the former client himself) has posted critical comments on
the Internet or a website is insufficient to permit a lawyer to respond to the negative commentary with
disclosure of the former client's confidential Information. Our conclusion properly respects the vital
purpose of Rule 1.6(a) in preserving client confidentiality and fostering candor in the private
communications between lawyers and clients, and it does not unduly restrict the self-defense exception,

49



Rule 1.6 {b) (8) (i), which applies to a charge ot wrongdoing against the attomey, L.e. the "accusation”.
Critical but less formal comments on the skills of lawyers and his law firm, whether in the coffee shop, a
newspaper account, a blog, or a websile, are an inevitable incident of the practice of a public profession,
and may even contribute to the body of knowledge available gout lawyers for prospective clients seeking
legal advice. .

Conclysion : :

A lswyer may not disclose 8 former client's confidential information solely to respond to criticism of the
iawysr posted on the Internet or a website by & retativa of the former client or by the former client bimself.

(Approved by the Full Committee on May 9, 2016)
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NYSBA | Ethics Opinion 1032

______ Serving the legol profession and the @mmunity iince 1876

im'l‘ NEW YORK STATE BAR ASSOCIATION

ETHICS OPINION 1032

New York State Bar Associstion
Committee on Professfonal Ethics

Opinion 1032 (10/30/2014)
Topl:  Responding 1o a former dient's critical commentary on a website

Digest: A lawyer may not disclose cordidentiel dient information solely 1¢ respond ta a former client’s eriticlsm of the lawyer posted
on alawyer-rating website.

Rules:  1.&{a); 1.4(b); 1.9(c}
FACTS

1. Theinquirer, a New York law firm, believes that a “disgruntled” formar client has unfairly characterized the firm's reprasentation
of the former chient on a website that provides reviews of lawyers. A nate pasted by the former chent said that tha former client
regretted the dedsicn to retain the flrm, and it asserted that the law firm provided inadequate services, cammunicated inadequatsly
with tha client, and did not achieve the client's goals. The note said nothing about the merits of the underlying matter, and it did not
refer 1o any particular communications with the law firm or any cther confidentlal infarmation. The former client has not filed or
threatened a civil or disciplinary complaint of made any other application for civit or criminal relief,

2. The law firm disagrees with its srstwhile diient’s deplction of its services and asserts that the fiem achieved as good a result for
the client as possible under the difficult circumstances pr 8. The firm wishes to respond to the former client’s eriticism by telling
its side of the story if it may do so consistently with its continuing duties to presarve a former client's confidential information.

QUESTION

3. When s lawyer's former dlient posts accusations about the lawyer's services on a website, may the lawyer post a response on the
website that tends to rebut the accusstions by Inchuding confidential infermation relating to that client? :

OPINION

4, The Internet and social media today provide a number of sites that ask visitors to state their views of and e;_p-veriences with
lawyers, presumably 1o provide other visitors with information on which to base their choice of counsel. Dur survey of a few of these
sites did not reveal any protocols to monitor the accuracy of the commentary, except to assura that the very lawyers being reviewed

are not the souree. In this respact, the sites differ from other laveyer-rating agencies - Chambers, Super Lawyers, Best Lawysrs in
America, Martindale-Hubbell and the like — which claim to biase their ratings on a canvass of clients and other members of the bar.

5. The inquiry concerns a negative pasting on such a site by a focmer client, The inculring firm believes that certain information
about its representation of that client would tend to rebut the posted allegations. The information in question constitutes .
“Confidertial information® as defined by Rule 1.6(a} of the Rules of Professional Conduct {the “Rules”). Under Rule 1.%(c}. a lawyer Is
generally prohibited from using or revoaling confidential information of a former client.

& There is, however, a “self-defense” exception to the duty of confidentiality sot forth in Rule 1.4, which as to former clients is
incorporated by Rule 1.9(c). Rule 1.6b)(5)(i} says that a lawyer “may reveal or use confidential information to the axtent that the
lawyer ceasonably befieves necessary ... 1o defend the lawyer or the lawyer's employees and assoclates against an accusation of
wrongful conduct.” When applicable, this exception peemits, but does net require, disclosure of confidential information, and snly to
the extent the lawyer reasonably believas necassary 1o serve the purposs of self-defense, See Rule 1.8, Crots. [32] & [14).

7. The inquiry raises the guastion whether a lawyer may rely on this exception to disclose a former dient’s confidential informatian
In response to a negative wab posting, even though there is no actual or threatened proceeding against the lawyer. We do nat
believe that a lawyer may do so. )
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8. The language of tha exception suggests that it does not 2pply to informal complaints such as this website posting. The key word
is *acousation,* which has been defined as "[2] formal charge against a person, to the affect that he is guilty of a punishable offense.”
Black's Law Dictionary 21 {Sth ed. 1979}, or a “charge of wrengdoing, delinquency, or fault,” Webster's Third International Dictionary
Unabridged 22 (2002, See Roy D. Siman, Simon’s Mew York Rules of Prafessional Conduct Annotated 230 (2013 ed.) [“An accusation
means something more then just casual venting.”)

9. Comment {10] to Rule 1.6 supports this conclusion. It says that "[w]here a ¢laim or charge alieges misconduct of the lawyer
ralated to the represantation of a current or former client, the lawyer may respand to the extent the lawyer reasonably belleves
fecassary to establish a defense.” 1n the context of a set of fegal standards, the words "claim” and “charge” typically suggest the
beginning of a lawsult, eriminal inquiry. disciplinary complaint, or other procedure that can result in a sapction. Comment [10]
continues by saying: *Such a claim may arise in a civil, criminal, dfsciplinary or other proceeding and can be based on & wrong
allegedly committed by the lawyer against the client or on a wrong alleged by a third person, such as a person daiming to have been
defrauded by the lawyer and client acting together or by the lawyer acting alone.” Each of these axamples [nyolves a formal

proceading in which the lawyer's conduct has been placed in issue.

10. Case law supports our conclusion. New York casas permitting diselosure of confidentlal information under Rule 1.6(b)5)i) and its
nearly identical predecessor DR 4-101(CH4) have invarlably involved allegations of lawyer wrongdoing in formal proceedings such as
legal malpractice or other civil actions, disqualification pracesdings, or sanctions motions.! Thosa cases stand in contrast to those in
which lawyers have not been permitted to use a disnt's confidential information ta Initiste actions against former clients {other than
jawsuits to collect lega! fees, for which Rule 1.4(X3)0) provides a different exception to confidentiality).? Thus under the case law, &
tawyer is not authotized to reveal confldential infarmation whenever helpful in a dispute, but rather only when facing some kind of

formal praceeding.’

1. In atleast one case, discipline has been imposed for the kind of conduct in quastion here, In re Tsamis, Jeint Stipulation and
Recommendation 1 4-10 & Reprtrnand 4 1. No., 2013PROCDYS (Hearing Board, IIl, Ati'y Reg. & Disc. Coram. 2014} [reprimanding
lawyer for revealing confidential information about her former client in response te client’s negative reviaw on AVVO legal refercal
website), Ethics opinions from other jurisdictions have reached varying results on the question facing us, but their relevance is limited

by differences in the ethical rues in force in those jurisdictions.!

12. We note a New York ppinion that addressed the predecessor to Rula 1.6(b)5KiL though in a different context. In N.Y. County
732 (2004), a clignt threatened to file a disciplinary complaint against a lawyer if the lawyer did not release funds in an IOLA account,
the proper disposition of which was a part of the lawyer's inquiry to the Committee. The Committes opined that in the event of such
a complaint, “the law firm would be entitled o disclosa confidences or secrets necessary to defend itself against the client’s
accusations.” The Committes concluded that the “rules permitting disclosure of client confidences should be read restrictivaly” but
that the law firm may disclose protected client information "if the client files a complaint or claim agalnst the law firm.®

13. We do not mean to say that a formal proceading must be actually commencad to trigger the authorization of disclosure by Rule
1.4(6¥5){i). There may be circumstances in which the material threat of a proceeding would give rise 1o that right. See N.Y. City
¥988.7 {in-house lawyer may disclose confidantial Information to goverment prosecutors who have identified the lawyer a5 the
subject of a grand jusy investigation in which other witnesses have made Incriminating statements about the lawyer). We do not need
to raach that question hece Bacause no material threat of a proceading hes been made on the website posting that is the subject of
this inquiry.

14. Nor do we consider the question of whether and when a negative website posting may effect 2 waiver of a ¢hent's right ta
confidentislity, because that question is not raisad by the facts as presented In the inquiry. #f thare were facts raising the question of
waiver, it would be necessary 1o consider separately the possible waivers of attorney-client privilege and of other kinds of
confideatiality under Rule 1.6(a), Walver of attorney-client privilege turns on questions of law beyond aur jurisdiction. See, e.g., 1050
Tenants Corp. v. Lapidus, 12 Mise. 3d 1118, 1423.25 (Civ. Ct. N.Y.C. 2006). Given the facts as presented, we need not consider
whether a negative website posting might waive other kinds of confidentiality. Rather, we assume for present purposes that
conficdentiality has not been waived. It suffices to say that the mere fact that & former client has posted critical commentary an 2
website is insufficient to permit & lawyer to respond to the commantary with disclosure of the former dflent’s confidentisl informatlon.

15, This result properly respects the vital purpese of Rule 1.4(a) in presening client confidentiality and fostering candor in the private
commumications batween lawyers and dlients, and it does not unduly restrict the seli-defense exception. That exception reflects the
fundamental unfaimess of a current or former client - o others - being able to make consequential accusations of wrangful conduct
aguinst a lawyer, while the lawyer is disabled from revealing information ta the extent reasonably necessary to defend against such
aceusations. Unflattering but less formal comments on the skills of lawyers, whether in hallway chatter, a newspaper sccount, ar a
webslte, are an inevitable incidant of the practice of a public profession, and may even contribute 16 the body of knowledge available
about [awyers for praspective dlents seeking legal advics, We do not believe that Rule 1.6(b)(S}il should be interpreted in a manner
that could chill such discussian. :
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CONCLUSION

16. A lawyer may not disclose dient confidentlal information solety to vospond 1o a former client's criticism of the lawyer postedon a
websita that includes ciient reviews of lawyers.

{114}

! See, a.g.. Meyerhofer v. Empla Fire and Marine Ins. Co., 497 £.2d 1190, 1195 [2nd Cir.), cert. denfed, 419 U.5, 998 (1974); First Fed.
Sav. & Loen Ass'n of Pittsburgh v. Oppenheim, Appel, Dixen & Co., 110 F.RD. 557, 567-68 {S.D.N.Y. 1988); Creditanstalt Inv, Bank AG

" v. Chadbourne & Parke LLP, 3% 4.D.3d 201, 201 {13t Dap’t 20071 Nesencif v, Dinerstsin & Lesser, P.C., 12 A.D.3d 427, 42¢ (2nd
Dep't 2004); In the Matter of Koeppel, 32 Misc.3d 1245(4] {Surr. Ca, N.Y. Co, 2011); General Realty Assoc. v, Walters. 136 Misc. 2d
1027, 1029 (Civ. Ct. NY.C. 1987).

2 Sae, 9.g., Eckhaus v. Alfa-Laval, Inc., 754 F. Supp. 34, 3738 (5.0.N.Y. 1991) {defamation); Wise v, Con. Edison Co. of N.Y...Inc., 282
AD,2d 338, 336 (15t Dep't 2001 [wrongful discharge). See also D.C. Opinion 363 (2012) (in-house lawyer may not disdose
confidential information in retaliatory discharge claim).

 $ee N.Y. City 2005.03 [noting recagnition by courts that “an attorney may use dient confidences or secrets to defend himsalf or
hetself from a claim or counterclaim brought by the client, or as eviderce in a fee collection dispute, but may not necessarily be
permitted to use that same infarmation affirmatively in a different type of claim against a client”); R 1t (Third) of the Law
Governing Lawyers § 64, comment {cl (2000} (noting that & lawyer may act under the Restatement's seff-defense provisien “only to
dafend against charges that imminently threaten the lawyer or tha lawyer's associate or agent with serious consequences, including
criminal charges, daims of legal malpractice, and other civil actions such as suits to racover overpayrment of fees, complaims in

disciplinary proceedings, and the threat of disqualificetion”).

4 |, California there i ne ethical counterpart to New York Rule 1.8{b)(SKD, but the Evidence Code contains a self-defense sxception
to attorney-cliant privilege. Opinions interpreting that exception have conduded that Calfornia law does not permit a Jawyer “"to
disclose otherwise confidential information in an enline attomey review forumn, absent cllent consent or a waiver.” San Frangisco
Opinion 2014-1; see Los Angeles County Oplinion 525 {2012} [sttorney may respend to former dient’s internet posting i {1) “respense
does not disclose confidential information”; (2) response will not injure former client in matter involving the former reprezentation;
and (3} response is proportionate and restrained), An Arizona opinion concluded that the right to disclose was not limited to “a
pending ar imminent legal proceeding,” relying on 2 provision found in the Arizona rule (and in the ABA Model Rule) but not in the
New York rule. Arizana Opinion 93.02 (reasoning that one category of cases within the exception, for a dlaim or defense “in 3
controversy” between the lawyer and the client, would include cases not covered by another category within the exception, for
*allagstions in any proceedings”).
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Your Other Partner
LAWYER’S RESPONSE TO CLIENT’S NEGATIVE ONLINE REVIEW
FORMAL OPINION 2014-200

The PBA Legal Ethics and Professional Responsibility Committee has been asked
whether the Pennsylvania Rules of Professional Conduct (“PA RPC™) impose restrictions upon a
" lawyer who wishes to publicly respond 1o a client’s adverse comments on the internet about the
lawyer’s representation of the client. The Commitice concludes that the lawyer’s responsibilities
to keep confidentiat all information relating to the representation of a client, even an ungrateful
client, constrains the lawyer. We conclude, therefore, that a Jawyer cannot reveal client
confidential information in response to a negative online review without the client’s informed
consent.

We further believe that any decision to respond should be guided by the practical
‘consideration of whether a response calls more attention to the review, Any response shouid be
proportional and restrained. For example, a response could be, “A lawyer’s duty to keep client
confidences has few exceptions and in an abundance of caution I do not feel at Iiberty to respond
in a point-by-point fashion in this forum. Suffice it to say that I do not believe that the post
presents a fair and accurate picture of the events.” '

Applicable Fthics Rules
PA RPC 1.6 provides, in pertinent part:
Rule 1.6 Confidentiality of Information

(a) A lawyer shali not reveal information relating to representation of a
client unless the client gives informed consent, except for disclosures that are
impliedly authorized in order to carry out the representation, and except as stated
in paragraphs (b) and (c).

(c) A lawyer may reveal such information to the extent that the lawyer
reasonably believes necessary.

(4) to establish a claim or defense on behalf of the lawyer in a
controversy between the lawyer and the client, to establish a defense to a
oriminal charge or civil claim or disciplinary proceeding against the

54
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OPINION 20141
[hssue dale; January 2014]

18SUE:

May an atiomsy respond Lo a negalive onlina review by & formar clienl alleging incompelence but not
disdosing any confidential informalion whece the former chient's matler has concluded? I 5o, may the
allomiey reveal confidential nformalion in providing such a resporse? Dows the analysis change if the former
chlent's matter has nol concluded?

DIGEST:
An allorney i3 nol sthitally bamed from responding generally o an online resview by a farmer clienl where the
former olienl's maller has conciuded, Howaever, the duly of confidentiality prevenls the altoragy fromn
distlosing confdendial Information aboul the prier representation ahsenl the former client's informad consenl
or waiver of confidertialily, ‘This Opinion assumes the lormer client's posling does not disglose any
confidentlal informalion and does nol conslitule s waiver of confidentalily or the allomey-clienl privilege .| 1]
wiils the oaline review coubd have an impaci on the allomey’s reputation, absanl 3 consent of waiver,

re of e confidential i/ lion is not ethically permitied in Califomia unkess (here is a formal
compiaint by the chenl, or an ingukry rom a disciplinary authorily based on @ complalnl by the cfisnl. Evenin
situakions where disclasure is permitled, distlosure should accur only in ihe conlext of Iha lormal proceading
or inquiry, and should be namowiy tallored 1o Ihe issues raised by the lormer clisnl. f the malter previously
hangled for the fomer client has ol concluded, dapending on Lhe ci lances, ik may be inappropriata for
|he altorey lo provide any subslantive responsé in Ihe online forum. even ane thal does not dischise
confidential inlormation.

AUTHORITIES INTERPRETED:
Business & Professions Code §6088(e); Rules of Professional Conducl, Rule 3-100; Evidence Code §5955,
958 ABA Made) Rules, Rule 1.5,

STATEMENT OF FACTS

A former dlient has posted a review o 2 free public anine foram thal rates altorpeys. The review does not
dlsclase any confidaniial kformation bulis negalive ang conlains 3 discussion in whith the former client
makas general slalements thal Allomey mismanagad #e clent's case, did nol communicaie appropriately
wilh the former client, provided sub-starard advice and was incompsienl. Atlomney wishes 10 rapand lo 1he
negalive review by posting a reply in the elecironic forum; and, if permilted, discuss lhe details of Allorney's
managemenl of tha case, he krequancy and contenl of communicalions Attcmey had wilh lhe former dlenl
and Ihe advica Allomey provided to Ine former clianl and why Attomey believes the advice was appropriate
under the clrcumetances.

DISCUSSION [2]
A, Duty of Loyally

As idugiaries, altornays owe a duly of loyalty Lo their clienls. Fiait v. Sup.C1, (Daniel] (1954} 9 Cal 4ih 275,
269, Afler lusion of lhe y-client ralationship, an altorney conli to owe a cesidual duty of
loyalty Io a former client, which Is hamow In scope. S99 Oasis West Realty, LLG v. Goldman {2011) 51
Caldih 811, 821 {ihe duly of loyally conlinves after larmialion of Ihe alloraey-dienl relationship Lo the exient
Ihal & lawyer may not ac1jn @ manner that will injure the former client wilth respect lo the mallor Jnvolved in
Lhe prior represantalion); see 8is0 Wulchumns Waier Co. v. Baffay {1932} 216 Cal, 564, 573574 (Al
atiomney is forbidden lo do either of lwo Ihings aller severing his refationship with a former chent. He may nol
da anylhing which wil injuriously affec his lormer dlient in any matter kn which he formerty represented him,
nor may he al any lime usa againsl his formar client knowledge or information acguired by virtue of lhe
pravious relationship,") .
If the matler Albormey praviously handled has cnm]ud-;d. respanding la lhe former clieni's review through

s that do nol discloss any confidential information wauld niot bypically constitule @ breach of oyally,
even Ihough Attomey's response might be deemad adverze” lo the former clienl. Simply responding to lhe
raview and denying The veracity or mesil of the formnes client's riions {wilhout di: ing o ial
information) woukd nol be likely to injure the [ormer clienl wilh respect o any work Atlomey previouzly did. of
1o undecmine such work. Athorney would nol be allacking his or her prior work. To the conbrary, Aflomey
would be supporing Ihe meri of stch work.

https://www.sfbar.org/ethics/opinion_2014-1 .aspx?print=1 1171772017 55



< Ethics Opinions from the Bar Association of San Francisco Page 2 of 7

If, an e olher fand, the maner Allomay previously handled has nol concluded, 2 response, even ona thal
doas el involve the disclosurs of any confidanial information, may be inapproprals. Attormay shoukd
condudd & fact spacific analysls, laking inls considerallon: {1) the stalus and nalure of the on-gcing

proceedings, (2} the contend of the Alterney's contemplated Test , and {3} any negafive impact Lhe
response coulgd have on the on-golng procesdings, The Commilles can foresee Ihe possiblily Ihat, al keast in
some skuations, a response, even one not ¢ i fidential inf lion, could poteniially underm

the allorney's prior wark. For example, 2 sialemenl by Atiomay that iz managemant of the case was
remsonable given the famer client’s likellhood of success (while not disclosing confldantial facts) could
suggest weakness in the former clien's pasilion, and could negatively influenca Ihe opposing party's
willingness te satite or litpation strategy.

B. The Duty of Confidentlaliey

The Ecenanic d alse Imp Alomey's duty of jality 1o his former chient. ~COne of the
principal obligalions which bind an atiomery is Ihal of fidelity ... mainlaining inviolats the confidence reposed
In him by (hose who emplay him, and al every perll 1o himsell (0 presarve Ihe sacesis of his client ... This
abligation is 2 very high and stringent one.™ Fisit v. Sup.CI. {Danfel} (1854) 9 Cal.4th 275, 289, guoling
Anderson v, Eaton {1830) 231 Cal. 113, 116,

In California, the duty of confldentially s codified in lha Slate Bar Act (Cal. Buz_ & Prof, C. 58000 al seq.}and
embodied in the Callfornia Rules of Professional Conduct (*CRPCY), Ruie 3-100. Pursuant lo Bus, & Pral.C,
§B0BA{e) an allomey must "maknteln inviclale the confidence, and af every pedl 1o Hmeelf or herself ]
preserve lhe secrels, of his or her clanl” Ses aiso Rule 3-100(A} ("A membar shall not reveal information
protected from discl by Busi & Prolessions Code section 6068, subdivision (e){1) wilthoul Lhe
Informed consent of the ofienl, or as provided in paragraph {B] of thig rule.”).

Mainiaining a clienl's "confid " means Ihe lawyer may not do anylhing fo breach the Lrust reposed in him
o her by the dient. It is *nol confined mevely Lo non communication of facts 1eamed in the course of
professional employment; for the ssciion ssparately imposes lhe duty 1o ‘presarve the secrets of his cliznl™
in re Soake (1916} 31 Cal, 144, 153: sea alto Cal. Stale Bar Form. Opne, 1983-123, 1985-95, 1986-6T &
1981-50. “Secrels” safars o olher hformaiion gained in the professional refationship the client has requesled
he held Inviolale ar the disclosure of which would be emb ing of Ilkety delrimental bo Lhe dienl. Cal.
Slala Bar Form, Opns. 1503-133; Los Angeles Bar Ass'n Form Opns, 452 (1988). The duly 1o protect clienl
secrats applies 1o all information celating to client represenlalion, whalaver lla source, Los Angelas Bar Ass'n
Form.Opn. 436 {1985). Il aven Bncompasses matlers of public record cammunicated in confidence thal -
milghl, cause a client or former client public emb Maiter of Joh (Rev.Dept. 2000 4 Cal. State
Bar CL.Rpir. 178, 182,

“Conlidence” also refers Lo informallon prolecied by 1he allorney-cheni privilege. Ses Los Angetes Bar Ass'n
Form. Opns. 386 (1980), 466 (1991); Cal. State Bar Fomw Opns. 1080-52 & 1976-37. However, tha duly of
confidantiallty prohibiis discl of a much broader body of i lion Ihan Ihat prolected by ihe attomey-
cllent peivilege. $ee Goldstem v, Lees (1975) 46 Cal.App.dd §14. B21; Industrial indemeily Co. v. Gresl
Arrgrican ins. Co, (1977} 73 CalApp.2d 528, 536; Cal. Stale Bar Form, Opns. 2003-161, 1983-133; s9¢ &i50
CRPC 3-100, D¥ ion {2] (The principle of chent-lawyer confideniiality applies to information relafing to
the raprageniation, whaleves ils source, and encompasses mallers communicated in confidence by the clent,
and Lherefors prolegied by the altomay-chent privilege, mallers protacled by the work product dockine, and
matiers protected under elbical slandards of cor iality, all a5 blished in law, rule and palicy.™). Thus,
in Califernia, whelhet information is privieged ¥ nol dispostiive as lo whelher il ks confidential and whether an
stiomey may voluntarily disclose guch informafion.

The duty of confidentiality survives the conchusion of the attorney-client rolationshlp, See Wutchumna,
suprs,218 Cal. 564, 571 {'The relation of allorney snd chiont is ons of highest confidance and as Lo
professional mformation gained while this relation exists. the attorney's lips are foraver sealed, and Ihis is lue
nolwilhstanding his subsequent discharge by his client *); David Welch Co. v. Ersidne & Tulley (1988) 203
Cal.App3d 884, B91,

The faclual informalion Allafney watld like to disclose is information oblainad duwing the course of the prioe
representalion. Il Includss detalls regarding Lhe managemeni of tha case, lhe frequency and conlent of
wommunications wilh the former client, and advice provided by Atlomey. Such information {alls within the
definilion of 2 *canfidence.* It alsn falls within Ihe definltion of "secrets,” as the former cilent would not ikely
want Live informalion publicly disclosed. The proposed disclosure could be parlicularly delimental to the
chient if the former clienl’s action is ongeing.

Al y's duly of ¢ Jentially 1o Ihe lormer client would therefore apply to all information Allomey
possogses by viriue ¢f the former represeniation including, bul not Jimiled o, privieged atiomey-clisnt

icalions and allomey work productl. Absenl consent of Ihe farmer client, walver of an exceplion ¢
the duty of confidentialily andfor at y-clienl privilege, Altomey has an afirmalive obligation nol to disclse
olherwise confidanial informalion,[31 and to asserl e atiomey-client privilege an behalf of tha former clisnt.
See Ev.C, §855; Glade v. Sup.CY. (Russel} (1970)76 CabAppd TIE, 743 Whether an applicable exception
10 the duty of confidentiality sndior aticrey-client privilege exists is discussed in dalall helow.

€. The Salf-Defanza Exception
Whather Atiornay may disclose olherwise confidential information ums on salher there is an applicable

excaplion Lo the duty of confidentiality o¢ fent priviege that would permli such disclosure. Unilke
tha ABA Model Rules of Professional Conduct, and 1ha pumercus jurisdictions thal have adopled verglons of
{ha AEA Mudal Rulkes, Caklomia's rules of professional conduct do not have an exprass sxception Lo Lhe duly
of confidenliality thal permils a lawyef to disclose clherwise confid lal int: tion in disputes wilth a client
or former cient. Ses, 0., ABA Model Rule UB(bYS) {a lawyer may reveal information relaling to
represanlation of & clienl lo tha exlenl the lawyer reasonably bekaves necessary *lo establish a claim or
dafense on behall of the lawyer in a conirovarsy belwean Lha lawyer and the client, lo eslablish a datanse o
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8 criminal charge or civil dlalm against the lawyer based upon condusl I which the client wes involved, or to
respond lo ellegalions in ary proceeding concarning the lawyer's representation of the clienl™); see aisc Los
Angeies Dar Ass'ny Form, Opn. 525 {2012} (absent the clienl's waiver of confidenlialily or privileges, there s no
slatulory exception ko the duty of confidenliality or the allyrney-clanl privilege that would permit an allorney o
counler clianl ageugalions by discloging confidential infeemalton where no lillgation or arbitrallon Is pending
batween the atlomey and former client); Aestalement (Third} Ihe Law Governing Lawyers, §64 ("A lawyer
may use or disclose corfiderdlal dienl inf ion when and Lo Ihe exlent thal 1he fawyer reasonably belleves
necessary lo defend the lawyer or the lawyer's associale or agant againsta charge or threatenad charges by
any person thal lhe lawyer of such assoclate or agent acled wrongiully in the course of rapresenting &

client. .

4. Cal. Evidgnge GCode Bagtlon 56

To Thie exlent lhere is a “sali-dalense™ exceplion in Califomia, il is s{alutory and Its scope and
application are defined by case law. Calilornia Evidence Code §958 provides: “There is no
privilege under this aricle as to a communicalion relavant Lo an issue of breach, by the lawyer
of by the cheni, of a duty arising out of the lawyer-client ralalionship * Californla courts have
g [y applied tis pllon lo silualions where a cllant or farmer client asserts a legal
daTm agalnst a lawyer, or tha lawyer assenls 2 fee clalm againzl the lormer clisnt. Ses, 8.g.,
Carison, Colling, Gordon & Bold v. Bartduect (1957} 257 Cal.App.2d 212, 228 [action for fees
brought by lawyar); Smith, Smith & Krng v. Sup. GI. (Oliver} (1897} 60 Cal App Ath 573, 580

_ {malpraclice actlon by clent); Schivmberger Lid. v. Sup.CL [Kindel & Anderson) {1981) 115
Cal.App.3d 365, 392 (malpraclice aclion by clenl); ses afso Siyles v. Mumbert [2008) 164

Cal.App.4ih

1163, 1188 [refusing lo apply excaplion whers no malpraclice claim of fee dispule exdslad),
Tha rationale behind the "exception” is Ihal when a client or sllorney claims Ihe ofhar
braached a duly arizing oul of the professional relationship, § would be “unjusl” to aliow the
claimant lo (nvoke the privilege 50 23 1o prevent the olher from producing evidence in defense
of the claim. See Cal. Ev. C. §958, Law Revision Commission Ct is, Glade, supa.76
Cal.App.3d at 746,
In this siluatlen, The former cliert has made asserfions in 3 pubke forum suggesling Atlomey
icdaled his duty of ication, did nol petenlly handls the case and providad
sarvices thal were below the slandard of care. Alihcugh the former client alleged Allomey
broached professional duties lo the formar clent, a formal legal claim or proceeding hae nol
bewn brought againsl Altomay
Tha rationska supporing the exceplion arguably has merit even cutside Ihe presenlation of a
formal legal claim or proceeding. It is posstble, jor exampla, thal the harm to Allorney from lhe
orline review could be 25 damaging fo Attoeny as a formal claim by Lhe clienl (which might ba
refuled, disml , &le., on sub ive legal grounds). The Commitiee nolas thal betause
Ev.C. §358 relates to lhe admissbilily of evidence in Ihe conlext of a legal proceading, il s
doubtiul it would have any lawiuk applicalion culside a fomnel legal or admingsiralive
proceeding.

2. Model Rule 1.6

The Model Rules, which are instruciive, espedalty where Lhe Calrlorma rukes of professional
conducl are silant on @ matler, sugges! disclosure of atherwise cor Had inf tioh may be
appropriale in terlain circumslances outside 3 formal legal procaeding. Sae, e.g. ABA Model
Ruls 1.6, C [10] {ihe phion "does not require the lawyar la awall commencemanl
of an aclion oc procasding that charges such complicity, so thal the deferise may ba
eslablished by responding directty to 3 third party who has made such an assertion.”). [4]

Al leas) one jedarad districd court in Calfomia has adopled the Model Rulks's salf-Jefense
axception (1,6{b)(5)) bazed on iha premise that the Califoria Rules of Professional Conduct
corlaln no provision speciically goveming sell-defense and lherefare the Model Rules are an
“an appropriale slandard 1o guide Iha conduct of members of lls bar.” See in re Nall Moy,
Equity Corp. Mortg, Pool Cerificates Sec. LRtig., 120 FRD 687, 690-91 {C.D. Cal. 1988). The
National Mortgage decision, owever, decided whethes a seif-defense exceplion exsled
based on lederal comman law.

Galifornia slate courls have rejecled Ihe argument that a privilege exceplion can axist oulside
tha specific paramedors of tha Evidence Code. See MeDermolf, Wil & Emery v. Sup, Ct, 83
Cal.App. 4l 378, 385 (2000] [rejecting privileg plion for sharehoider derivalive aclions:
“ongslanding Califomnia case authority has rejecled this applivation of Lhs fedaral doclrine,
noting il co ihe strict principles sef forth in the Evidence Code of Cakfomia which
prechides any Judicialh d plions to tha allorney-clienl privilege."); Ev. C. §911
{"Ex:epl 25 olherwise ptuwded by slatuls ., (b} No person has a privilege 10 refuse lo
disckusa any matlsr of refuse fo produce any wriling, objecl or other thing 7). Accordingly, the
Commilles doss nol find In re Hat Morig. and Modal Rule 1.6 dispositive on the issus of
whelhes a disclosurs of giherwise confidential information would be permilted in California In a
public onling forum.

Maorsovar, comment [10] Lo Rule 1.5 (even ¥ applicable) implicales a siluation in which a "third
parly” claims an atlomey {5 complict in tha wrongdoing of a dlienl. As explained in detall in
Los Angeles Bar Ass'a Form.Opn, 519 (2007), neiher Calfornia case aw nor Ev C, §358

r izer & gelf-def plicn Jor claims made by third padies  Model Rule 1.6(b)}5) Is
bruader Ihan any self-defense exceplion recognized under Calfomia law. Moreover, lhe
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<comment o Rule 1.6 hag bean applad only 10 Ihose silvations in which the INrd party has Ihe
aulherily to 1ake aclion agains! the allomey and there is an immingt threal of such aclon with
sarious consequences. Hers, no third parly has made any inquiry, and il is nol ¢lear thal &
formal clalm or disciplinary inquiry is &

3. Applizallon of Exception Lo Insfiectlve Assistance of Gounsel Claims

Section 956 has bean held applicable o a inal defendant's claim of ineflscti ictance
of counsel in a habeas proceeding: *a] Inal allomey whose competance is assalled by by
tormer chienl musl b able o adequataly defend his professional repulalion, even il by dong
50 he relales confidencas ravealed 1o him by Iha client* in re Gray (1981} 121 Cal App.3d
614, 615, This holding 1ends to support the proposition Ihal Ev.C. §958 could apply culside a
format or direcl aclion betwesn the former cliznl and atlorney. However, in Grey the claim
was slil belng made by the cliant in a formal legal preceeding, albelt not a civll or disciplinary
proceeding against Ihe altornay himsell. Thus, Grey is nol dispocilive as 1o the issun of
whaelher Ev.C, §958 can ba applied oulside Lhe conlexl of a formsl legal proceeding.

The ABA Standing Commiliee on Elhics and Professional Responsiblity suggesls Ihat under
Modal Rule 1.6(h)(E), disclosure of atherwise confidential infarmation may nol be spproprlale
oulside a formal fegal procesding, or an inguiry from a regulatary or disclplinary suthorily,
absenl Ihe informed conzen! of lhe cRenl. ABA Form. Gpn. 0-456. The Commiltes opines
thai Commenl [10] lo Rue 1.6 should ba cansirued narmwly. The Commillee addresses
whelher a former lawyer of & clienl claiming insffacli sl of counsel can disclose
olherwse coniidenlial informalion in resp Izap llion raquest prior 10 3 court
supsrdsed response by way of lesiimony or olherwise. The Commillea conclides Ihal under
Rule 1.6{b)(5), & lawyer may have a reasonable nead Lo disclose relevant clianl informalion in
a judicial proceading lo prevenl harm lo the lawyer that may result from a finding of inafteclive
astislance of counsel, bul itis highly unlikely thal e "non-supervised® disclosure in response o
a prosecullon reques] would be juslified. ABA Form. Opn. 10-456, p. 1.

The Commilles emphasizes:

Qutside judiciel proceedings, lhe confidenliakly duly is even maore siringenl. Even if
informalion claarly is no! privileged and the lawyer could Iherefore be compelied o disciose it
in legal proceedings, i does nol lofiow thai Ihe lawyer may disclose il veluntarily. I general,
the lawyer may nol volunterily discloge any ink lipn, evan non-privikeged Information,
refaling to ihe delendant's repracantalion wilhoul the defendant's inf i e A
cliant’s axprass or impled waiver of the atlomey-client privilege has the legal effect of
foragoing the right to bar disclosurs of the oiienl's priar confidential information in o judicial or
similar proceeding. Sianding alone, however, # does nol conslifule Snformed consen!' bo the
lowyper's volumtary disclosure of ciient informalion cuiskde such a procaeding.

ABA Form. Opn. 10456, p. 2 (emphasls addel:l]

The Comimitle ¢ approves of disch ¥ r y In advance of an aclual
proceeding in response o a party who credibly ihrealens {o bring & civil, criminal or
disciplinary claim againgl he lawyer, such ag @ proseculing, regulalory or disciplinary
authorily, to iry to persuade lhe party nct I do s&. The Commitiee cautions, hewsaver, that

althaugh the self-def; llon has broadenad over flma, il 5 a limited exception becauss
“it is contrary to the fundamenlal premise thal client-lawyer confidenliality snsures clenl lrusl
and encourages the full and frank disclosur ¥ Io an elfeclive rep Walion,” ABA

Farm. Opn. 10-456. p, 3. Thus, a lawyer may only acl in sell-def under lhe plian to
defend againsl charges Lhal inminently threalen the lawyer wilh serfous consequences. Id.:
see also Reslalemant (Third) of the Law Goveming Lawyers §64 cmt. ¢. A habeas
proceading is not a cont y beh Ihe cllerd and lawyer, and Lhe lawyer's distlosure is
aole y 1o eslablish a defi to a criminal charge or ¢ivil daim agaiost Iba lawyer,
ABA, Form. Opn. 10-456, pp. 3-4: sea alse Model Rule 16{b}5).

The Commitiae further acknowlsdges thal (ha language of Rule $85{b){5]. pemmiling
dischosure "o respond lo allegalions in any p ding conceming the lawyer's representation
of the chienl,” permiis @ lawyer (o defend him or heraglf as reagsonably necessary sgalnsl
allegalions of miscenduct in proceedings "tomparable lo those invelying aiminal or civil claims
against a lawyer.” ABA Fomn. Opr. 10-456, p_ 4. The Commiltee concludes Ihal a voluntary
disclasure to lhe prosecution culside a cour-supérvised proceeding would nel be reasonably
necessary; ")l is nol enpugh thal the lawyer genulnely balieves Ihe paricular disclosure is
necsssary. Ihe lawyer's belief musl be ob,ecﬁvaly reasonable.” &, Here, ahough Atlorney
has an | in hig or hev repulallon, a discloswre of confidential information is nol
necessary ko eslablish a clairn againsl the former client or 1o prevent the Imposilton of liability
or some resiriction on the Allpmey's conduct.

AS ihe Commiltee notes, the selfuiefenge exception is lempered by a lawyer's abligalion 1o
take steps lo limit "accass i the informallon to he Lribungl or other persons heving a need Io
Know I and 16 seek “appropriale prolective orders of other arrangemenls ... 1o the lullasl
axiend praclicable.” todel Rule 1,5.(b)5). cmi, 14. Thal obligation is undermined if the
disciosure is made in a public forum where there is no adjudicatory oversight: "[T]here would
be a risk thai Irial counsel would disclose Informalion Lhal could nol ullimately be disciosed in
the stjudicalive proceeding, Cisciosura of such informalion might prejudice the defendant in
e event ol a ratdal. Further, allowing cominal def: laveyers voluntardy o assisl law
anforcemeant aulhorilies by providing them wilh protacted clisnt informalion mighl potentially
chill some futyre defendants from fully confiding in thelr lawyers,” ABA Form, Qpn. {0-456, p,
5. A disclosure by Atlorney [n ihe online forum, ralses similar concams.
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Here, Altorney's disclosure In a public onllne forum has ne judicial supervision and s
accessible lo anyona, Although Ihe former clianl's assertion could Impacl Allomey's
tepulaiian, il & Ihe Commilles’s opinion thal such poleniial impacl, by itsel, k& nol af a nalure
thal reasonably requires Allorney In discloss in a public forum whal would otharwise be
confidanlial information. Altorney may seek 1o mitigale any potential impacl (rom the negalive
review by submilling a response Lhal generally disagrees wilh the former cliant's assertions
and noles thal Allomey Is not al liberty lo discuss delails regarding confidential client rmatiars
unless the infarmadion comes wilhln Bue, & Prof, C, BB0EB{q)(2}. This approach tirikes an
sppropriale balatm belween ihe ralmnale for the sell-defense exceplion, Ihe nesad to limit
discl 1o y y It defend tha lawyer, and ths importance of

Ining a cent's c fal information and promoting ful and candid disclasure of
information by clients to Ihelr atlorneys.

4. The Restalemeni Approach

We balieva this conclusion is alko e with 1he approach recommended in the
Restatament {Third) of 1he Law Goveming l.awyers Ths Raslalamenl laoks o the concepls
af " ity™ and *r b} = in del g whai discivsure may be appropriale.
Saclion 64, commsrd &, slalas!

Usg or dischosure of conflidenlial client inl livh .., is wairanled only if and lo the axtenl that

the discloging kawysr reasonably believes )L necessary. The contept of neceseity prechudes
disclosure In responding lo casual charges, such az commenis nol Ikely Lo be (aken serfoushy
by olhers, The disclosure ks warmranted ofly wihen il constiules a proporlionale and reslrained
responsa io the charges. The lawyer mus! belisve thal oplions short of use or disclosurs have
baen exhiarslad or will ba unavailing or thal invoking them would sub ially prejucice the
lawryar's position In ihe controvarsy.

Commenl ¢ 1o sechon €4 stalas: :
A lawryor may aclin self defense ., only {0 dalend agalnsl charges lhal imminently threalen
the lawyer OF the lawyer's associale or agenl wilh sefious conssquences, Including criminat
charges, claims ol lagal malpractice, and olher civil actiona such as suits ko recover

VEIpaY I of faes, in disciplinary proceedings, and tha threat ol disquakificalion,
Ienminent threal afises nol only upon filing of such chargas but alse upon the manifestation of
intenl o inilizle such proceedings by pargons in an apparant posilon to do so, such sz a
pecseculor or aggrisved polential kfiganl.
Here, allhough Ihe former cliant has asseried thal Atlormay™s tonduct fall below thi standard of
cace, the former clenl has not manifested an affimative inlent ¥ bring a formal claim against
Alomey, Evan If such a claim were direcily ihrsalened, a response in the online forum would
nol be raasonably necessacy 1o eslablizh a dafense or claim on bahalfl of Atlomey. Atiomey
would have lhe ability lo make an appropriate disch In the contex| of the Img ing lanal
prceeding. An addilional onling disclosure would no! have any subsianlive impact on e
izsue of 1he lawyer's polenliai lizbility in he legal proceeding.

While commant [ o saclion §4 provides thal an atlomey may, in sppropriale circumstances,
respond 1o an informal bul "public™ accusation, i appears (mited lo the conlex) of raspending
Lo a letter of grievance 1o a disciplinary aulhority. In Ihal conlext, the charge (albelt informal)
hag bean mada 1o & body thal clearly has the authority 1o formalize and prozecuts the charge.
1t ¥ not clear ther Restalement would permil disclosure in response Lo a public accusation thal
is nol made lo or before a body with some abilily to impose liablily or olherwise resirict Ihe
altorney's conduct, Molably, comment o of seclion 64 provides: Tilhe lawyer may divuige

fidentizl clienl inf: lign only to those parsons with whom the lawyer musl deal in order

- to oblain excneralion or miigation of the charges *

5. Application of Exception to Facts Prosentsd

Here, Iha agsertions against Atlomey, albait general In nalure, go beyond casual charges nal
fikaly lo be laken sonously by olhers. They have been posted on a forum thal is publicly
available and dedicaled lo providing reviews of allomays. Absant a response from Atlorney, Il
ls pusshle thal a party mighl give the review cradence and queslion Atlomey’s professional
skills, thirs imgacling his or her petential relenlion. Nowithgtanding Il}is facl, Atlamey's
proposed rasponse would be in a public forum thal has no abilily lo impose any restriction or
liabllity on Attomey. The Cornn'illee does nol believe applicable California faw pemmils a
lawyaer bo disch conRdeniial informalion in an online sllomey review lorum,
absenl tlienl consenl or & waiver [5]

Disclasure is nol, in the C iee's view, bly necessary, or sufliclenlly laloved 1o
astablishing a sali-delense. The absanca of tha inclusion of any sell-defense axceplion n
Caliomia's Rules of Professional Conduct. Ihe Jongstanding policy in Californla that peaciydes
judicial exceplions to the altomey-cllent privilage, and the breadih of California’s duly of
confdantiality (which poes heyond Lhe evidenflary privilege] is furdher suppor far the
conclusion that Ev.C. § 958 would not apply urider the facts presenled (§]

525, Thal opinich considarad the siluabon of a lormer dient posling adverse commenls aboul
a lawyer, where Ihe chenl did not disclose any conhidential information and noiligalion or
arbiiralion was panding betwaen Ihe lawyer and former chenl. The commiliee concluded thal
the alt; may publicly respond &3 long as he or she does nol disclose any confidanial

Inlormauon. does nol lniure the cllent with respecl to Ihe subjact matler of the prior
1, and is “proportionals end

B, Puol i rrowly Tallored to the |ss alsad
Formaer Cli
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Even where the sell-defense excaplion applies and a responss Is réasonably necessary lo
establish a defense or claim on behalf of Lhe aliomey, the dlsdosure of sy tonfidental
Informetion must ba narrowly tailored 10 respand lo Ihe spacific issues raised by the former
cliend, In such silvations, dissloaws is tharefore Imlled (o ralevant communicalions between
the cliend and the sllomey whose services gave rise Lo the breach of duly claim, Ses
Schiumberger Lid., supra, 115 Cal.App.3d at 392; Los Angales Bar Ass'n Form Qpn, 462
(1988} {on colfecling a fee or defending againat @ melprachics aclion an atlamey may disclose
bolh confidential nformalion and clent secrels, but only to the exent necassary lo lhe
acllan®); in se Rindiisbacher (Sih Clr, OP 1998) 226 B.R, 180, 183 {exceplion did not permit
allorney to digclose in discharge pi ding clienl’s admission Ihal ha had lied at dissolution
Irial; the atlomey's disclosure was nol relevant b he atiomey's proteclion of his own rghts
agains! a breach of & duly by the deblor); #6¢ also Los Angeles Bar Ass'n Form Opn, 519
(2007) {disclosure under section 258 musl compty wilh the “relevancy™ requiremenl of the
section and the athical diraclive that an allorney's disdosure pursuant lo the excaplion be
limited to he nocessilies of lhe case and ils fssues). Indead, in Californda, disclosing
confidantial mfermalion nal baaring on Lhe kssues of veach can subject 3 lawyer to disclpling.
See Dixon v, Stale Bar {1962) 32 Cal.3d 726, 735 {lawyer's declaralion, in response Lo clienl
lawsuil, thal included gratul and emb g ird fon about the client thal “was
irrelevanl ta any (ssues then pending bafors the coud™ and was found lo have bean mada for
tha purposes of "harassing and embarrassing” the former client was grounds for discipline).

Even assuming Ev.C. §958 could apply in a publlc, non-legal forym, Allomey would have Lo
limit any response o the general issues raized by the formar ¢henl, In the Cammitlea’s view,
disclosing the delails and content of o icalions, Lhe advice provided ko the clienl, and
the callongle for such advice. is nol reasonably nacessary to respond to and defend oneself
from generalized asserlions of malleasance.

CONCLUSION

Attarney is not bared from responding generally to an ondine review by a former clienl where Ihe farmer
clisnt's maller has concluded, Alihough the résidual duly of loyally awed to Ihe former dient doas not prohibil
a responss, Allomey's on-going duty of confidenitallty prohibils Altormey from disclosing any confldential
informalion aboul the prior representation absenl the former clienl's informed consent or 2 waiver of
confidenlislity. Calfomia's statutory self-ded plien, a5 inlerpreted by Californla case law, has been
limiked in applcalion 1o claims by a cllent (against or aboul an atlornay), or by an allamey agsinsl a clienl, in
e conlexl of a formal or imminanl legai proceeding. Even in those circumstances where disclosure of

¢lharwize confidential inf licn is permilled, ihe disclosure musl be narowly tailored (o tha issues ralsed
by the Jormer clienl. §f the maller previously handled for Ihe former clienl has nol concluded, it may be
nappropriale under $ha circums? for Atlamey 1o provide any substanlive response in the online forum,

aven one thal doas nol disclose corfidential informalion.

Foctnotes

1. For purposes of Ihis Opinion, “confidential informalion” is unders&ood lo Includa both altomay-d[enl
el 4 cantidemial

privilaged informalion and infermaiion which, allhough net p gad, is o
under Calfornia Business & Professions Code seclion 6063(3){1 ).

2, The Cornmillea fecognizas there are First Amsndmen! implicalions wilh regard Lo the scenario presented
Wn this Opinion. The First Amendmenl's applicalion to this jo s beyond Ihe purview of this Commitiee,
While not opining on the issue, Jha Commitles does nole thal Califomia case law has recognized the potendal
for imilations on: 6n attorney's speech where such speech implicales Ihe allorney's dulies of loyalty o
confidentiafity ba 2n exisling of former dienl. Sea, 8.9, Oasis Wes! Realy, LLL v. Goldman {2011) 51

Catdib B11.

Tha Committse also recognt hat the o pl led could raise ford lssues with regard 1o the formar
client's or Atlorney's speech. The Committes does not opins on such issues.

3.Tha Committes sssumes the excaplion in Bus, & Prol. C. §6068(¢] does nol apply for the purpose of his
opinion.

4. Seg alyo CRPC 1-100{A) (*Allhough not binding, epinions of ethics committees in Cakifomia should be

consulled by membars for guidance on proper profassional conducl, Elhics opinions and rules and standards

promulgaled by other jurisdiclions and bar assoclalions may also be Mderad ) Dy ics Corp,
v, Sup. Ci, (1994} 7 Cal 4ih 1164, 190, fn, &, Cho v, Sup, CF (1995) 39 CalAppAth 113,121, fn. 2.

5, The Loz Angeles Counly Bar Assocalion Professional Responsibiily and Elnles Commiiiee reached

' simitar conclusions i Los Angeles Bar Ass'n Form. Opn. 525, Thal aplnion considered Ihe situation of a
former client posling adverse comments about a lawyer, where the cllenl did nol disclosa any confidential
information and ne liligalion or in was parding b 1he Iawyer and former client. The commitiee
concuded that fhe allormwy may publicly respond as kong as he or she does nat disclose any confidential
miormalion doas not injure the dienl wilh respeci (o Ihe subject matier of the priof represeniallon, and is

trainad *

prop and

6. The Commilles does nod find LA, County Bar Assoc. Formal Opinion 357 (1882) or Siale Bar of Anzons
Onpinion 93-02 disposilive,

L.A. Counly Ber Assoc. Forma! Cpinion 397 opines thal where a former client has indicated that &
malkpraclice acﬁon is belng contemplaled, an allormey may provide opposing counsel with a declaration that
Includes off Hiat informatian abowl (e former clienl's knowledge regarding malters affeciing o
default judgmerd snlered against the former clienl. The opinion. However, conlaing ltle substantive analysis,
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and |s guishable slnce the disc % was made ln tha context of 8 supervised legal proceeding in which
the former cllanl wag assering thal it was “uninfomed” wilh regard to the iegal affalrs being handled by the
altomey. A finding by the courl thal the cient was not appropriately informed could bave a langible slect on
ihe allormey's putential exp le the makpractice daim the former cliem affimatively indicaled he was

contampiating.

Slate Bar of Afizona Opinlon 93-02 concludes that an alomey can disclose otherwise confidentiat and
priviteged Informalion o I aulhor of & book regarding the murder Irial of a former client, in response 1o
assartions mads by e former clignt ba the author thal the attorney had acled incompetently, The Afzana
opinion involved an elhics rule paftemad aller Modal Rule 1.8{d), which has not baen adopled in Calfomia,
The State Bar of Aizona conciudes that kniting the exceplion's applicalion lo siluations whera lhere 15 3
foemal claim or thraat of a formal chalm woukd render (ha language in Rule 1.6{d} "lo eslablizh a clalm or
dufensa on behaif of the lawyer In a condroversy batween the lawyer and the clienl” largely “superfluous.”
Although Arizona's ke i8 palterned on Model Rule 3.6, i3 opinion 1s Incansistent with Ihe logic of subsaquent
ABA Formal Opinion 10-458 which prahibiled volunlary disclosure of confidenlial informalion outsida & legel
procseding ven though Ihe former client had rtad an neffecti - of ) ctaim, The
Arizona apinion relies, in parl, on a tenlative draft comment lo a seclion of Ihe Resiatemant (Third) of the Law
Gowvarning Lawyers regarding the uss or disclosurs of Infermalion in a lawyer's seli-delonsa which slsies;
“Normally, il is sound professional pracilee for g lawyer nol to use or reveal confidential client information
axcapl in respanse 1o a tormal client charge of wrongdoing with a Iibunal or similar agency. When, hewever,
& client has made public charges of wrongdoing, a lawyer i f under this Seciion in making a
proporionale and resirained respanss in onder to protect the reputation of five fawyer” State Bar of Arizona
Dpn, 93-02, pp. 4-5 (Emphasls addad), This knguage is not par of the Festatemenl as presently adopled.

All ppinlans of tha Commiiiss are sUbfect to the oliowing disclaimar:

Opinichs rendwed by the Elhics Itee are an I service of Tha Bar Association of San

Franciseo, Oplnlons are advisory onty, and no labilily whatsoayar I assumed by tha Commies o The Bar

Assoclation of San Prancisct i rendaring such opinions, and Ihe oplnionz are relled upon at the sk of the vser

theraof. Oplnlens of the CommMiea arg nol binding in any manner upon the $late Bar of Calfornla, the Board of
, any disciplnary | Tha Bar A inlfon of San F 3 ar Ina indlvdial hars of the

Ethics Cammilisa.

i using thesa opinons you should be aware thal subssquanl [udicial opinione and revised rules of profasalonal
conduct may hive deslt with Iha areas coverad by thasa ethics opinluns.
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THE PROFESSIONAL ETHICS COMMITTEE
FOR THE STATE BAR OF TEXAS
Opinion No. 662

August 2016
QUESTIONS PRESENTED
‘May a Texas lawyer respond publicly to a former client’s adverse comments on

the internet? If so, what information may the lawyer disclose?

STATEMENT OF FACTS

A former client posted negative comments about a Texas lawyer on an intemet.

review site. The lawyer believes that the client’s comments are false. The lawyer is
considering posting a public response that reveals only enough information to rebut the
allegedly false statements.

DISCUSSION

The internet allows consumers to publish instant reviews and comments about
goods or services. Once posted, consumer reviews are usually searchable, easily
accessible to other potential consumers, and effectively permanent. With the internet
becoming an increasingly common source of referrals for legal services, consumer
reviews on various sites have assumed a greater importance for atiorneys in recent years.

Vendors of commercial goods or services are relatively free to respend to
negative reviews as they see fit. But when a former client posts a negative review about a
lawyer, the lawyer’s duty of confidentiality limits the information the lawyer may reveal
in a public response. '

In general, Rule 1.05 of the Texas Disciplinary Rules of Professional Conduct
defines the scope and extent of a Texas lawyer’s duty of confidentiality. Rule 1.05(a)
broadly defines “confidential information” to include not only information protected by
the lawyer-client privilege but also “all information relating to a client or furnished by the
client, other than privileged information, acquired by the lawyer during the course of or
by reason of the representation of the client.”

A lawyer may not publicly reveal the confidential information of a former client
uniess expressly permittéd by an exception stated in Rule 1.05. Absent an applicable
exception found in Rule 1.05, a lawyer may not post a response to a negative review that
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reveals any information protected by the lawyer-client privilege, or otherwise relating o
a client or furnished by the client, or acquired by the lawyer during the course of or by
reason of the representation of the client. This is true even though the information may
have become generally known, Compare Rule 1.05(b)(3) (allowing lawyer to use
confidential information to the disadvantage of a former client after the information has
become generally known) with Rule 1.05(b)(1) (generally prohibiting revelation of
confidential information absent an applicable execption).

No exception in Rule 1.05 allows a lawyer to reveal information in a public forum
in response to a former client’s negative review. The only exceptions potentially
applicable to the facts presenied in this opinion appear in Rule 1.05(c) and (d):

“(c) A lawyer may reveal confidential information:

* ¥ &

(5) To the extent reasonably necessary to enforce a claim or establish a defense
on behalf of the lawyer in a controversy between the lawyer and the clieni.

(6) To establish a defense to a criminal charge, civil claim or disciplinary
complaint against the lawyer or the lawyer's associates based upon conduct
involving the client or the representation of the client.

L I

(d) A lawyer also may reveal unprivileged client information:
* ok *

(2) When the [awyer has reason to believe it is necessary to do se in order to:

L

(ii) defend the lawyer or the lawyer's employees or associates against a
claim of wrongful conduct;

(iii) respond to allegations in any proceeding concerning the lawyer's
representation of the client; or

(iv) prove the services rendered to a client, or the reasonable value thereof,
or both, in an action against another person or organization responsible for
the payment of the fee for services rendered to the client.”

It is the opinion of the Committee that each of the exceptions stated above applies
only in connection with formal actions, proceedings or charges. The exceptions to Rule
1.05 cannot reasonably be interpreted to allow public disclosure of a former client’s
confidences just because a former client has chosen to make negative comments about
the lawyer on the intemet. This approach is consistent with the guidance issued by the
..ethics authorities in other jurisdictions. See, e.g.. Los Angeles County Bar Association
Professional Responsibility and Ethics Committee Formal Opinion No. 525 (Feb. 2013);
Bar Association of San Francisco Ethics Opinion 2014-1 (Jan. 2014); New York State
Bar Association Ethics Opinion 1032 (Oct. 2014}); and Pennsylvania Bar Association
Formal Ethics Opinion 2014-200 (2014).
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Accordingly, a lawyer may not reveal confidential information, as that term is
defined in Rule 1.05, merely to respond to a former client’s negative review on the
internet, A lawyer may, however, post a response to a former client’s negative review so
long as the response is proportional and restrained and does not reveal confidential
information or violate any other provision of the Texas Disciplinary Rules, For example,
posting the following response, suggested in Pennsylvania Bar Association Formal Ethics
Opinion 2014-200 (2014), would not violate the Texas Disciplinary Rules:

“A lawyer’s duty to keep client confidences has few exceptions and in an’
abundance of caution I do not feel at liberty to respond in a point by point
fashion in this forum. Suffice it to say that I do not believe that the post
presents a fair and accurate picture of the events.”

Nothing in this opinjon is intended to suggest that a lawyer may not seek judicial
relief against a former client who commits defamation or other actionable misconduct
through an internet publication.

CONCLUSION

Under the Texas Disciplinary Rules of Professional Conduct, a Texas lawyer may
not publish a response to a former client’s negative review on the internet if the response
reveals any confidential information, i.e., information protected by the lawyer-client
privilege, or otherwise relating to a client or furnished by the client, or acquired by the
lawyer during the course of or by reason of the representation of the client. The lawyer
may post a proportional and restrained response that does not reveal any confidential
information or otherwise violate the Texas Disciplinary Rules of Professional Conduct,
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e 10 establish a claim or defense on behalf of the lawyer in a controversy between the
lawyer and the client;

o 1o establish a defense to a criminal charge or civil claim or disciplinary proceeding
against the lawyer based upon conduct in which the client was involved; or

e to respond to allegations in any proceeding concerning the lawyer‘s representation of
the client.

Oxford Dictionaries Online defines “controversy” as a “disagreement, typically when
proionged, public, and heated.” hitp//www.oxforddictionaries.com. A disagreement as to the
quality of a lawyer’s services might qualify as a “controversy,” However, such a broad
interpretation is problematic for two reasons. First, it would mean that any time a lawyer and 2
client disagree about the quality of the representation, the lawyer may publicly divulge
confidential information. Second, Comment {14] makes clear that a lawyer’s disclosure of
confidential information to “cstablish a claim or defense” only arises in the context of & ¢ivil,
criminal, disciplinary or other proceeding. Althougha genuine disagreement might exist
between the lawyer and the client, such a disagreement does not constitute a “controversy” in the
sense contemplated by the rules to permit disclosures necessary to establish a “claim ot defense.”
The literal language of Rute 1.6(c)(4) (the self-defense exception) does not authorize responding
on the internet to criticism.

The Right to Defend Before an Action is Commenced

Comment [14] to Rule 1.6 states, in part:

Paragraph (c)(4) does not require the lawyer to await the commencement of an
action or proceeding that charges such complicity, so that the defense may be
established by responding directly to a third party who has made such an
assertion.

While comment [14] provides that “[p]aragraph (c)(4) does not require the lawyer to await the
commencement of an action or proceeding that charges such complicity” (wrongdoing in which
the client’s conduct is implicated), there must be an action or proceeding in contemplation.

The Restatement (Third) of the Law Governing Lawyers, Section 64 is the functional
equivalent of PA RPC 1.6(c)(4). Comment ¢ states: “A lawyer may act in self defense ... only to
defend against charges that imminently threaten the lawyer or the lawyer’s associate or agent
with serious consequences, including criminal charges, claims of legal malpractice, and other
civil actions such as suits to recover overpayment of fees, complaints in disciplinary
proceedings, and the threat of disqualification. Imminent threats arise not only upon filing of
such charges but also upon the manifestation of intent to initiate such proceedings by persons in
an apparent position to do so, such as a prosecutor or aggrieved potential litigant.”

The Restatement (Third) of the Law Governing Lawyers, Section 64, comment e states:
“Use or disclosure of confidential client information ... is warranted only if and to the extent that

3
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the disclosing lawyer reasonably believes necessary. The concept of necessity precludes
disclosure in responding to casual charges, such as comments not likely to be taken seriously by
others. The disclosure is warranted only when it constitutes a proportionate and restrained
response to the charges. The lawyer must believe that options short of use or disclosure have
been exhausted or will be unavailing or that invoking them would substantially prejudice the
lawyer’s position in the controversy.”

State Bar of Arizona Opinion 93-02 concluded that an attorney could disclose otherwise
confidential information to the author of a book about the murder trial of a former client in
response to assertions made by the former client that the attorney had acted incompetently. The
opinion concluded that limiting the exception to situations where there is a formal claim or threat
of a formal claim would render the language in Rule 1.6(c)(4) “to establish a claim or defense on
behalf of the lawyer in a controversy between the lawyer and the client” largely superfluous.

In Opinion 2014-1, the San Francisco Bar Association commented:

[The Arizona opinion] is inconsistent with the logic of subsequent ABA Formal
Opinion 10-456 which prohibited voluntary disclosure of confidential information
outside a legal proceeding even though the former client had asserted an
ineffective assistance of counsel claim. The Arizona opinion relies, in pari, on a
tentative draft comment to a section of the Restatement (Third) of the Law
Governing Lawyers regarding the use or disclosure of information in 2 lawyer’s
self-defense which states: “Normally, it is sound professional practice for a
lawyer not to use or reveal confidential client information, except in response to a
formal client charge of wrongdoing with a tribunal or similar agency. When,
however, a client has made public charges of wrongdoing, a lawyer is warranted
under this Section in making a proportionate and restrained response in order to
protect the reputation of the lawyer.” State Bar of Arizona Op. 93-02, pp. 4-3
(Emphasis added). This language is not part of the Restatement as adopted.

ABA Formal Opinion 10-456 states:

In general, a lawyer must maintain the confidentiality of information protected by
Rule 1.6 for former clients as well as current clients and may not disclose
protected information unless the client or former client gives informed consent.
The confidentiality rule “applies not only to matters communicated in confidence
by the client but also to all information relating to the representation, whatever its
source.”

The self-defense exception applies in various contexts, including when and to the
extent reasonably necessary to defend against a criminal, civil or disciplinary
claim against the lawyer. The rule allows the lawyer, to the extent reasonably
necessary, to make disclosures to a third party who credibly threatens to bring
such a claim against the lawyer in order to persuade the third party that there is no

4
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basis for doing so. For example, the lawyer may disclose information relating to
the representation insofar as necessary to dissuade a prosecuting, regulatory or
disciplinary authority from initiating proceedings against the lawyer or others in
the lawyer’s firm, and need not wait until charges or claims are filed before
invoking the self-defense exception. Although the scope of the exception has
expanded over time, the exception is a limited one, because it is contrary to the
fundamental premise that client-lawyer confidentiality ensures client trust and
encourages full and frank disclosure necessary to an effective representation.
Consequently, it has been said that “{a] lawyer may act in self-defense under [the
exception] only to defend against charges that imminently threaten the lawyer or
the lawyer’s associate or agent with serious consequences. .. ."

Ethics Opinions

The New Hampshire Bar Association Ethics Committee was asked whether a lawyer
could post a detailed response to a client’s online comment that the lawyer took the client’s
money for a hearing that he knew he could not win. The Committee advised that “while you
may be permitted to make some sort of limited response to your client’s postings, you are not
authorized to make the disclosures that you propose.” NH Bar News, Feb. 19, 2014.

The Los Angeles County Bar Association Professional Responsibility and Ethics
Committee issued Opinion 525 on December 6, 2012 on Ethical Duties of Lawyers in
Connection with Adverse Comments Published by a Former Client. It concluded:

The lawyer may publicly respond to such comments as long as the rebuttal: (1)
does not disclose any confidential information; (2) does not injure the former
client in any matter involving the prior representation; and (3) is proportionate
and restrained. '

The San Francisco Bar Association opined:

Lawyer is not barred from responding generally to an online review by a former
client where the former client’s matter has concluded. Although the residual duty
of loyalty to the former client does not prohibit a response, Lawyer’s on-going
duty of confidentiality prohibits Lawyer from disclosing any confidential
information about the prior representation absent the former client’s informed
consent or a waiver of confidentiality. California’s statutory seif-defense
exception, as interpreted by California case law, has been fimited in application to
claims by a client (against or about a lawyer), or by an lawyer against a client, in
the context of a formal or imminent legal proceeding. Even in those
circumstances where disclosure of otherwise confidential information is
permitted, the disclosure must be narowly tailored to the issues raised by the
former client. San Francisco Bar Association Op. 2014-1.

Disciplinary Actions



In December 2006, the Supreme Court of Oregon approved a stipulation for discipline
suspending a lawyer for 90 days for sending an email message to members of a bar listserv in
which the lawyer disclosed confidential information about a former client who had fired the
lawyer in an effort to warn colleagues that the former client was “attomney shopping.” In re
Quillinan, 20 DB Rptr 288 (Or, 2006).

The Supreme Court of Wisconsin, in June 2011, suspended the license of a lawyer who
wrote and published an Intemet blog in which the lawyer revealed confidential information about
current and former clients that was sufficiently detailed to identify those clients using public
sources. Office of Lawyer Regulation v. Peshek, 798 N.W.2d 879 (Wis. 2011).

The Georgia Supreme Court in a March 2013 ruling rejected as inadequate a
recommendation of the Georgia State Bar General Counsel seeking a review panel reprimand for
lawyer for violating Rule 1.6. The lawyer admitted to posting on the internet confidential
information about the lawyer’s former client in response to negative reviews about the lawyer the
client had posted on consumer websites. In re Skinner, 740 S.E.2d 171 (Ga. 2013).

A Chicago lawyer was reprimanded by the Illinois Lawyer Registration and Disciplinary
Commission for revealing client communications in response to a former client who posted 2
negative review of the lawyer on Avvo. The parties’ stipulated that the lawyer exceeded what
was necessary to respond to the client’s accusations by revealing in her response to a negative
review that the client had beaten up a co-worker. It re Tsamis, Commission File No
2013PR00095 (T11. 2013).

Conclusion

While it is understandable that a lawyer would want to respond to a client’s negative
online review about the lawyer’s representation, the lawyer’s responsibilities to keep confidential
all information relating to the representation of a client, even an ungrateful client; must constrain
the lawyer. We conclude that a lawyer cannot reveal client confidential information in a
response 10 a client’s negative online review absent the client’s informed consent.

CAVEAT: THE FOREGOING OPINION IS ADVISORY ONLY AND IS NOT BINDING ON THE
DISCIPLINARY BOARD OF THE SUPREME COURT OF PENNSYLVANIA OR ANY COURT.
THIS OPINION CARRIES ONLY SUCH WEIGHT AS AN APPROPRIATE REVIEWING
AUTHORITY MAY CHOOSE TO GIVEIT.
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OFFICE OF LAWYERS PROFESSIONAL RESPONSIBILITY
MEMORANDUM

TO: Minnesota State Bar Association
Judiciary Committee

FROM:  Susan M. Humiston, Grr T ¥
Director g

DATE: November 9, 2017
RE: Rule 1.6, Minnesota Rules of Professional Conduct

Thank you for the opportunity to present my concerns with the proposed amendments
to Rule 1.6 recommended by the MSBA’s Rules of Professional Conduct Committee.
Please note these concerns are my own as the Lawyers Professional Responsibility
Board (Board) has not had an opportunity to review and formulate its position on the
proposed amendments.

I understand the impulse to respond in kind to allegations of incompetence or
malfeasance, and that this desire is heightened when these kinds of allegations are
posted online for third persons to see given the number of legal consumers who use the
internet to locate counsel. This impulse, however, should not lead us to adopt
professional conduct rules that undermine a lawyer’s duties of loyalty and confidence
and that are too vague for most practitioners to easily understand and apply.

1. Confidentiality is a Fundamental Duty of Lawyers.

The duty of confidentiality works to ensure client trust and encourages a full and
free disclosure in aid of effective representation. Given its importance to the
practice, one of the American Bar Association Model Regulatory Objectives is,
“Protection of privileged and confidential information.” The ABA “urges that
each state’s highest court , . . be guided by the ABA Model Regulatory Objectives
for the provision of legal services when they assess the court’s existing
regulatory framework, .. .” The proposed amendments do not promote the
objective of protecting attorney-client privilege and confidential information, and
in fact would constitute a substantial erosion of our duty as lawyers to observe
confidentiality and privilege.
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Memorandum

November 9, 2017
Page 2
2. | The Proposed Amendments Undercut Lawyers” Duty of Loyalty.

Lawyers have a duty of confidentiality to their clients, This duty is embodied in

- multiple rules, including the confidentiality and condlict of interest rules.

“Loyalty and independent judgment are essential elements in the lJawyer’s
relationship to a client.” Rule 1.7, MRPC, Comment 1. This is part of why we are
considered professionals, rather than simply operators of businesses. Because of
its importance, the majority of jurisdictions who have opinioned on this topic
have concluded that their state’s confidentiality rules (including any self-defense
exception) do not extend to criticisms in online forums. Conversely, only one
jurisdiction, D.C., has suggested it is permissible.

The Proposed Amendments are Vague and Overbroad.

The stated rationale for the proposed amendments is to allow a lawyer to
respond to online grievances, such as those in sites providing the opportunity to
review a lawyer’s services. The proposed amendments, however, are not limited
to online reviews, and expansively apply whenever a client has made criticisms
to a third party not in the lawyer’s firm.

Further, although the proponents of the proposed amendments state that they
are meant to cover only factually specific allegations of very serious misconduct,
the language used, however, is not so limited. What constitutes a “substantial -
question” as to a lawyer’s fitness may vary depending upon whom is
interpreting this rule. Many lawyers may see allegations of neglect,
non-communication, and the like to raise a “substantial question,” even though
that is not (arguably) encompassed by the proposed rule. The proposed
amendments do not give good notice to lawyers of situations in which they may
or may not reveal client confidential information, or of what information may or
may not be revealed in such a situation. Nor do the proposed additional
comments fix this fact.

Other Professionals Do Not Allow Use of Client Confidential Information to
Respond. o

Other professions, such as doctors and psychologists, have confidentiality
restrictions on their use of client information. To my knowledge, no other
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Memorandum
November 9, 2017
Page 3

profession allows a professional to use otherwise confidential information to
respond to a negative online review. No one disputes the legitimate ability of a
lawyer to make disclosures reasonably necessary in connection with an actual or
threatened claim of malpractice or ineffective assistance or in responding to a
lawyer discipline complaint. There is nothing so unique about the practice of
law, or allegations that the lawyer committed malpractice or misconduct, or us as
lawyers, which should allow lawyers to dishonor their confidentiality
obligations. As professionals, we should honor those obligations in the same
manner as other professionals.

1look forward to the opportunity to discuss these proposed amendments, and the
concerns with them, with the MBSA Judiciary Comumittee,

Thank you.

jmc
ce: Frederick E. Finch, Chair, MSBA Rules of Professional Conduct Committee
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L OVERVIEW

A. Purpose .

It is the responsibility of the Office of Lawyers Professional Responsibility (OLPR) to
protect the public and to promote the ethical practice of law through prompt
investigation and disposition of alleged misconduct, and promotion of the highest
ethical standards. It is the responsibility of the Lawyers Professional Responsibility
Board (LPRB) to generally supervise the OLPR among other rule-based obligations.
Given the complexities of our changing world, the law and practitioner diversity in the
legal community, the OLPR and LPRB must be responsive to ensure lawyer
compliance with rules, and proactive in assisting lawyers to understand the issues
they may encounter and how to take action to protect against misconduct.

The purpose of this strategic plan is to provide a blueprint for the future by
anticipating and specifying OLPR's key strategies to meet the needs of the public and
legal profession, and to ensure the execution of the OLPR’s core functions. With
clearly articulated objectives, the LPRB can more effectively exercise its general
supervisory authority over the administration of the OLPR.

The initial objective was to develop a three-year plan. Due to staffing changes, the full
capabilities of the OLPR are not yet known, so the plan has been expanded to a
five-year plan. After the first year of implementation, the OLPR will have more clarity
regarding the ability to accomplish all priorities.

B. Comgonen_ts

The components of the OLPR’s Strategic Plan are: the vision statement, the mission
statement and regulatory objectives; a current and future state analysis; and OLPR
priorities and objectives. As a future-oriented statement, the OLPR vision articulates
what OLPR strives for. It conveys the core purpose of OLPR and its commitment to its
stakeholders. The OLPR mission addresses what OLPR does, for whom, as well as
how and why. Itis a statement of what can be done today. The OLPR regulatory
objectives provide guidelines and illustrate the values by which OLFR performs its
responsibilities; they are the OLPR’s North Star and they help orient and prioritize
OLPR work.

To envision the future, the current and future state analysis provided the perspectives
of OLPR constituents and experts to assess where OLPR is today and the strengths that
can be leveraged to accomplish future needs and opportunities. Finally, OLPR
priorities and objectives provide the road map that identifies the direction and focus



for achieving future results. It shapes the use of resources and efforts, ensuring a
longer-term focus. Specific objectives illustrate how priorities will be accomplished.
From there, specific action plans will be developed to specify individual tasks
necessary to achieve the objectives.

Overall, the Strategic Plan is a tool to identify and support alignment between OLPR’s
vision, mission and regulatory objectives and OLPR’s work to ensure continued
effectiveness as the agency strives to protect the public and to promote the ethical
practice of law.

C. The Vision and Mission_of the OLPR

Protecting the Public, Strengthening the Profession.
Vision:

Through effective, efficient and accountable regulation, the Office of Lawyers
Professional Responsibility promotes the public interest and inspires confidence
in the legal profession.

Mission:

Protecting the public and serving the legal profession through the fair and
efficient enforcement of the Minnesota Rules of Professional Conduct, and
effective educational resources.

D. OLPR Regulatory Authority

As part of its plenary authority to regulate the legal profession, the Minnesota
Supreme Court created the Lawyers Professional Responsibility Board in 1971, and the
first director took office January 4, 1971. The OLPR is responsible for upholding the
rules regulating the legal profession which include the Minnesota Rules of
Professional Conduct (MRPC) (effective September 1, 1985, replacing the 1970
Minnesota Code of Professional Responsibility), and the Rules on Lawyers
Professional Responsibility (RLPR) (effective January 1, 1977).

There have been 11 directors of the OLPR and 11 chairs of the LPRB. The OLPR is
assisted in its work by district ethics committees throughout the state, comprised of
lawyers and nonlawyers, who volunteer their valuable time to investigate complaints.
The Minnesota Supreme Court created the Client Security Fund in 1987 to compensate
victims of attorney dishonest conduct. The OLPR also provides staffing to support the
Client Security Board and its work.



In regulating the practice of law in Minnesota in the public interest, the regulatory
objectives of the OLPR and LPRB are:

Regulatory Objectives:

1. Enhance client protection and promote public confidence;

2. Ensure compliance with the Rules of Professional Conductin a
manner that is fair, efficient, transparent, effective, targeted and
proportionate;

3. Proactively assist lawyers in maintaining competence, well-being
and professionalism;

4. Promote access to justice and public choice in the availability and

affordability of competent legal services;

5. Safeguard the rule of law and ensure judicial and attorney
independence sufficient to allow for a robust system of justice;

6. Promote diversity, inclusion, equality and freedom from
discrimination in the delivery of legal services and the
administration of justice; and

7. Protect confidential client and other legally protected information.
II. STRATEGIC PLANNING PROCESS
A.  Overview

The OLPR Strategic Planning committee membership included individuals with deep,
yet varied, perspectives on the work of OLPR. The committee included members of the
LPRB Executive committee, including three public members, the OLPR Director and
two current OLPR attorneys, a former chair of the LPRB, the Professional Services
Director (a regulatory agency partner) and an organizational development professional
to guide the process. Development of the 2019-2023 OLPR strategic plan followed the
process illustrated in the diagram below: '



B. Current State Analysis

The Strategic Planning committee took a three-pronged approach to assessing the
current state of OLPR to inform the strategic plan. First, the committee identified issues
based on five drivers of change that are most likely to influence the future success of the
OLPR. The five drivers assessed were technology, demographics, internal and external
governance, resources and the legal community. Second, stakeholder feedback
processes were developed to inform strategic priorities through themes development
and to capture issues of importance to particular constituencies.

Key informant interviews were conducted with a diverse group of individual
stakeholders to provide insights from their areas of expertise about the role,
effectiveness and opportunities for new or enhanced services by the OLPR. In addition,
an anonymous electronic survey solicited feedback from over 800 individuals. Themes
from the interviews and the survey provided clear and consistent information across
subject areas, while highlighting issues of more importance to particular constituents.

Additionally, the St.rategic Planning committee conducted a SWOT analysis to identify
OLPR strengths, weaknesses, opportunities and threats. Key themes from the SWOT
analysis and stakeholder feedback were:

STRENGTHS:

FUNDING/ o Dedicated funding sufficient to perform core functions.

RESOURCES | e High quality educational materials.

EXPERTISE » A reputation as knowledgeable, competent and dedicated to
achieving the OLPR mission.

» Strong, effective leadership in the Director and a committed
Board.




PROCESS » Responsiveness through the availability of staff to take
questions and provide advisory opinions.

« Statewide presence though Board membership and regional
DECs; and public participation at the board and DEC levels.

o Case management processes are clearly defined and regulaxly
measured against performance metrics.

o Outreach is established and responsive to trends and changing
needs of the public and legal community.

LEGAL o The support and confidence of the Minnesota Supreme Court.
COMMUNITY | e Good relationships with partner agencies and the MSBA.
PUBLIC » Public support through participation in the process.
« A strong reputation in the legal community; well-regarded
natjonally.
CHALLENGES:

FUNDING/ » Funding impacted by fewer attorneys entering profession and

RESOURCES attorney retirements, and insufficient resources to expand
proactive outreach,

o Structure is dependent on widespread use of volunteers.

PROCESS e The changing technological environment and cybersecurity.

¢ Balancing pro-active initiatives with maintaining case
clearance rates; meeting timelines for case processing.

» Change resistance.

LEGAL « Diverse legal community with diverse concerns and needs.

COMMUNITY | s Size and range of attorney services and service areas; no
central source of information and support given declining
MSBA membership.

» Ability of attorneys to adapt practices to the impacts from
technology and well-being challenges.

PUBLIC e Increased numbers of self-represented litigants.
' « Increase in non-attorney legal service providers that are not
regulated.

C. Future State Analysis

Like other organizations, the work and effectiveness of OLPR and OLPR stakeholders is

affected by the increased integration of technology into managing, processing and

storing work content and financial resources. Shifting demographics have affected the
number of new and retiring attorneys, their skills and resources and overall state bar



membership. Similarly, technology and the economic environment have created both
benefits and barriers for litigants in need of legal services, affecting the types of issues

the OLPR sees.

OPPORTUNITIES:

FUNDING

o Little opportunity to diversify funding streams to offset
potential funding gaps but strong ability to increase awareness
of and value proposition to support continued funding needs.

EXPERTISE

« Diversify OLPR personnel reflective of the demographics of
the legal community and state through anticipated
retirements.

» Provide staff development and education and outreach to
increase legal and technical competencies, and expand the
breadth of OLPR attorney expertise.

» Increase outreach to strengthen staff connections to the legal
community.

» Leverage DEC expertise to enharce sustainability and
support.

PROCESS

o Further leverage technology t0 increase case processing speed
and efficiency.

o Continue to streamline processes, moving toward a paperless
environment.

e Use of social media for communication and as a resource
repository; expand forms of communication outreach.

LEGAL
COMMUNITY

+ Achieve mutual goals through cross-organization
partnerships.

« Be aleader for attorney “Well-Being.”

« Continue to provide substantive education and educational
resources that meet public and professional needs in a
changing technological and legal environment.

» Expand methodologies to match education content and
delivery methods to target audiences.

PUBLIC

o Expand websites and community outreach to provide
complainants and the public with information and resources.

Il OLPR Strategic Priorities, Fiscal Years 2019-2023 (July 2018-June 2023)

To protect the public and meet the future needs of the Minnesota legal community,
OLPR has identified four strategic priorities: demonstrate leadership within the




profession, support operational excellence, promote trust and confidence in the
regulatory process, and support organizational competence and efficiency.

Strategic Priority 1:

Partner with the Board and legal community to provide proactive, educational
resources designed to promote competence, ethical practices, professionalism, and
well-being in the legal profession.

In order to inspire public confidence in the legal profession, it is incumbent upon OLPR to
identify the changing issues and dynamics of the legal profession, develop, and provide easily
accessible resources that attorneys can rely upon for guidance and information fo help them
avoid known pitfalls and promote their professional success.

Specific strategies include:

a. Collaborate with the Court and other stakeholders to study and
implement, as appropriate, recommendations from The Path to Lawyer

Well-Being task force report, including but not limited to the advisability of

a diversion program;

b. Expand online resources to provide guidance on most frequently violated

rules such as retainer agreements, ethical withdrawal and refurn of client
files, as well as transition of practice upon death, disability or retirement;

C. Expand touch points with attorneys through the creation of an online
newsletter or other avenues of communication; and

d. Amend Rule 2, RLPR, to ensure core responsibility of office includes
proactive outreach, adoption of regulatory objectives, and address
resource limitations (staffing) relating to same.

Strategic Priority 2:
Maintain operational excellence to ensure ability to execute mission of the Office.

Increasingly diverse and complex caseloads pose a duily challenge to OLPR as professionals
expand their legal expertise and ensure the timely, effective resolution of cases. OLPR supports

creating a clear, positive work environment where professionals utilize their skills and knowledge

as they support one another to achieve the OLPR mission to promote the public interest and
inspire confidence in the legal profession.



Specific strategies include:

a. Remain focused on active case management strategies to ensure timely -
processing of complaints in accordance with Board-established targets;

b. Support employee engagement by offering continuous learning
opportunities, quality training, advancement opportunities and active
mentoring; and

c. Promote employee well-being by facilitating a healthy, collegial, and
productive work environment.

Strategic Priority 3:
Strengthen awareness of and confidence in the attorney regulation system.

The pﬁblic and attorneys must understand and be able to rely on the efficacy of the
regulatory process to ensure OLPR’s credibility, sustainability and effectiveness. To
strengthen its visibility and value, OLPR must continue to utilize a variety of outreach
methods and products and explore innovative solutions that meet the needs of
stakeholders and support the OLPR mission.

Specific strategies include:

a. Promotion of advisory opinion service and potential rebranding as
hotline, as well as communicating tagline, mission and regulatory
objectives for the Office;

b. Educate the public regarding the role of the Office, processes and limits of
same, including clearer communication around what the Office cannot do,
case stages and timelines;

c Promote legal community visibility of staff attorneys” qualifications,
processes and accessibility; and

d. Promote and maintain case processing standards, ensuring the Office
meets Board-established standards on case management.



Strategic Priority 4

Strengthen organizational competence and efficiency by ensuring OLPR staff and -
DEC volunteers have the skills and support necessary to tackle forthcoming
challenges within the legal profession.

At its most productive, an organization must understand its constituency and stakeholders and
have the knowledge and skills to exercise their responsibilities effectively. The changing
demographic composition of society and the aging workforce provides both an opportunity and a
challenge as OLPR looks to its future workforce. To maximize workforce effectiveness, OLPR
will deliberately expand the perspectives and skill set of the organization as positions become
available while continuing to dedicate time and resources for professional development and
organizational efficiencies.

Specific strategies include:

a. Ensure OLPR hirers and Board appointments reflect a diversity of
petspectives, backgrounds and skill sets;

b. Expand training of OLPR attorneys to broaden subject matter knowledge
of specific areas of law, and, in partnership with LCL, strengthen skill sets
in addressing how stress and other issues impact ability to effectively
participate in the process;

c. Expand training for DEC volunteers on frequent rule violations and
investigation process, and improve Board member on-boarding and
training;

d. Elevate OLPR knowledge of technology challenges facing legal profession
around privacy, data security and the unauthorized practice of law by
non-lawyers and technology companies; and

e. Maximize the use of technology in case processing and communication
including implementation of a new file management database (in process),
a paperless case management process (step two), and updated websites.

IV. RESOURCES

1. ABA Model Regulatory Objectives for the Provision of Legal Services
(February 8, 2016);
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Colorado Supreme Court Rules Governing the Practice of Law, Chapters
18-20 (Adopted April 7, 2016);

National Organization of Bar Counsel Proactive Regulation FAQs (May
19, 2017);

The Path to Lawyer Well-Being, the Report of the National Task Force on
Lawyer Well-Being (August 2017).

APPENDIX

1
2.
3.
4
5

Strategic Planning Process Overview;
Key Informant Interview Questions;
Survey Questions;

Executive Summary; and

Draft Action Plan for Strategic Priorities.
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Date

Dear

The Office of Lawyers Professional Responsibility (OLFR) is in the process of
developing a three-year strategic plan.

As a part of our process, we are soliciting information from our stakeholders through
surveys and interviews to help understand our strengths and challenges from multiple
perspectives and ensure that we have complete information to help inform our plan.

We would like to invite you to participate in a telephone interview about your
perceptions, needs and ideas about the OLPR. The interview will take approximately
30 minutes. Your responses will be used cumulatively to develop themes and
understand outliers. Individual responses will remain confidential.

Please simply respond to this email and let us know if you would be willing to participate in this
process. After we hear from you, we will contact you to schedule a convenient time for your
interview.

We look forward to hearing from you!

Sincerely,

Susan M. Humiston, Director
Office of Lawyers Professional Responsibility

Robin Wolpert, Chair
Lawyers Professional Responsibility Board

A2



Optional:

To prepare for the call, the questions we will be exploring are below.

As you know, the OLPR is a consumer protection agency (regulatory body) with the
purpose of protecting the public and the legal profession.

Interview Questions:

1.

When we asked you to participate in this interview, what were the most
important issues you thought about that you wanted to be sure to
include?

What do you believe to be the OLPR’s purpose?

If you were to rate the OLPR’s reputation from 1-5, where 1 is very weak,
3 is neutral and 5 is very strong, what rating would you give the OLPR?
What are its strengths and weaknesses?

If the OLPR could do two to three things (to start or stop doing) to -
increase effectiveness, what wQuld you recommend?

How can the OLPR increase its outreach? Are there groups or
organizations that are critical for outreach that you think are not very
familiar with the OLPR? |

What challenges do you see before the legal profession that the OLPR may
have or should be considering for the future?

What does a “very successful” OLPR look like to you?

Let’s go back to the issues you identified at the beginning of the interview
(list them here). Tell me more about what you are thinking about them
that we have not yet discussed.

What other comments or observations would you like to add before we
close?



OLPR STRATEGIC PLANNING SURVEY

Survey Overview

- Thank you for taking time to take this survey! As the Office of Lawyers Professional
Responsibility (OLPR) and Lawyers Professional Responsibility Board (LPRB) develop a
strategic plan for the next three years, your feedback will help us develop a plan that is

comprehensive and reflective of the needs of our stakeholders.

Cumulative feedback will help us identify themes and the issues we will address in the years
ahead. All individual responses will be confidential. Thank you in advance for your time and
your perspective! :

Survey Questions:

1.

The OLPR is a regulatory

profession.

2.

What is your primary relationship to the OLPR:

a.

b.

Judge
Respondent’s Counsel

¢. LPRB Current or Past Board Member

How successful is the OPLR in achieving the purpose of “protecting the

] Lawyer [ Public Member
Current or Past District Ethics Committee Volunteer
] Lawyer (1 public Member

OLPR Current or Past Staff

Director/Chair/Member of other legally focused
organization/association

g. An attorney not identified in a-f
h.

Other (identify)

public?”

a.
b.
c.

d.

Not successful
Partially successful
Adequately successful
Usually successful

e. Extremely successful

Comment:

A3
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How successful is the OLPR in achieving the purpose of “protecting the
legal profession?”

a. Not successful

b. Partially successful

c. Adequately successful
d. Usually successful

e. Extremely successful

Comment:

How would you rate OLPR’s reputation?
a. Very weak

b. Weak

c. Average
d. Strong
e. Very Strong

What do you see as the OLPR’s strengths?

Comment:

What do you see as the OLPR’s weaknesses?

Comment:

What challenges do you see before the legal profession that the OLPR
should be considering for the future?

Comment:



8. What additional observations would you like the OLPR to consider
during its strategic planning process?

Comment:

Thank you for taking the time to provide your perspective and help us inform the
OLPR/LPRB strategic plan.



Executive Summary April 2018

Tagline:

Mission:

Vision:

Strategic Planning
Protecting the Public, Strengthening the Profession.

Protecting the public and serving the legal profession through the fair and
efficient enforcement of the Minnesota Rules of Professional Conduct, and
effective educational resources.

Through effective, efficient and accountable regulation, the Office of
Lawyers Professional Responsibility promotes the public interest and
inspires confidence in the legal profession.

Regulatory Objectives:

1.

2.

Enhance client protection and promote public confidence;

Ensure compliance with the rules of professional conduct in a manner that
is fair, efficient, transparent, effective, targeted and proportionate;

Proactively assist lawyers in maintaining competence, well-being and
professionalism;

Promote access to justice and public choice in the availability and
affordability of competent legal services;

Safeguard the rule of law and ensure judicial and attorney independence
sufficient to allow for a robust system of justice;

Promote diversity, inclusion, equality and freedom from discrimination in
the delivery of legal services and the administration of justice; and

Protect confidential client and other legally-protected information.
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Executive Summary April 2018

OLPR Strategic Priorities

Partner with the Board and legal community to provide proactive, educational
resources designed to promote competence, ethical practices, professionalism,
and well-being in the legal profession.

Strategies include:

a. Collaborate with the Court and other stakeholders to study and implement
recommendations from The Path to Lawyer Well-Being task force repoxt,
including but not limited to the advisability of a diversion program;

b. Expand on-line resources to provide guidance on most frequently violated
rules such as retainer agreements, ethical withdrawal and return of client
files, as well as transition of practice upon death, disability or retirement;

c. Expand touch points with aftorneys through the creation of an on-line
newsletter or other avenues of communication; and

d. Amend Rule 2 to ensure core responsibility of office includes proactive
outreach, adoption of regulatory objectives, and address resource limitations
(staffing) relating to same.

Maintain operational excellence to ensure ability to execute mission of the
Office. -

Strategies include:

a. Remain focused on active case management strategies to ensure timely
processing of complaints in accordance with Board-established targets.

b. Support employee engagement by offering continuous learning opportunities,
quality training, advancement opportunities and active mentoring; and

¢. Promote employee well-being by facilitating a healthy, collegial, and
productive work environment.

Strengthen awareness of and confidence in the attorney regulation system.

Strategies include:

a. Promotion of advisory opinion service and potential rebranding as hotline, as
well as communicating tagline, mission and vision for Office;



Executive Summary April 2018

b. Educate the public regarding the role of the Office, processes and limits of
same, including clearer communication around what the Office cannot do,
case stages and timelines;

c. Promote legal community visibility of staff attorneys’ qualifications,
processes and accessibility; and

d. Promote and maintain case processing standards, ensuring the Office meets
Board-established standards on case management.

Strengthen organizational competence and efficiency by ensuring OLPR staff
and DEC volunteers have the skills and support necessary to tackle
forthcoming challenges within the legal profession.

Strategies include:

a. Ensure OLPR hirers and Board appointments reflect a diversity of
perspectives, backgrounds and skill sets;

b. Expand training of OLPR attorneys to broaden subject matter knowledge of
specific areas of law, and, in partnership with LCL, strengthen skill sets in
addressing how stress and other issues impact ability to effectively
participate in the process;

c. Expand training for DEC volunteers on frequent rule violations and
investigation process, and improve Board member on-boarding and training;

d. Elevate OLPR knowledge of technology challenges facing legal profession
around privacy, data security and the unauthorized practice of law by non-
lawyers; and

e. Maximize the use of technology in case processing and communication
including implementation of a new file management database (in process), a
paperless case management process (step two), and updated website.
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Attachment 4

OLPR Dashboard
4/20/2018
Total Files Total Lawyers
Total Open Matters 515 375
New Files YTD 337
Closed Files YTD 340
Files Opened in March 2018 92
Files Closed in March 2018 106
Public Matters Pending 22
Panel Matters Pending 0
Matters Pending with the DECs 84
Files On Hold 20
Advisory Opinion Requests YTD 619
52

Advisory Opinion Requests Declined YTD

Total Files Over 1 Year Oid

139

Matters Pending Over 1 Year Old w/o Charges

Matters Pending Over 2 Years Old w/o Charges

Discipline YTD

Total # Lawyers

Disbarred 5
Suspended 7
Reprimand & Probation 1
Reprimand 2

Total # Files
Private Probation 7

Admonition

31




All Files Pending as of 4/20/18

Year/Month |SD |DEC |REV | OLPR | AD | ADAP | PROB | HOLD | SUP | 812C | SCUA | REIN | RESG | TRUS | Total
2015-01 1 1
2015-03 1 1 2
2015-04 1 1
2015-05 2 2
2015-06 1 1
2015-07 1 1
2015-08 1 1
2015-10 1 1
2015-11 2 1 3
2015-12 1 1 2
2016-02 2 3 5
2016-03 1 3 1 5
2016-04 2 1 3
2018-05 1 1 1 1 4
2016-06 2 1 2 1 6
2016-07 3 3
2016-08 6 3 1 2 12
2016-09 6 3 2 11
2018-10 4 2 2 8
2016-11 8 1 9
2016-12 6 2 1 9
2017-01 9 1 1 2 13
2017-02 4 1 2 6 13
2017-03 10 2 3 1 16
2017-04 10 3 1 1 15
2017-05 9 2 2 1 14
2017-06 15 1 2 18
2017-07 19 1 20
2017-08 1 22 2 1 2 28
2017-09 3 33 1 1 38
2017-10 4 24 1 1 30
2017-11 1 20 1 22
2017-12 7 1 20 1 1 30
2018-01 14 2 20 2 1 39
2018-02 15 15 1 31
2018-03 3 21 12 1 37
2018-04 25| 18 16 1 1 61

Total 28| 84 3 302 1 2 3 20 38 18 3 7 1 5 515




Files Over One Year Old as of 4/20/18

Year/Month | OLPR | AD | ADAP | PROB | HOLD | SUP |S12C | SCUA | TRUS Total
2015-01 1 1
- 2015-03 1 1 2
2015-04 1 1
2015-05 2 2
2015-06 1 1
2015-07 1 1
2015-08 1 1
2015-10 1 1
2015-11 2 1 3
201512 1 1 2
2016-02 2 3 5
2016-03 1 3 1 5
2016-04 2 1 3
2016-05 1 1 1 1 4
2016-06 2 1 2 1 6
2016-07 3 3
2016-08 6 3 1 2 12
2016-09 8 3 2 11
2016-10 4 2 2 8
2016-11 3 1 9
2016-12 8 2 1 9
2017-01 9 1 1 2 13
2017-02 4 1 2 & 13
2017-03 10 2 3 1 16
2017-04 5 2 0 7
Total 72 1 2 1 16 30 16 0 1 139
Total | Sup. Ct.
Sub-total of Cases Over One Year Old 47 47
Total Cases Under Advisement 0 0
Total Cases Over One Year Old 47 47




SD

Summary Dismissal

DEC

District Ethics Committees

REV

Being reviewed by OLPR attorney after DEC report received

OLPR

Under Investigation at Director's Office

AD

Admonition issued

ADAP

Admonition Appealed by Respondent

PROB

Probation Stipulation Issued

PAN

Charges Issued

HOLD

On Hold

SUP

Petition has been filed.

512C

Respondent cannot be found

SCUA

Under Advisement by the Supreme Court

REIN

Reinstatement

RESG

Resignation

TRUS

Trusteeship




FILE

STATE OF MINNESOTA February 28, 2018
‘ OFRICE OF
IN SUPREME COURT APPFELLAYE COURTS
ADM10-8042
REAPPOINTMENT OF DIRECTOR OF THE T
OFFICE OF LAWYERS PROFESSIONAL RESPONSIBILITY 2018
AND THE CLIENT SECURITY FUND OFFICE OF LAWYERS
PRCF. RESP.
ORDER

Pursuant to Rule 5 of the Rules on Lawyers Professional Responsibility, the
Lawyers Professional Responsibility Board reviewed the performance of the Director over
the past two years and has recommended to the court that Susan M. Humiston be continued
as Director of the Office of Lawyers Professional Responsibility for a period of two years,
effective March 7, 2018.

IT IS HEREBY ORDERED that Susan M. Humiston is reappointed as Director of
the Office of .Lawyers Professional Responsibility for a period of two years, effective
March 7, 2018,

ITIS FIiRTHZER HEREBY ORDERED that Susan M. Humiston is reappointed as
Director of the Client Security Fund for a period of two years, effective March 7, 2018.

Dated: February 28, 2018 BY THE COURT:

o i

Lorie S. Gildea
Chief Justice



Formal Opinion 481 April 17,2018

A Lawyer’s Duty to Inform a Current or Former Client of the Lawyer’s Material Error

Model Rule of Professional Conduct 1.4 requires a lawyer to inform a current client if the lawyer
believes that he or she may have materially erred in the client's representation. Recognizing that
errors occur along a continuum, an error is material if a disinterested lawyer would conclude that
it is (a) reasonably likely to harm or prejudice a client; or (b) of such a nature that it would
reasoriably cause a client to consider ferminating the representation even in the absence of harm
or prejudice. No similar obligation exists under the Model Rules io a former client where the
lawyer discovers afier the attorney-client relationship has ended that the lawyer made a material
error in the former client’s representation.

Introduction

Even the best lawyers may err in the course of clients’ representations. If a lawyer errs and
the error is material, the lawyer must inform a current client of the error.' Recognizing that errors

! A lawyer’s duty to inform a current client of a material error has been variously explained or grounded. For
malpractice and breach of fiduciary decisions, see, e.g., Leonard v. Dorsey & Whitney LLP, 553 F.3d 609, 629 (8th
Cir. 2009) (predicting Minnesota law and concluding that “the lawyer must know that there is a non-frivolous
malpractice claim against him such that there is a substantial risk that [his] representation of the client would be
materially and adversely affected by his own interest in avoiding malpractice liability” (internal quotation marks
omitted)); Beal Bank, SSB v. Arter & Hadden, LLP, 167 P.3d 666, 673 (Cal. 2007) (stating that “attorneys have a
fiduciary obligation to disclose material facts to their clients, an obligation that includes disclosure of acts of
malpractice”); RFF Family P’ship, LP v. Burns & Levinson, LP, 991 N.E.2d 1066, 1076 (Mass. 2013) (discussing the
fiduciary exception to the attorney-client privilege and stating that “a client is entitled to full and fair disclosure of
facts that are relevant to the representation, including any bad news”); Jn re Tallon, 447 N.Y.8.2d 50, 51 (App. Div.
1982) (“An attorney has a professional duty to promptly notify his client of his failure to act and of the possible claim
his client may thus have against him.”).

For disciplinary decisions, see, e.g., Fla. Bar v. Morse, 587 So. 2d 1120, 1120-21 (Fla. 1991) (suspending a
Jawyer who conspired with his pariner to conceal the partner’s malpractice from the client); In re Hoffman, 700 N.E.2d
1138, 1139 (Ind. 1998) (applying Rule 1.4(b)). See also Ill. State Bar Ass’'n Mut. Ins. Co. v. Frank M. Greenfield &
Assocs., P.C., 980 N.E.2d 1120, 1129 (Tll. App. Ct. 2012) (finding that a voluntary payments provision in a
professional liability insurance policy was “against public policy, since it may operate to limit an attorney’s disclosure
[of his potential 1nalpract1ce] to his clients”).

For ethics opinions, seg, e.g., Cal. State Bar Comm. on Prof’] Responsibility & Conduct Op. 2009178, 2009
WL 3270875, at *4 (2009) f[hereinafter Cal. Eth. Op. 2009-178] (“A lawyer has an ethical obligation to keep a client
informed of significant developments relating to the representation. . . . Where the lawyer believes that he or she has
committed legal malpractice, the lawyer must promptly communicate the factual information pertaining to the client’s
potential malpractice claim against the lawyer to the client, because it is a ‘significant development.”™ (citation
omitted)); Colo. Bar Ass’n, Ethics Comm., Formal Op. 113, at 3 (2005) [hereinafter Colo. Op. 113} (“Whether a
particular error gives rise to an ethical duty to disclose [under Rule 1.4] depends on whether a disinterested lawyer
would conclude that the error will likely result in prejudice to the client’s right or claim and that the lawyer, therefore,
has an ethical responsibility to disclose the error.”); Minn. Lawyers Prof’l Responsibility Bd. Op. 21, 2009 WL
8396588, at *1 (2009) (imposing a duty to disclose under Rule 1.4 where “the lawyer knows the lawyer’s conduct
may reasonably be the basis for a non-frivolous malpractice claim by a current client that materially affects the client’s
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occur along a contiruum, an error is material if a disinterested lawyer would conclude that it is (a)
reasonably likely to harm or prejudice a client; or (b) of such a nature that it would reasonably
cause a client to consider terminating the representation even in the absence of harm or prejudice.

If a material error relates to a former client’s representation and the lawyer does not
discover the error until after the representation has been terminated, the lawyer has no obligation
under the Model Rules to inform the former client of the error. To illustrate, assume that a lawyer
prepared a contract for a client in 2015. The matter is concluded, the representation has ended,
and the person for whom the contract was prepared is not a client of the lawyer or law firm in any
other matter. In 2018, while using that agreement as a template to prepare an agreement for a
different client, the lawyer discovers a material error in the agreement. On those facts, the Model
Rules do not require the lawyer to inform the former client of the error. Good business and risk
management reasons may exist for lawyers to inform former clients of their material errors when
they can do so in time to avoid or mitigate any potential harm or prejudice to the former client.
Indeed, many lawyers would likely choose to do so for those or other individual reasons. Those
are, however, personal decisions for lawyers rather than obligations imposed under the Model
Rules. '

The Duty to Inform a Current Client of a Material Exrox

A lawyer’s responsibility to communicate with a client is governed by Model Rule 1.4.2
Several parts of Model Rule 1.4(2) potentially apply where a lawyer may have erred in the course
of a current client’s representation. For example, Model Rule 1.4(a)(1) requires a lawyer to
prompily inform a client of any decision or circumstance with respect to which the client’s
informed consent may be requiréd. Model Rule 1.4(a)(2) requires a lawyer to “reasonably consult
with the client about the means by which the client’s objectives are to be accomplished.” Model
Rule 1.4(a)(3) obligates a lawyer to “keep a client reasonably informed about the status of a
matter.” Model Rule 1.4(a}(4), which obliges a lawyer to promptly comply with reasonable
requests for information, may be implicated if the client asks about the lawyer’s conduct or
performance of the representation. In addition, Model Rule 1.4(b) requires a lawyer to “explain a

interests™); 2015 N.C. State Bar Formal Op. 4, 2015 WL 5927498, at *2 (2015) [hereinafter 2015 N.C. Eth. Op. 4}
(applying Rule 1.4 to “material errors that prejudice the client’s rights or interests as well as errors that clearly give
rise to a malpractice claim”; N.J. Sup. Ct. Advisory Comum. on Prof’l Ethics Op. 684, 1998 WL 35985928, at *|
(1998) [hereinafter N.J. Eth. Op. 684] {discussing Rules 1.4 and 1.7(b) and requiring disclosure “when the attorney
ascertains malpractice may have occurred, even though no damage may yet have resulted™); N.Y. State Bar Assn
Comm. on Prof’l Ethics Eth. Op. 734, 2000 WL 33347720, at *3 (2000) [hereinafter N.Y. Eth. Op. 734] (discussing
the prior Code of Professional Responsibility and concluding that the inquirer had a duty to tell the client that it made
“a significant errer or omission that may give rise to a possible malpractice claim™); Sup. Ct. of Prof’t Ethics Comm.
Op. 593, 2010 WL 1026287, at *1 (2010) [Tex. Eth. Op. 593] (opining that the lawyer must also terminate the
representation and applying Texas Rules 1.15(d), 2.01, and 8.04(a)(3)). See also RESTATEMENT (THIRD} OF THE LAW
GOVERNING LAWYERS § 20 cmt. ¢ (2000) (requiring disclosure where the conduct “gives the client a substantial
malpractice claim agaist the lawyer”).
2 MODEL RULES OF PROF'L CONDUCT R. 1.4 (2018) (*Communication”) [hereinafter MODEL RULES).
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matter to the extent reasonably necessary to permit the client to make informed decisions regarding
the representation.” More broadly, the “guiding principle” undergirding Model Rule 1.4 is that
“the lawyer should fulfill reasonable client expectations for information consistent with the duty
to act in the client’s best interests, and the client’s overall requirements as to the character of
representation.” A lawyer may not withhold information from a client to serve the lawyer’s own
interests or convenience.”

Determining whether and when a lawyer must inform a client of an error can sometimes
be difficult because errors exist along a continnum., An error may be sufficiently serious that it
creates a conflict of interest between the lawyer and the client. Model Rule 1.7(a)(2) provides that
a concurrent conflict of interest exists if “there is a significant risk that the representation of one
or more clients will be materially limited by . . . a personal interest of the lawyer.” Where a
lawyer’s error creates a Rule 1.7(a)(2) conflict, the client needs to know this fact to make informed
decisions regarding the representation, including whether to discharge the lawyer or to consent to
the conflict of interest. At the other exireme, an error may be minor or easily correctable with no
risk of harm or prejudice to the client.

Several state bars have addressed lawyers® duty to disclose errors to clients.’ For example,
in discussing the spectrum of errors that may arise in clients’ representations, the North Carolina
State Bar observed that “material errors that prejudice the client’s rights or claims are at one end,
These include errors that effectively undermine the achievement of the client’s primary objective
for the representation, such as failing to file the complaint before the statute of limitations runs.”®
At the other end of the spectrum are “nonsubstantive typographical ertors™ or “missing a deadline
that causes nothing more than delay.”” “Between the two ends of the spectrum are a range of
errors that may or may not materially prejudice the client’s interests.”® With respect to the middle
ground:

Errors that fall between the two extremes of the spectrum must be analyzed under
the duty to keep the client reasonably informed about his legal matter. If the error
will result in financial loss to the client, substantial delay in achieving the client’s
objectives for the representation, or material disadvantage to the client’s legal
position, the error must be disclosed to the client. Similarly, if disclosure of the
error is necessary for the client to make an informed decision about the
representation or for the lawyer to advise the client of significant changes in
strategy, timing, or direction of the representation, the lawyer may not withhold
information about the error.’ '

3 Id cmt. 5.

41d emt. 7.

% See supranote 1 (listing authorities).

2015 N.C. Eth. Op. 4, supra note 1, 2015 WL 5927498, at *2.
TH.

t1d

*Id
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Another example is contained in the Colorado Bar Association’s Ethics Committee in
Formal Opinion 113, which discusses the spectrum of errors that may implicate a lawyers’ duty of
disclosure. In doing so, it identified errors ranging from those plainly requiring disclosure (a
missed statute of limitations or a failure to file a timely appeal) to those “that may never cause
harm to the client, either because any resulting harm is not reasonably foreseeable, there is no
prejudice to a client’s right or claim, or the lawyer takes corrective measures that are reasonably
likely to avoid any such prejudice.””’® Errors by lawyers between these two extremes must be
analyzed individually. For example, disclosure is not required where the law on an issue is
unsettled and a lawyer makes a tactical decision among “equally viable alternatives.”!! On the
other hand, “potential errors that may give rise to an ethical duty to disclose include the failure to
request a jury in a pleading (or pay the jury fee), the failure to include an acceleration provision in
a promissory note, and the failure to give timely notice under a contract or statute.”'* Ultimately,
the Colorado Bar concluded that whether a particular error gives rise to an ethical obligation to-
disclose depends on whether the error is “material,” which further “depends on whether a
disinterested lawyer would conclude that the error will likely result in prejudice to the client’s right
or claim.”*?

These opinions provide helpful guidance to lawyers, but they do not—just as we do not—
purport to precisely define the scope of a lawyer’s disclosure obligations. Still, the Committee
believes that lawyers deserve more specific guidance in evaluating their duty to disclose errors to
current clients than has previously been available.

In attempting to define the boundaries of this obligation under Model Rule 1.4, it is
unreasonable to conclude that a lawyer must inform a current client of an error only if that error
may support a colorable legal malpractice claim, because a lawyer’s error may impair a client’s
representation even if the client will never be able to prove all of the elements of malpractice. At
the same time, a lawyer should not necessarily be able to avoid disclosure of an error absent
apparent harm to the client because the lawyer’s error may be of such a nature that it would cause
a reasonable client to lose confidence in the lawyer’s ability to perform the representation
competently, diligently, or loyally despite the absence of clear harm. Finally, client protection and
the purposes of legal representation dictate that the standard for imposing an obligation to disclose
must be objective,

With these considerations in mind, the Committee concludes that a lawyer must inform a
current client of a material error committed by the lawyer in the representation. An error is material
if a disinterested lawyer would conclude that it is (a) reasonably likely to harm or prejudice a
client; or (b) of such a nature that it would reasonably cause a client to consider terminating the
representation even in the absence of harm or prejudice.

19 Colo. Op. 113, supranote 1, at 3.
11 I -

12 Id

Brdatl,3.
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A lawyer must notify a cument client of a material error promptly under th
circumstances.'* Whether notification is prompt will be a case- and fact-specific inquiry. Greater
urgency is required where the client could be harmed by any delay in notification. The lawyer
may consult with his or her law firm’s general counsel, another lawyer, or the lawyer’s professional
iability insurer before informing the client of the material error."” Such consultation should also
be prompt. When it is reasonable to do so, the lawyer may attempt to correct the error before
informing the client. Whether it is reasonable for the lawyer to attempt to correct the error before
informing the client will depend on the facts and should take into account the time needed to
correct the error and the lawyer’s obligation to keep the client reasonably informed about the status
of the matter. '

When a Current Client Becomes a Former Client

As indicated earlier, whether a lawyer must reveal a material error depends on whether the
affected person or entity is a current or former client. Substantive law, rather than rules of
professional conduct, controls whether an attorney-client relationship exists, or once established,
whether it is ongoing or has been concluded.'® Generally speaking, a current client becomes a
former client (a) at the time specified by the lawyer for the conclusion of the representation, and
acknowledged by the client, such as where the lawyer’s engagement letier states that the
representation will conclude upon the lawyer sending a final invoice, or the lawyer sends a
disengagement letter upon the completion of the matter (and thereafter acts consistently with the
letter);!” (b) when the lawyer withdraws from the representation pursuant to Model Rule of
Professional Conduct 1.16; (c) when the client terminates the representation;'® or (d) when overt
acts inconsistent with the continuation of the attorney-client relationship indicate that the

4 See N.J. Eth. Op. 684, supra note 1, 1998 WL 35985928, at *1 (“Clearly, RPC 1.4 requires prompt
disclosure in the interest of allowing the client to make informed decisions. Disclosure should therefore occur when
the attorney ascertains malpractice may have occurred, even though no damage may yet have resuited.”); 2015 N.C.
Eth. Op. 4, supra note 1, 2015 WL 5927498, at *4 (“The error should be disclosed to the client as soon as possible
after the lawyer determines that disclosure of the error to the client is required.”); Tex. Eth. Op. 593, supra note 1,
2010 WL 1026287, at *1 (requiring disclosure “as promptly as reasonably possible”).

15 Spe MODEL RULES R. 1.6(bX4) (2018) (permitting a lawyer to reveal information related to a client’s
representation “to secure legal advice about the lawyer’s compliance with these Rules”).

16 United States v. Williams, 720 F.3d 674, 686 (8th Cir. 2013); Rozmus v. West, 13 Vet. App. 386, 387
(U.S. App. Vet. Cl. 2000); see afso MODEL RULES Scope cmt. 17 (2018) (explaining that “for purposes of determining
the lawyer’s authority and responsibility, principles of substantive law external to these Rules determine whether a
client-lawyer relationship exists”).

17 See Artromick Int’l, Inc. v. Drustar Inc., 134 F.R.D. 226, 229 (S.D. Ohio 1991) (observing thai “the
simplest way for either the attorney or client to end the relationship is by expressly saying s0™); see also, e.g., Rusk v.
Harstad, 393 P.3d 341, 344 (Utah Ct. App. 2017) (concluding that a would-be client could not have reasonably
believed that the law firm represented him where the lawyer had clearly stated in multiple e-mails that the law firm
would not represent him).

18 A client may discharge a lawyer at any time for any reason, or for no reason. White Pearl Inversiones 5.A.
(Uruguay) v. Cemusa, Inc., 647 F.3d 684, 689 (7th Cir, 2011); Nabi v. Sells, 852 N.Y.S.2d 41, 43 (App. Div. 2009);
MODEL RULES R. 1.16 cmt. 4; see also STEPHEN GILLERS, REGULATION OF LAWYERS: PROBLEMS OF Law AND ETHICS
77 (11th ed. 2018) (“Clients, it is said, may fire their lawyers for any reason or no reasont.”) (citations omitted).
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relationship has ended.' If a lawyer represents a client in more than one matter, the client is a
current client if any of those matters is aciive or open; in other words, the termination of
representation in one or more matters does not transform a client into a former client if the lawyer
still represents the client in other matters.

Absent express statements or overt acts by either party, an attorney-client relationship also
may be terminated when it would be objectively unreasonable to continue to bind the parties to
each other.2® In such cases, the parties’ reasonable expectations often hinge on the scope of the
lawyer’s representation.”! In that regard, the court in National Medical Care, Inc. v. Home Medical
of America, Inc.,?* suggested that the scope of a lawyer’s representation loosely falls into one of
three categories: (1) the lawyer is retained as general counsel to handle all of the client’s legal
matters; (2) the lawyer is retained for all matters in a specific practice area; or (3) the lawyer is
retained to represent the client in a discrete matter.?

For all three categories identified by the National Medical Care court, unless the client or
lawyer terminates the representation, the attormey-client relationship continues as long as the
lawyer is responsible for a pending matter.”* With respect to categories one and two above, an
attorney-client relationship continues even when the lawyer has no pending matter for the client
because the parties reasonably expect that the lawyer will handle all matters for the client in the
future as they arise.?’ In the third category, where a lawyer agrees to underiake a specific matter,
the attorney-client relationship ends once the matter is concluded.?

Although not identified by the National Medical Care court, another type of client is what
might be called an episodic client, meaning a client who engages the lawyer whenever the client
requires legal representation, but whose legal needs are not constant or continuous. In many such

19 See, ¢.g., Artromick Int’l, Inc., 134 FR.D. at 230-31 (determining that a man was a former client because
he refused to pay the lawyer’s bill and then retained other lawyers to replace the first lawyer); Waterbury Garment
Corp. v. Strata Prods., 554 F. Supp. 63, 66 (S.D.N.Y. 1982) (concluding that a person was a former client because the
law firm represented him only in discrete transactions that had concluded and the person had subsequently retained
different counsel).

20 Artromick Int’l, Inc., 134 F.R.D. at 229,

21 1d. at 229-30.

2 No, 00-1225, 2002 WL 31068413 (Mass. Super. Ct. Sept. 12, 2002).

B Id at *4.

% [ - see also MODEL RULES R. 1.3 cmt. 4 (2018) (stating that unless the relationship is terminated under
Model Rule 1,16, the lawyer “should carry through to conclusion all matters undertaken for a client”).

25 See Berry v. McFarland, 278 P.3d 407, 411 (Idaho 2012) (explaining that “[i]f the attorney agrees to handle
any matters the client may have, the relationship continues until the attorney or client terminates the relationship™);
see also MODEL RULES R. 1.3 cmt. 4 (2018) (advising that “[i]f a lawyer has served a client over a substantial period
in a variety of matters, the client sometimes may assume that the lawyer will continue to serve on a continuing basis
unless the lawyer gives notice of withdrawal”). :

26 Simpson v. James, 903 F.2d 372, 376 (5th Cir. 1990); Berry, 278 P.3d at 411; see also Revise Clothing,
Inc. v. Joe’s Jeans Subsidiary, Inc., 687 F. Supp. 2d 381, 389-90 (S.D.N.Y. 2010) (noting that an attorney-client
relationship is ordinarily terminated by the accomplishment of the purpose for which it was formed); Thayer v. Fuller
& Henry Ltd., 503 F. Supp. 2d 887, 892 (N.D. Ohio 2007) (observing that an attorney-client relationship may terminate
when the underlying action has concluded or when the attomey has exhausted all remedies and declined to provide
additional legal services); MODEL RULES R. 1.16 cmt. 1 (“Ordinarily, a representation in a matter is completed when
the agreed-upon assistance has been concluded.”).
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instances, the client reasonably expects that the professional relationship will span any intervals
and that the lawyer will be available when the client next needs representation.”” If so, the client
should be considered a current client. In other instances, it is possible that the attorney-client
relationship ended when the most recent matter concluded.”® Whether an episodic client is a
current or former client will thus depend on the facts of the case.

The Former Client Analysis Under the Model Rules

As explained above, a lawyer must inform a current client of a material etror under Model
Rule 1.4. Rule 1.4 imposes no similar duty to former clients.

Four of the five subparts in Model Rule 1.4(a) expressly refer to “the client” and the one
that does not—Model Rule 1.4(a), governing lawyers’ duty to respond to reasonable requests for
information—is aimed at responding to requests from a current client. Mode! Rule 1.4(b) refers |
to “the client” when describing a lawyer’s obligations. Nowhere does Model Rule 1.4 impose on
lawyers a duty to communicate with former clients. The comments to Model Rule 1.4 are likewise
focused on current clients and are silent with respect to communications with former clients. There
is nothing in the legislative history of Model Rule 1.4 to suggest that the drafters meant the duties
expressed there to apply to former clients.”® Had the drafters of the Model Rules intended Rule
1.4 to apply to former clients, they presumably would have referred to former clients in the
language of the rule or in the comments to the rule. They did neither despite knowing how to
distinguish duties owed to cuarent clients from duties owed to former clients when appropriate, as
reflected in the Model Rules regulating conflicts of interest.*

27 See, e.g., Parallel Iron, LLC v. Adobe Sys. Inc., C.A. No. 12-874-RGA, 2013 WL 789207, at *2-3 (D.
Del. Mar. 4, 2013) (concluding that Adobe was a current client in July 2012 when the law firm was doing no work for
it; the firm had served as patent counsel to Adobe intermittently between 2006 and February 2012, and had not made
clear to Adobe that its representation was terminated); Jones v. Rabanco, Ltd., No. C03-3195P, 2006 WL 2237708, at
*3 (W.D. Wash. Aug. 3, 2006} (reasoning that the law firm’s inclusion as a contact under a contract, the law firm’s
work for the client after the contract was finalized, and the fact that the client matter was still open in the law firm’s
files all indicated an existing attomey-client relationship); STEPHEN GILLERS, REGULATION OF LAWYERS: PROBLEMS
OF LAW AND ETHICS 78-79 (11th ed. 2018) (“Lawyers might believe that a client is no longer a client if they are doing
no work for it at the moment and haven’t for a while. . . . [A] firm may have done work for a client two or three times
a year for the past five years, creating a reasonable client expectation that the professional relationship continues
during the intervals and that the lawyer will be available the next time the client needs her.”).

2 See, ¢.g., Calamar Enters., Inc. v. Blue Forest Land Grp., Inc., 222 F. Supp. 3d 257, 26465 (WDN.Y.
2016) (rejecting the client’s claim of an attorney-client relationship where the relationship between the law firm and
the client had been dormant for three years; despite the fact that the attorney-client relationship had not been
formally terminated, it ended when the purpose of the parties’ retainer agreement had been completed).

2 An. BAR ASS’N CTR. FOR PROF’L RESPONSIBILITY, A LEGISLATIVE HisToRrY: THE DEVELOPMENT OF THE
ABA MODEL RULES OF PROFESSIONAL CONDUCT, 1982-2013, 7178 (Arthur H. Garwin ed., 2013).

3 Compare MODEL RULES R. 1.7 (2018) (addressing current client conflicts of interest), with MODEL RULES
R. 1.9 (2018) (goveming former client conflicts of interest).
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Because Model Rule 1.4 does not impose on lawyers a duty to communicate with former
clients,?! it is no basis for requiring lawyers to disclose material errors to former clients.

The California State Bar’s Committee on Professional Responsibility and Conduct reached
a similar conclusion with respect to California Rule of Professional Conduct 3-500, which states
that “[a] member [of the State Bar of California] shall keep a client reasonably informed about
significant developments relating to the employment or reptesentation, including promptly
complying with reasonable requests for information and copies of significant documents when
necessary to keep the client so informed.” In concluding that a lawyer had no duty to keep a former
client informed of significant developments in the representation, and specifically the former
client’s possible malpractice claim against the lawyer, the Committee focused on the fact that the
lawyer and the former client had “terminated their attorney-client relationship” and on Rule 3-
500°’s reference to a “client,” meaning a current client.>

Finally, in terms of possible sources of an obligation to disclose material errors to former
clients, Model Rule 1.16(d) provides in pertinent part that, upon termination of a representation,
" “g lawyer shall take steps to the extent reasonably practicable to protect a client’s interests, such
as giving reasonable notice to the client, allowing time for employment of other counsel,
surrendering papers and property to which the client is entitled and refunding any advance payment
of fee[s] or expense[s] that has not been earned or incurred.” This provision does not create a duty
to inform former clients of material errors for at least two reasons. First, the wording of the rule
demonstrates that the error would have to be discovered while the client was a current client,
thereby pushing any duty to disclose back into the current client communication regime. Second,
Model Rule 1.16(d) is by its terms limited to actions that may be taken upon termination of the
representation or soon thereafter; it cannot reasonably be construed to apply to material errors
discovered months or years after termination of the representation.

Conclusion

The Model Rules require a lawyer to inform a current client if the lawyer believes that he
or she may have materially erred in the client’s representation. Recognizing that errors occur along
a continuum, an error is material if a disinterested lawyer would conclude that it is (a) reasonably
likely to harm or prejudice a client; or (b) of such a nature that it would reasonably cause a client
to consider terminating the representation even in the absence of harm or prejudice. The lawyer

31 See Sup. Ct. of Ohio, Bd. of Comm’rs on Grievances & Discipline Adv. Op. 2010-2, 2010 WL 1541844,
at *2 (2010) (explaining that Rule 1.4 “applies to ethical duties regarding communication during a representation”
(emphasis added)); Va. State Bar Comm. on Legal Ethics Eth. Op. 1789, 2004 WL 436386, at *1 (2004) (stating that
“fdJuring the course of the representation, an attorney’s duty to provide information to his client is governed by Rule
1.4(ay”) (emphasis added}).

32 Cal. Eth. Op. 2009-178, supra note 1, 2009 WL 3270875, at *6.
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must so inform the client promptly under the circumstances. Whether notification is prompt is a
case- and fact-specific inquiry.

No similar duty of disclosure exisis under the Model Rules where the lawyer discovers
after the termination of the attorney-client relationship that the lawyer made a material error in the
former client’s representation.
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By Susan HumisTon

2017 year in review:

- Public discipline

ublic discipline in professional responsibility cases is .

imposed not to pusiish the attorney, but to-protect the

public, the profession, and the judicial system, and to

deter future misconduct by rhe attorney and others. In
2017, 40 attorneys were publicly disciplitied, with discipline
tanging from a reprimand to disbarment. This nummbet is
slightly down from 2016, when 44 attorneys wete-publicly
disciplined, and remains below 2015’s record-breaking year,
when 65 attorneys were publicly disciplined. While T'm not
sure that this conistitutes a trend, it is always good to see fewer
public discipline cases. '

Disharments
Five attornéys were disbarred in 2017. This number is con-
sistent with the annual average. The attorneys disbarred were:

B Terri Lyan Fahrenholtz, who was disbarred in
Mitinesota foltowing her disbarment in Nerth Dakota
for misappropriation of a modest cliefit retainer in a
bankrugtcy case and abandoning at least eight open
client mattets;

M Diane Lyrn Kroupa, who pleaded guilty to one count
of felony conspiracy to defraud the United Staves and
was setitenced to 32 months in prison and ordered to
pay testitution in the amount of
$532,000. Ms. Kroupa was a United
States Tix Court judge who was
indicred on several felony charges
of federal tax evasion, conspiracy

to defraud the U.S., making and
submitting a false tax return, and
obstructing an IRS audit;

B Jesse David Marson, who misap-
propriated a $550 filing fee, made
false statements to clients, fabricated
a document, neglected and aban-
doned numerous client files, failed. to
teturs unéarned fees, used improper
fee apreements, failed to cooperate
with the disciplinary investigation,
and also committed misconduct in
North Dakota, where he was subse-
quently disbarred as well;

B Steven Michael O'Brien, who
misappropriated more than $300,000
from a trustfor which he was ap-
pointed the trustee (the Order of St.
Benedict at St. John's Abbey was the
trust beneficiary); and

& Bench&Bar of Minnesota & February 2018

B Geoffrey R. Saltzstein, who misappropriated
approximately $68,00Q from two clients, made false
statements to ¢lients, failed to diligently pursue client
matters or communicate with his clients; used improper
fee agreements, and failed to cooperate with the
disciplinary investigation.

The common thread, obviously, is misappropriation of
client funds. Abusing your trust account responsibilities by
canverting client funds to your own use will always lead to
serious disciptine, whether or not you have paid the client
back. Conviction.for a serious felony will also generally lead

16 disharment. Ope unusual fact about the attorneys disbarred
in.2017 is that three of the five attorneys had been in practice

less than 10 years: Magson was admitted in 2008, and O'Brien
and Salrzstein were admitted in 2009,

Suspension

Tiwenty-six attorneys were suspended for periods ranging
from 30 days to five years. This number continues the trend
of higher than:normal numbers of suspensions, 2017 involved
some particulatly troubling conduct, such as the misconduct
of William Keith Bulmer IT. Mr. Bulmer was suspended for
three years for having sex with his client’s wife while Mz,
Bulmer was represeniting his client on a first degree murder
charge. Mr. Bulmer also had sex with a different client,
and had previcusly been admonished for having sex with a
client, In addition, Mr Bubmer made a false statement to
the county attorney who was investigating Mr. Bulméer's sex

-with his client’s wife, While on its face this misconduct is

serious, ptior court cases in Minnesota and elsewhere had
not generally imposed such lengthy suspensions for sex with
clients and witnesses. Given the confluence of events in Mr.
Bulmer’s case, the Court imposed twice the level of discipline
recommended by the Director.

Another troubling case was that of Shawn Patrick Siders.
Mz Siders pleaded guilty to soliciting a minor to engage in
prostitution, and was suspended for a2 minimum of two years.
Other suspensions ran the gatnut. They included a 30-day
suspension for Patrick Chinedu Nwaneri tor filing an untimely
brief, making a false statement under oath by sigriing and
filing an affidavit containing false information, and lying
ahout the reason for the late filing during the disciplinary
investigation; and a two-year suspension for Randall D.
Tigue for failing to maintain trust account books and records
while on probation for past trust account books and records
violations, negligently misappropriating client funds through
poor recordkeeping, and intentional misappropriation of a
$400 filing fee. from-a client. Notably, two justices dissented
from the Court's per curiam opinion, and would have disbarred
M Tigue given his disciplinaty history and other factors.

www.mnhar.aryg



ProfessionalResponsibility

While it is always disheartening to see the number of attorneys who engage in
serious professional misconduct, itis importantto keep these numbers in context.
Currently, Minnesota has approximately 28,000 licensed attorneys, with approximately

25,000 attorneys engaged in active practice. |

Public reprimands the required trust account books and records, negligently

Nine attorneys teceived public reprimands (four reprimands  misappropriating client funds, and commingling client funds
only, five reprimands and probation). A public reprimand is with personal funds (Bric Chiadikobi Anunobi, Anthony J.
the least severe publig sanction the court generally imposes. Elfelt, Terrance James Hislop, Brent Schafer, and Joanna M.
Reptimands are approptiate for rule violations that are more Wiegert). _
than Yisolated and non-serious” (conduce that would watrant a The OLPR maintains on its website (Iprb.mncowris.gov) a
private admonition) but net 5o serious that suspension is needed  list of disharred and curtently suspended attorneys. You can
to protect the public and-deter future misconduct. also check the public disciplinary history of any Minmesota

Conduct that resulted in public reprimands included attorney by using the “Lawyer Search” function on thefirst

instriicting non-lawyer assistants (o use 4 natary.stamp andsign  page of the OLPR. website. While it is always disheartening
the artorney’s name on two occasions, hotarizing a sighature not. 10 see the number of attorneys-who engage in serious
witnessed, and inaccurately attesting to witnessing a signature professional misconduct, it s imp0rtant to keep these numbers
on a prior date, {Kelly Moore Sater), agreeing to settle a case in context, Currently, Minnesota has approximately 28,000
without client consent, failing to communicate the settlement licensed attorneys, with approximately 25,000 attorneys
agreement to a-client, providing financial assistance to 2 client, engaged in active practice. Once again, thank you to the

and making an inaccurate statement to the court {Michzel thousands of Mirinesota lawyers who uphold the integrity of
Padden), and, for several attomeys, failing to maintain. the legal profession every day. A
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Private discipline in 2017

the Office of Lawyers Professional

Responsibility (OLPR) with-the
issuance of an admonition, a formof
private discipline issued for professional
misconduct that is isolited and non-
serious.! This number is down markedly
from the 115 admonitions issued in 2016
and, coincidentally, Z015. Addition-
ally, 14 files were closed with a private
probation. Private probations, which
must be approved by the board chair; are
generally appropriate for attotneys with
multiple non-serious violations who may
benefit from supervision. _

Havig new worked at the OLPR for
two years, ['ve seen obvious trends in
the types of conduct that result ity pri-
vate dis¢ipline. This sampling is offered
to highlight common issues to avoid.

In 2017, 90 files were closed by

Fee ‘arrangements.
Every year attotneys are disciplined
for improper fee agreements. Since 2011,
it has been unethical to describe an ad-
vance fee as “nonrefundable.” Notwith-
standing this fact, attorneys continue
to receive discipline for describing their
fae as nonrefundable or “earned upon
teceipt,” though
this number
went down last

© year, so perhaps
this column has
helped spread the
word to-practitio-
ners, Variations
on this claim also
subject atrorneys
te discipline. For
exarnple, claiming
“All flat fees will
be nonrefundable
once substantial
services have

been performed”
axperisiice, aswell . also violates the
as a strong gthics: rules.
T Thie single

background. Prier--  MOSt common

to herappoiitment, - mistake we see
Susanworked in-.~  tegarding fee
house. 2t a publicly agreements
waded copaity;and  involves flat fees,
“inpeivate practiceas  The ethics rules

" glitigation attorney.

require that in
otder for a flat fee

to be considered an attorney’s property
upon payment {rather than placed

in trust until earmed), a written fee
agreement meeting the requirements of
Rule 1.5(b) (1) must be in place.’ While
most attorneys who received discipline
had some form of written fee agree-
ment for their flat fees, the agreements
often failed to include all five natice
provisions requited by the rule, and

accordingly, admonitions were issued.

Perhaps more common is the problem of
accepting flat fees for services without
any tetainer agreement at all. You can

Every year atforneys are
disciplined for improper fee
agreements. Since 2011,

it has been unethical to
describe an advance fee
as “nonrefundable.”

do thiis, but remember, all fees received
in advance of being earned must be
placed into trust.? You do not fully earn
a flat fee untif you have completed the
representation——so unless you have a
compliant feée agreement in place, flat
fees must go into trust until earned.
“Availability” fees can also lead to dis-

gipline. The ethics rules allow an attor-

ney to charge “a fee to ensuce the law-
yer's availability to the clientdnring a
specified pertod or on a specified matter

ity addition. to and apart from any com-
-pensation for legal services petformed.”

Instead of treating the availability fee as
separate from legal services, attorneys
will sometimes try to designate a portion
of their flat fee services for “availability.”

The OLPR views this as an impermis-

sible atternpt to charge a nonrefundable
fee, and disciplined attorneys a¢cord-
ingly in 2017. You must also remember
that once you have been hired, you
have ethically agreed to be available

for that representation, and sheuld not
be charging a separate availability fee
absent specific and justifiable citcam-

stances. Availability fees are typically

and correctly used 1o secure counsel

when you do not know if counsel will be

needed but want to ensure your counsel
- of choice is available on demand in the

event you nieed to call upon them,

Confidentiality

An important ethics obligation is the
duty of confidentality. [t is not just at-
torney advice that must be kept confi-
dential The rules prohibit an-attorney
from kuowingly revesling any “informa-
tion relating to the representation of a
client” unless disclosute is permitted by
a specific ethics exception.? Each year,
actorneys are disciplined for disclosing
information related to a representation
that does not fall within a permitted
exception, Tn 2017, for example, an at-
torney was privately disciplined for shar-
ing sensitive pictures of personal injury
clients with a third patty not involved in
the litigation. While an attotney can dis-
cuss genetic issues relating to-a represen-
tation with a third party, they can only
do so as “long as there is no reasonable
likelihood that the listener will be able
to ascertain the identity of the client or
the situation involved.™

Further, one attorney was disciplined
for disclosing confidential information

about @ former client to an insurance

adjuster after the attorneéy was terminat-
ed. The attorney appealed his admoni-
tion to the Minnesota Supreme Court;
which upheld it.® The details of the case
are a good reminder about the ways we
must take care in discussing our clients
with others. Separately, an attorney was
disciplined for disclosing non-public
data that was subject 1o a protective
order in a case in 4 second but related
mattet, Viclating a protective order may
present ap-issue-for the-court but it also
implicates the ethics rules, namely the
prohibition against knowingly disobey-
ing.an obligation under the rules of a
tribunal or interfering with the adminis-
tration of justice.’

Recently, the ABA issued Opinion
479, relating to the “generally known” ex-
ception for formet-client confidentiality.'
A lawyer’s duty of confidentiality exrends
to former clients, and a lawyer may not
use information related to the represen-
tation. of a former elient to the former
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client’s disadvantige without informed
consent, as permitted by Rule 1.6(b),

or unless the information has become
“enerally knowr.” This-opinion states
the ABA position that “Information is
not ‘generally known' simply hecause it
has been discussed in open court, or is
available in coutt records, in libraries, ot
in other public repositories of informa-
tion.” This ts a cautionary tale for lawyers
who think that because a former client’s
information is in. a “public record” some-
whete, they are free to use that informa-
tion, and likewise a good reminder about
the importance of keeping confidential
all information relating to your represen.-

tation unless a specific exception allows

you to disclose such irformation.

Conclusion
Private discipline is just that—pri-
vate.'! Only the complainant and
respondent attorney will know of the
disposition, Unless an attorney provides
written authorization, the Office does

not, disclose private discipline to third

paities. Fortunately, most attormeys who
receive admonitians have no further
disciplinaty issues. If an attorney does
engage in furthier miscotiduct, please
note that prior private discipline may

be relevant to the determination of

appropriate discipline for subsequent
eonduct, and may be disclosed if future
complaints result in public proceed-
ings.!? I'm pleased ta report the number
of admonitions in 207 was dovwn sub-
stanuttally year over year, accounting for
only 8 percent of closed files, and I:am
also pleased to report thiat the number
of advisory opitiions given by our office
tose substantially in 2017, ro-more than

2000 opintons. As always, if 'you are

unsute of your ethical obligations n a
particular situation, call and ask us at
651-296-3952, or get in touch threugh

our website at wwswlprbamncourts.gov.
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Spring trust account Cleanup

pring cleaning is something I

always aspire to do but never get

around to doing. Even so, 1 enjoy

thinking about all of the ways
cowld and should get my life together
each spring, and [ usually manage one
or two small projects.. Although I have
writien aboat trust accounts previgusly,
a string of discipline cases we are
handling has inspired me to write again
on this impertant topic. ] would like to
encourage everyone who is responsible
for a trust account (ora partner in a
firm who has delegated trust acceunt’
resp@nmblhtles to.someone else) 1o take
time this spring to make sure your trust
account books and records are in good
order.

Tha basics

One of the inost important duties we
have as lawyers is to handle the prop-
erty of others “with the care required
of a professional fiduciary:"* Minnesata
departs substantially from the ABA
model rules regarding the safekeeping
of property, primarily with regard to the
level of specificity in out rule versus the
model rule.? The derails in our rule and

_— the appendix

provide useful
information to
help lawyers keep
their records in
good order; the
matn reguire-
ments, however,
are largely the
same whether
you are locking at
the model rule or
Minneséta’s mile.

All funds of
clients or third
parties. held by a
lawyer in connec-
tion with a repre~
sentation must be
deposited into an
epproved IOLTA.
account.’ This is
not negotiable.
For example, if a
client pays you an
advance to cover
expenses to be
incurred in the

g her appointment;: -
. Ssan workediin- "
hpuse ata puhllsl'}
‘taded company;and;:
infirivate practiceias
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matrer, those funds must go.into trust. I

a client provides you with fuids to use
to-pay a third party in settlement of 2
dispute; those funds must go-into trust.
If you receive funds in sertlement of a
client’s dispute, those funds must go hito
trust. Failure to place and maintain those
funds in trust will lead te discipline.

The only exception to the above is
the circumstance where a client pays
an expense by credit card. Many credit

agreements require you. to agree that

charpes can be reversed under certain
circumstances. That can be dangerous
in a trust aceount (such as whete a
credit card company backs out a charge
months later), so it is permissible to
iititially deposit credit card payments

in your business account, but then

you must immediately transfer the
required funds into trust.* That way, if
the charge is later reversed, the money
is taken from your business account,
and does not result in the inadvertent
misappropriation of furids from the truse
account if you have alteady disbursed
the original sum.

All fees received in advance of
legal services being performed must be
placed in trust and not withdrawn until
earned, with one exception.” Again, this
is a bright line requirement and non-
negotiable. Placing advanced, unearned
fees into your business account (abseat a
compliant fiat or availability fee sgree-
ment as discussed below) means you
ate failing to safe-keep property of your
client, a violation of Rule 1.15¢a). And
worse, if you then spend these funds
before they are earned, you have misap-
propriated the funds of others.

The only exception to this require-
ment is found in Rule 1.5 (fees). If you
charge a flat fee or an availability fee
under circumstances compliant with

the rule, you may put that fee into your
business account, ardl 1reat it as your
property subject torefund.® The Office
enforées strict compliance with the
requirements of Rule 1.5 given that it is
an exception to an important safekeap-
ing requirement. If you use flat fees
or availability fees, read carefully the
tequirements of Rule 1.5 to ensure you
have a writren, signed agreement consis-
ten. with the ethics rules before placing
fees not yet earned into your business

account. Too many people receive
discipline each year for violations of this
requirement.

Boaoks and records

Now that the very importarit basics
are covered, let's review the books and
records requirements. Many of these
requirements are set forth in Appendix
1 to the MRPC, and are in place to
‘make swie lawyers on a monthly basts
are keeping good track of client funds to
preverit the mishandling of those funds.
Some highlights dixclude:

Lawyers must sign every trust ac-
count check and direct every electronic
transfer.” Do nor delegate signing trust
acconnt ehecls to office staff or your
accountant. Withdrawals by electronic
transfer should also be doeumented by
wiitten memotandum signed by the at-
torney responsible for the transfer?

Earned funds must be withdrawn
within a reasonable time of being
earned, and a written accounting of all
such withdrawals must be provided to
the client.” Do not commingle earned
funds in trust. You can and should keep
a nominal amount of your own funds
in trust (no more than $200) to cover
unexpected bank charges, but do not
otherwise leave eatned fees in trust
longer than the next hilling cycle,

Make sure you or someone who
kndws the rules well is performing a
monthly three-way reconciliation of your
trust account.’® You need to recongile
your triai balance report, your check
register, and your bank statement bal-
ance—adjusted for outstanding deposits
and withdrawals—every month, This
is not how accoumtaits or bookkeep-
ers typically think about reconciliation,
because generally accepted accounting
principles do not require client subsid-
iary ledgers or monthly trial balance
reports, but trust accounts do.!' Do this
every month, and maintain a copy of
your work,"? Doing this monthly helps
you.catch mistakes. Mistakes happen,
and as long as you catch them within
the next-month, you are unlikely to
have an issue with discipline, Where
issues arise is where attorneys do niot do
this monthly, a mistake happens, and it
persists for months on end because they
are not doing the requited wotk.
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If you accept cash, make sute you
ptavide a receipt countersighed by
the client and keep & copy."* A lot of
disputes are easily avoided by this
simple act. . '

‘Retain your bocks and records for
six years following the tax year to which
they relate. ¥ Make sute you'have ef-
fectively backed up all of your records as
well, so that you can satisty this rule,

Do not disburse funds until they have
cleared the jssuing bank.'* This is mate-
rally different from the date the funds
post to your accgunt: and are available
for disbursemetit. You put other people’s
money at fisk when you.do chis, and it is
one of the reasbns we gét.several over-
draft notices a month from banks.

- Miake sure your firm has in place
effective measres to ensure compliance
with these rules. Every lawyer is ethically
responsible for the correct handling of
his or her own client’s funds, whether
they are in solo practice or 2 firm. You
can delegate some of these duties, but
itis then your responsibility to ensure
that those to whom the task has been
delegated perform the work correctly.'s

* ‘Recently, we have seen a nurnber of

cases where lawyers in small firms relied
upon a bookkeeper or other designated
indtvidual o hiandle their trust aceount
records, and thought everything was
fine when it was not. As the licensed
attorney, you ate responsible,

~ Resources

The Otfice has several resources
available oft its website to assist lawyers
to mieet their trust account obligations,
including a brochure, Other People's
Money: Operating Lawyer Trust Ac-
counts (2015), and a list of frequently
asked questions about trust accounts.
We have also added new links at our
website to two MSBA resources, [OLTA
Guide, QuickBooks Online (2017) and

IOLTA Guide—CosmolLex (2016), with
the MSBA's permission. And remem-

ber you can-always call the OLPR for

an advisary opinion (651-296-3952 or
1-800-657-3601) on specific trust ac-
courit questions. We want you to get this
right, 50 please let us know how-we can
assist. Good luck with your spring trust
account gleanup! A
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