LAWYERS PROFESSIONAL RESPONSIBILITY BOARD
MEETING AGENDA

Friday, April 27, 2018 —1:00 p.m.
Town & Country Club
St. Paul, Minnesota

1. Welcome to Justice Lillehaug, Liaison Justice.

2. Approval of Minutes of January 26, 2018, Lawyers Board Meeting
(Attachment 1).

3. Committee Updates:
a. Rules Committee
(i) Update on MSBA April 20, 2018, Assembly actions.
(i)  Rules Committee’s Recommendation on Rule 1.6, MRPC, and
Board discussion (Attachment 2).

b. Opinions Committee.
(i) Discussion on Opinion No. 24.

C. DEC Committee.
@) May 18, 2018, DEC Chairs Symposium.
(i) September 28, 2018, Professional Responsibility Seminar.

4, Strategic Plan Report Draft (Attachment 3).
5. Director’s Report (Attachment 4).

6. Other Business:

a. Next meeting, Friday, June 8, 2018, 1:00 p.m.
b. Board Offsite, Friday, July 27, 2018.
C. Professional Responsibility Seminar, Friday, September 28, 2018.

7. Quarterly Board Discussion (closed session).

REMINDER: Please contact Tina in the Director’s Office at 651-296-3952 if you were

confirmed for the Board meeting and are now unable to attend. Thank you.

If you have a disability and anticipate needing an accommodation, please contact the OLPR at
Iprada@courts.state.mn.us or at 651-296-3952. All requests for accommodation will be given due
consideration and may require an interactive process between the requestor and the Office of Lawyers
Professional Responsibility to determine the best course of action. If you believe you have been excluded
from participating in, or denied benefits of, any Office of Lawyers Professional Responsibility services
because of a disability, please visit www.mncourts.gov/ADAAccommodation.aspx for information on
how to submit an ADA Grievance form.




Attachment 1

MINUTES OF THE 182" MEETING OF LAWYERS PROFESSIONAL
RESPONSIBILITY BOARD JANUARY 26, 2018

The 1824 meeting of the Lawyers Professional Responsibility Board convened at
1:00 p.m. on Friday, January 26, 2018, at the Town and Country Club, St. Paul,
Minnesota. Board members present were: Board Chair Robin Wolpert, and Board
members Joseph Beckman, Jeanette Boerner, James Cullen, Thomas Evenson, Roger
Gilmore, Christopher Grgurich, Mary Hilfiker, Gary Hird, Anne Honsa, Peter Ivy,
Bentley Jackson, Shawn Judge, Michael Leary, Susan Rhode, Brent Routman, Gail
Stremel, Terrie Wheeler, Bruce Williams, and Allan Witz. Present from the Director’s
Office were Director Susan Humiston, Deputy Director Timothy Burke, Senior Assistant
Directors Joshua Brand, Siama Brand and Cassie Hanson, and Assistant Directors Amy
Mahowald and Nicole Frank. Also present for portions of the meeting were Justice
David Stras, and Frederick Finch on behalf of the Minnesota State Bar Association Rules
of Professional Conduct Committee.

1. APPROVAL OF MINUTES.

The Minutes of the September 29, 2017, Board meeting were approved.

2. WELCOMES TO MARK LANTERMAN AND BRENT ROUTMAN.

Robin Wolpert welcomed Brent Routman as a new member of the Board and
briefly summarized his resume and experience. Ms. Wolpert also informed the
Board that effective February 1, 2018, Mark Laterman will join the Board.

Ms. Wolpert recognized and thanked Terrie Wheeler for her service to the Board
as a Board and Executive Committee member.

3. UPDATED ROSTER, AND PANEL AND COMMITTEE ASSIGNMENTS.

Ms. Wolpert stated that with the recent departures from and additions to the
Board, changes have been made to various Panel and committee assignments.
Ms. Wolpert thanked the Board members with whom she spoke for their input
regarding these assignments. Ms. Wolpert summarized the new Panel and
committee assignments, and noted that Cheryl Prince would become Board Vice
Chair and both Ms. Prince and Mr. Beckman would become members of the
Executive Committee. Beginning February 1, Anne Honsa will remain Chair of
the Opinion Committee, Chris Grgurich will become Chair of the Rules
Committee, and Peter Ivy will become Chair of the DEC Commiittee.



Susan Humiston noted that there are matters presently pending before Panels.
Ms. Humiston stated that she would inform the Board members by email as to
the status of each particular matter currently assigned to a Panel.

Ms. Humiston also stated that the Office will offer training to Panel Chairs
around the end of February 2018. The purpose of the training is to help educate
new Panel Chairs, and refresh current Panel Chairs, on the roles, responsibilities,
duties, and best practices for Panel Chairs.

Ms. Humiston also stated that the Office is in the process of developing a
summary statement for Board members to assist them in their various functions.
The summary is intended to provide for each of the various tasks assigned to a
Board member a brief guide as to the role, the purpose of the role, and the
options for the Board member under the Rules of Lawyers Professional
Responsibility. Revisions to the Panel Manual remain in process.

REVISED POLICY & PROCEDURE NO. 5.

Ms. Humiston introduced the background of this policy and procedure. Policy &
Procedure Memorandum No. 5 addresses the procedures for the Board and the
Office to use in handling a disciplinary complaint against an attorney Board
member. Ms. Humiston reported that she had recently reviewed this policy and
procedure memorandum with the Supreme Court Commissioner, and in those
discussions a number of updates were recommended.

First, if special counsel in a matter is to be appointed, that appointment should be
done by the Supreme Court through the Commissioner’s Office. This follows the
procedure the Court utilizes to appoint a referee to a lawyer discipline matter.

Second, the Court wants requests for appointment of special counsel to be filed
electronically. The Clerk of Appellate Courts has worked with the
Commissioner’s Office to create a file for electronic filing of these requests.

Third, in making these requests, to identify the respondent lawyer, numbers
should be used instead of using random initials.

Fourth, the prior policy was silent on compensation. The revised policy calls for
special counsel to be compensated at the same rate as a senior judge acting as a
referee in a lawyer discipline matter.

Finally, the policy was revised to eliminate gender-specific pronouns.



Mr. Williams suggested that it should be made clear in sections 1 and 2a that the
reference to Rule 8 is to Rule 8 of the Rules on Lawyers Professional
Responsibility. Ms. Humiston concurred that this was a good idea.

A motion was made to approve revised Policy and Procedure No. 5 as set forth
in attachment 4 to the agenda for the Board meeting, with the clarification
suggested by Mr. Williams. The motion was seconded and unanimously
approved.

STRATEGIC PLANNING.

Ms. Humiston provided a brief background on the Office’s strategic planning
process. Ms. Wolpert noted that the strategic planning committee has been
engaged with the Office since October 2017 in working toward the development
of a strategic plan.

The strategic planning committee is comprised of the members of the Executive
Committee, various staff attorneys, former Board Chair Judie Rush, and Emily
Eschweiler, the Director of various Supreme Court boards. The facilitator is
Connie Gackstetter from Judicial Branch Human Resources. Ms. Wolpert
recognized the committee was a very engaged group, and that Ms. Gackstetter
had done an excellent job facilitating the committee’s discussions. The
committee obtained a significant amount of information, including hundreds of
responses to an electronic survey, and individual interviews with several
stakeholders in the lawyer discipline system.

The materials attached to the agenda for the Board meeting constitute the essence
of what will likely develop into the strategic plan. Ms. Humiston believes that a
tagline, vision, and regulatory objectives should be identified for the Office and
incorporated into the plan. Ms. Humiston noted that in April 2016 the American
Bar Association adopted model regulatory objectives, and so far three states have
adopted such objectives. Ms. Humiston believes it is appropriate to put together
strategic priorities, and strategies to implement those priorities, based around the
concepts in the ABA model regulatory objectives.

Ms. Humiston noted that at the start of the strategic planning process, Justice
David Stras said that the Supreme Court would want to get engaged at the point
where the strategic planning committee presently is in its process. Ms. Humiston
noted that she had shared the committee’s work with the Office staff and
received valuable feedback.



Ms. Humiston reported that she is currently working on an action plan to
implement the strategic plan. This is to identify the stakeholders who will act on
certain items in the plan and a timeline for implementation. Ms. Humiston
stated the original goal was to have a three-year strategic plan, but that a more
realistic plan would be a three to five year plan, depending on office staffing.
Ms. Humiston reported that the committee will be preparing a written report
which will set forth the strategic plan, and also discuss the process and survey
results. Ms. Humiston reported that the final product of the committee will be
developed for presentation to the Board at its April 2018 meeting. Ms. Humiston
requested the Board members to email her with any feedback they have toward
the strategic planning priorities identified to ensure the strategic plan is
consistent with the ideas of the Board members.

Justice Stras briefly summarized the history of the strategic planning process.
Justice Stras noted that two to three years ago there was substantial transition
with the Board and Office, with the arrival of a new Board Chair and a new
Director. At the time, certain goals such as those related to file handling needed
to be addressed. As progress has been made toward those goals, over the last
year Justice Stras discussed with Ms. Humiston the idea of preparing a strategic
plan for the Office. Justice Stras credited Ms. Humison for her work in putting
the plan together. Justice Stras noted that the Court takes the Office’s strategic
planning process and plan very seriously and intends to review the final strategic
plan, provide feedback, and ultimately vote on formally approving a strategic
plan during a Court meeting.

Ms. Wolpert noted that the Office is the first disciplinary office in the country to
do a strategic plan. Ms. Wolpert stated that she, too, valued the feedback
received from the stakeholders regarding the challenges before the Office, and
identifying where the Office performs well.

Ms. Humiston noted that from responses to an inquiry on a listserv for the
directors of lawyer discipline agencies in the United States, it appears that
strategic plans for lawyer discipline systems had been done only in states with an
integrated bar. Even in those instances, the strategic plan for the discipline office
was part of a broader strategic plan for that state’s bar association as a whole.
Other states have requested the Office’s survey questions, which Ms. Humiston
has provided, and are interested in receiving the strategic plan when it is
complete.



Ms. Wolpert invited the Board members to share their preliminary thoughts,
recognizing that a more robust discussion will be conducted at the Board’s April
2018 meeting.

Mr. Ivy noted the report on lawyer well-being, and asked if that report could be
posted. Ms. Humiston noted that attachment 10 to the Board materials contained
an article Ms. Humiston authored in which she summarized the report on lawyer
well-being recommendations for regulators. Ms. Humiston also noted that
Minnesota has already implemented a large number of those recommendations.
She also noted that there is a substantial section of that report on what managing
lawyers in law firms should be doing to help improve lawyer well-being, and
that a similar section exists for state supreme courts.

Ms. Wolpert noted that a focus this year was on the roles of the discipline
system, the state bar association, and law schools, and how they can partner to
improve lawyer well-being.

Ms. Humiston stated that her favorite quote from the report on lawyer
well-being was that lawyer discipline alone could not make a sick lawyer well.

Mary Hilfiker inquired about the efforts to improve onboarding and training.
Ms. Humiston noted that the Office recognizes the substantial amount of
information an oncoming Board member needs to learn in a short amount of
time, and that the Office has worked on improving the onboarding and training
process for incoming Board members. Among other things, the Office has
revised the training provided to Board members, is working on improving the
Panel Manual, and will be conducting a training and refresher session for Panel
Chairs. Mr. Routman noted that he is participating in the Office’s current
onboarding process and reported that he was pleased with the onboarding to
date.

Ms. Wolpert recognized that becoming a Board member can be overwhelming at
the start of the Board member’s term. There are bodies of rules to learn, various
roles performed by a Board member, differing standards of review and/or proof,
and the like. Each of these is critical to the Board’s mission, and the Board is a
working Board which at times acts as a quasi-judicial body. Ms. Wolpert
reported that she was glad to hear that a focus of the Deputy Director is
enhancing the learning and onboarding experience.

Following up on Ms. Hilfiker’s inquiry, Mr. Williams stated that he believes that
consideration ought to be given to including Board members in the onboarding



process. Ms. Humiston reported that the Office views the onboarding process as
the responsibility of the Office, as the staff is paid to work with the Board and the
district ethics committees (DEC) in training for DEC members as well.

Ms. Humiston noted that as part of the training for DEC members, the Office
intends to produce a series of training videos for DEC members, which will be
hosted on a private YouTube channel.

Mr. Burke requested the Board members to provide to him any feedback they
have on how to improve the training and onboarding process performed by the

Office.

COMMITTEE UPDATES.

A. Rules Committee

ii.

Rule 5.5, MRPC.

Ms. Humiston reviewed the history of the proposed changes to
Rule 5.5. She reported that she provided the Board’s feedback to
the MSBA's rules and judiciary committees. The MSBA judiciary
committee decided to have a one hour CLE presentation at the
December 17 MSBA general assembly regarding Rule 5.5.

Ms. Humiston and Eric Cooperstein presented, and Tom Nelson
acted as facilitator. The CLE provided attendees with education on
the history and substance of the proposed changes to Rule 5.5,
MRPC, and various views on each of the recommended changes.
Ms. Humiston reported that the feedback she received was uniform
in that attendees found the CLE very informative. The MSBA
Judiciary Committee hoped and believed that this CLE would
allow members of the general assembly to be highly informed
when the question is called for consideration at a general assembly
meeting. Ms. Wolpert agreed that the CLE was excellent and
positioned the general assembly for a well-informed debate.

Mr. Finch reported that the judiciary committee will consider the
proposed changes to Rule 5.5 at an upcoming meeting, and that he
would inform the Board and Office of that date.

Rule 1.6, MRPC.

Ms. Wolpert provided handouts to the Board members for this
discussion and summarized the handouts. She also noted that an



invitation was extended to the MSBA Rules of Professional
Conduct Committee to attend this Board meeting, and Mr. Finch
was present as Chair of that committee. Ms. Wolpert turned the
discussion over to Mr. Grgurich, incoming Chair of the LPRB Rules
Committee.

Mr. Grgurich provided an overview of the structure of Rule 1.6(a)
and (b), MRPC, a summary of Board Opinion No. 24, and a
summary of the issues raised by the current language of

Rule 1.6(b)(8), Opinion No. 24, and the MSBA Rules Committee’s
proposal. Mr. Grgurich then reported on the recent LPRB Rules
Committee meeting, the recommendations which flowed from that
Committee meeting, and the communications that Cheryl Prince,
Chair of the LPRB Rules Committee, and Anne Honsa, Chair of the
Opinion Committee, had thereafter.

Ms. Honsa stated that she and Ms. Prince concurred that the Board
should table action on whether to repeal Opinion No. 24 until there
was an understanding of the Board’s position regarding the
proposed changes to Rule 1.6(b)(8). Ms. Honsa reported that the
Opinion Committee thereafter discussed the matter and concurred.

Ms. Wolpert then invited other members of the Rules Committee to
provide any desired input.

Mr. Cullen stated that his position was that the Board needed to
consider the fundamental issue, which rests in Opinion No. 24.

Mr. Cullen noted that this opinion makes it clear that a lawyer may
not disclose client confidential information in response to a
negative online client review. However, this opinion may be at
odds with the language of Rule 1.6(b)(8). Mr. Cullen stated that if
so and if Board opinions alone are not able to be the basis for
discipline, then if a client makes a serious or defamatory allegation
in an internet post, the issue is whether a lawyer should be allowed
to use confidential information to respond. If Rule 1.6(b)(8) by its
language would allow a lawyer to do so, then Opinion No. 24
should be amended by deleting the second paragraph of the
opinion. Mr. Cullen noted that during the most recent Rules
Committee meeting he made a motion to this effect, but the motion
did not pass for want of a second.



Mr. Grgurich stated that as a Rules Committee member, he had
brought the motion during the Rules Committee meeting to
withdraw Opinion No. 24. Mr. Grgurich stated that he made this
motion because he was at the Board meeting in which Opinion
No. 24 was adopted, he did not recall the opinion being discussed
in the context of the specific language of Rule 1.6(b)(8), and he did
not believe the opinion could be squared with the language of the
rule.

Mr. Burke stated that he concurred with Mr. Cullen that a threshold
issue is whether the language of Opinion No. 24 is consistent with
the language of Rule 1.6(b)(8). Mr. Burke stated that he believes an
additional threshold question exists, whether a lawyer should be
allowed to use client confidential information in response to a
negative social media post. Once that policy decision is reached,
then rule language can be crafted consistent with that policy goal.

Mr. Ivy expressed that the MSBA Rules Committee proposed
changes to Rule 1.6(b)(8) has an absence of safeguards surrounding
disclosure. Mr. Ivy noted that Minnesota Statute Ch. 595 governs
attorney-client privilege in post-conviction proceedings. Mr. Ivy
noted that in post-conviction proceedings, allegations of ineffective
assistance of counsel are often made. If an evidentiary hearing is
ordered on such an allegation, then counsel making the claim will
want privileged information from prior defense counsel. Mr. Ivy
noted that the process of providing that information is subject to
court supervision, with substantial built-in protections including in
camera review of lawyer files, in camera review to determine the
scope of permitted disclosures, and that when the matter is
concluded, no further disclosure or dissemination or review will
exist. Mr. Ivy noted that this supervision of the process sharply
contrasts that with the language in the proposed rule. Mr. Ivy
noted that lawyers could have vastly different interpretations of
terms such as “reasonable” and “necessary” in the proposed
changes, so that application of the rule for a practicing lawyer
would be extremely difficult.

Mr. Beckman noted that if the Board repealed Opinion No. 24, the
Board will in essence state words to the effect of “we changed our
mind” on an opinion barely one year old. Mr. Beckman expressed



concern that this was not a quality process to follow and suggested
that the Board should decide on Opinion 24 when it made its
decision regarding the proposed changes to Rule 1.6(b)(8).

Ms. Wolpert responded that what constituted the status quo
depended on one’s approach. Ms. Wolpert noted that for many
years Opinion No. 24 did not exist, so that repeal of Opinion No. 24
could be considered a return to the status quo. Ms. Wolpert also
noted the Opinion Committee had recommended the Board not
repeal Opinion 24 while the discussion regarding Rule 1.6 went
forward, and the Rules Committee had made an opposite
recommendation.

Mr. Routman stated his understanding that prior to the adoption of
a Board opinion, a proposed opinion is sent out for comment, but
this process was not followed before the Board adopted Opinion
No. 24, and inquired as to the process surrounding the adoption of
Opinion No. 24. Mr. Routman also asked whether as a
jurisdictional issue, the Rules of Professional Conduct Committee
could make a recommendation on whether the Board should
withdraw an opinion.

Ms. Wolpert discussed the process surrounding the adoption of
Opinion No. 24. Ms. Wolpert stated that the Board did not
specifically decide not to seek comment on the Board opinion.
Rather, the Board’s normal practice is to seek such comment.

Ms. Humiston noted that when the Board adopted Opinion No. 23,
which addressed a very unique issue, no comment was solicited,
and the process followed with Opinion No. 23 was simply followed
for Opinion No. 24. Ms. Humiston concurred that it was an
oversight not to request input toward Opinion No. 24, and noted
that Opinion No. 24 arose from the Office which was responding to
requests for advisory opinions on the topic. Ms. Wolpert concurred
that the Board’s practice is to seek input regarding proposed Board
opinions and agreed with Ms. Humiston that in the context of
Opinion No. 24 there was an inadvertent oversight.

Regarding the issue of jurisdiction of various Board committees,
Ms. Wolpert noted that each committee had made a
recommendation to the Board, but ultimately the Board would



make the final decision in the matter. Ms. Wolpert noted the value
of Board committees working together when so warranted.

Ms. Hilfiker stated that she believed the Board should not repeal
Opinion No. 24. She believed that allowing a lawyer to reveal
confidential information in response to a client’s negative review
could only make the situation for the lawyer worse, not better.

Mr. Williams concurred. He noted that oftentimes client criticisms
amount to little more than a character assassination and that
lawyers cannot control a person who desires to engage in such
conduct.

Mr. Witz concurred with the Deputy Director’s definition of the
threshold question before the Board. Mr. Witz believes that the
Board should decide the policy it wishes to adopt regarding
disclosure of confidential client information, and from there
determine how a rule should be written.

Ms. Humiston noted that the MSBA proposal is broader than online
posts, but applies to any disclosure to a third person not in the
lawyer’s firm. Mr. Witz reiterated that the Board’s discussion
should start with a discussion of the Board’s policy on this issue.

Mr. Cullen noted that before the most recent LPRB Rules
Committee meeting, he had three motions for the committee’s
consideration. One of these, regarding the addition of the words
“actual” or “potential” in 1.6(b)(8), was considered.

Ms. Honsa noted that Opinion No. 24 was designed to caution
attorneys not to post confidential client information on the internet
in response to critical comments. She noted that the existing

Rule 1.6(b)(8) uses the terms “controversy” and “proceedings.”
Ms. Honsa shares the concern Mr. Williams expressed, that the
MSBA'’s proposal opens the door to lawyers inappropriately
revealing client confidential information, which the Board
attempted to avoid by adopting Opinion No. 24.

Mr. Beckman concurred, noting that it is an easier position for a
lawyer to be in to simply state that the lawyer is ethically barred
from substantively responding.

10



Justice Stras noted that he does not read the Board’s Opinion No. 24
as prohibiting all responses, but simply stating that a lawyer may
not use client confidential information in responding.

Ms. Humiston agreed. Ms. Humiston also noted that she believes
this discussion raised the issue of whether documents available as
part of the public record, such as court filings, should be defined as
not confidential. Ms. Humiston noted that recently the ABA issued
a formal Opinion No. 479, which reiterated that confidentiality
under the Rules of Professional Conduct is broader than attorney-
client privilege, and client confidentiality is not abrogated simply
because a document is filed in a public case. Ms. Humiston noted
that as others have said, the last person a client wants talking about
the client’s case is the client’s lawyer. Thus, ABA Formal Opinion
479 states that “publicly available” information is not synonymous
with “readily available” information as term is used in Rule 1.9.

Ms. Humiston noted that the recent conversations regarding the
effect of Board opinions suggests that this issue should be revisited.
Ms. Humiston noted that the Supreme Court had stated that the
Board may issue opinions, Board opinions are interpretations of the
Rules of Professional Conduct to guide attorney conduct, the Board
may not change a rule through the adoption of an opinion, and a
lawyer may not be disciplined solely for violation of an opinion. In
summary, Ms. Humiston stated that Board opinions are designed
to provide guidance and helpful information to the bar.

Mr. Williams stated that he believes that adoption of the MSBA's
proposal would create a slippery slope opening a Pandora’s Box.

Ms. Judge inquired whether Rule 1.6(b)(8) and Opinion No. 24 are
inconsistent. Her concern with the MSBA proposal is that it creates
substantial uncertainty and need for education for a lawyer as to
when a lawyer could or could not reveal client confidential
information. She also is concerned that if a lawyer did reveal client
confidential information, the lawyer opens the lawyer up to many
potential legal ramifications. She noted that she believes Opinion
No. 24 does help attorneys by clarifying their obligation.

Ms. Wolpert then invited Mr. Finch to address the Board.
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Mr. Finch stated his opinion that the function of the Board is lawyer
discipline and guidance to the Office on how to enforce the Rules of
Professional Conduct. Mr. Finch opined that nothing in the Board’s
charter says the Board must provide opinions on proposed changes
to the Rules of Professional Conduct. He opined that the Board
was not actively involved in the major overhauls of the professional
conduct rules in the early 1980s and in the early 2000s. That said,
he noted that the Board and the MSBA have tried to seek the input
of the other regarding potential rule changes.

As to substance, Mr. Finch noted that the proposed changes to
Rule 1.6(b)(8) are not limited simply to internet or online postings.
He also thought the proposal provided an opportunity to resolve
the ambiguity in Rule 1.6(b)(8) as to the definition of “controversy”
in that rule.

Mr. Finch noted that the MSBA proposal is designed to limit the
circumstances in which a lawyer may use client confidential
information to specific and public accusations that raise a
substantial question as to a lawyer’s honesty, trustworthiness, or
fitness in other respects, and only when a client used confidential
information.

Mr. Finch noted that Rule 1.6(b)(8) already contains many
exceptions to the general rule of client confidentiality. Mr. Finch
stated that the MSBA Rules of Professional Conduct Committee
believes the Court should adopt its proposal to amend

Rule 1.6(b)(8), would like the Board to agree with the MSBA's
proposal, or at least would like the Board not to disagree.

Ms. Humiston noted that the MSBA Rules Committee was divided
when it voted on the proposal.

Mr. Grgurich stated that he believed greater clarity in the rule was
required. Ms. Humiston concurred.

Mr. Hird expressed concern that adopting the proposed changes to
Rule 1.6(b)(8) could have effects that do not reflect at all well on the
profession.

A motion was made to adopt a portion of the MSBA proposal to
add the words “actual or potential” immediately before the word

12



“civil” in Rule 1.6(b)(8). The motion was seconded and
unanimously approved.

A motion was made to reject the MSBA’s proposal to amend

Rule 1.6(b)(8), subject to the foregoing motion. Mr. Routman
believed that at this time the Board should look at the issue in
greater depth. Mr. Routman expressed concern that the rule is
ambiguous, the opinion is inconsistent with the rule, and it is
therefore hard to see a lawyer disciplined on the rule. The motion
was seconded. The motion failed on a vote of 13 to 5, with one
abstention.

A motion was made to adopt the recommendation of the LRPB
Rules Committee for the Board to table further consideration of the
MSBA'’s proposed changes. The motion was seconded and
unanimously approved. The input of Board members on this issue
to the Rules and/or Opinions committees was solicited. Mr. Finch
stated that the MSBA Rules of Professional Conduct Committee
stood willing to assist the Board and its committees in the
deliberations.

The sense of the room was that the Board should not repeal
Opinion No. 24 at this time.

DEC Committee

Ms. Wheeler reported that three of the district ethics committees do not
presently have a 20% membership of non-lawyers, and that the DEC
Committee has discussed this issue with the Executive Committee.

Mr. Ivy reported that he is considering additional methods for recruiting,
especially of non-lawyers, and is also considering ways to improve
training for DEC members. He believes that the private YouTube channel
with training videos presents an intriguing opportunity. Ms. Humiston
noted that in some outstate districts, the greater challenge is ensuring that
the term limits set forth in Rule 3, RLPR, are observed. Ms. Humiston also
reminded Board members that the DEC Chairs symposium will be
conducted on May 18, 2018. Ms. Wolpert requested that Board members
with ideas for the symposium contact Mr. Ivy and/or Joshua Brand.

13



DIRECTOR’S REPORT.

Ms. Humiston noted that ABA Formal Opinion 479 was in the materials attached
to the agenda for the meeting. Mr. Cullen noted that this opinion contains
distinctions between the use, disclosure, and revelation of client confidential
information. Mr. Cullen noted that the discussion had been about disclosure
when the Board was discussing Rule 1.6(b)(8). Mr. Cullen asked Ms. Humiston
how much she believed ABA Opinion 479 would help the Rules Committee.

Ms. Humiston stated that she believed the opinion was helpful because it again
reiterated the nature of when information would no longer be considered
confidential. Ms. Humiston noted that this issue was answered by Opinion 479
as to former clients.

Ms. Humiston provided a personnel update. Ms. Humiston introduced Nicole
Frank, who recently joined the Director’s Office as an Assistant Director.

Ms. Frank provided a brief summary of her career. Ms. Humiston reported that
the Office has hired two attorneys who will start February 20. She provided a
brief background of the careers and credentials of Becky Huting and Aaron
Sampsel. Ms. Humiston also reported that the Office has hired a new
receptionist who will start shortly.

Ms. Humiston announced with regret that Tina Trejo has announced that she
will retire from the Office in July 2018. Judicial Branch Human Resources has
authorized the Office to have a three-month overlap for the hiring of Ms. Trejo’s
successor to allow for training and development.

Ms. Humiston provided an overview of statistics, and noted that the Office
continues to make good progress toward the Board’s targets for case progress,
although due to staffing changes the Office is not where it needs to be.

Ms. Humiston reported that the Office is making an effort to have staff attorneys
join various MSBA committees so that the Office ensures that it is hearing what
lawyers in the community are saying about the profession. Ms. Humiston
reported that the Office continues to develop its skills in dealing with lawyers
suffering from impairments, and that as part of this effort, will be conducting a
training session with staff from Lawyers Concerned for Lawyers.

Ms. Wolpert reminded the Board that the date of the June 2018 meeting has been
changed to June 8.
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OTHER BUSINESS.

Mr. Grgurich inquired whether in light of ABA Opinion No. 479 the Board
should explore whether publicly available documents should be considered
non-confidential. Ms. Humiston stated that she believed it was appropriate to
consider this issue at this time.

Mr. Leary expressed kudos to Ms. Humiston and the staff at the Office for their
progress in achieving the Board’s case processing goals. Ms. Humiston thanked
Mr. Leary for his praise and noted that the progress was a team effort.

OUARTERLY BOARD DISCUSSION.

The Board, in a closed session, conducted its quarterly Board discussion.

Thereafter, the meeting adjourned.

Respectfully submitted,

imothy M. Burke

Deputy Director

[Minutes are in draft form until approved by the Board at its next Board
meeting.]
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Attachment 2

LPRB Consideration of MSBA Proposal to Amend Rule 1.6(b)(8)

Timeline of Events:

September 30, 2016:
December 6, 2016:

September 26, 2017:

September 29, 2017:

November 20, 2017:

LPRB issues Opinion 24

OLPR Pat Burns article in Bench & Bar regarding client
confidentiality and client criticisms

MSBA Rules of Professional Conduct Committee
proposes amendments to Rule 1.6(b)(8), issues report

LPRB receives and considers MSBA proposal; votes to
send the issue to the Rules Committee for evaluation and
recommendation '

MSBA Judiciary Committee considers MSBA Rules of
Professional Conduct Committee recommendation to
amend Rule 1.6(b)(8); Judiciary Committee votes to wait
for the LPRB recommendation on the proposed
amendments

December 13, 2017:

- December 15, 2017:
January 11, 2018:

- January 18, 2018:

January 19, 2018:

LPRB Rules Committee considers MSBA proposal and
decides to hold a second meeting

ABA issues Opinion 479

LPRB Rules Committee considers MSBA proposal and
issues recommendations

Chair of LPRB Rules Committee communicates
recommendation regarding Opinion 24 to Chair of LPRB
Opinion Committee

Tim Burke memo re Rules Committee recommendations
regarding MSBA’s proposed amendments to Rule
1.6(b)(8) is posted on OLPR website for comment



Materials relevant for evaluation of MSBA Proposed Amendments:

1.
2.

Current Rule 1.6

MSBA Report and Recommendation Re Amendments to Rule 1.6, including
proposed new language and explanation for amendments

Opinion 24

Tim Burke memo summarizing work of LPRB Rules Committee

Bill Wemnz response to Burke memo

ABA Opinion 479

Pat Burns Bench & Bar article

Recommendations of the LPRB Rules Committee:

1.

Committee unanimously approved the following MSBA’s proposed
amendment: “...the lawyer reasonably believes the disclosure is necessary
to establish a defense in an actual or potential civil, criminal, or disciplinary
proceeding...”

Committee voted 3-3 on a motion to reject the MSBA’s remaining proposed
amendments to Rule 1.6(b)(8)

Committee voted 5-1 on a motion for the Rules Committee to table
consideration of the MSBA’s remaining proposed amendments to Rule
1.6(b)(8) for further evaluation and discussion by the LPRB

Committee voted 5-1 on a motion to recommend that the LPRB withdraw
Opinion 24 until the Board has completed evaluating Rule 1.6(b)(8)

Comparison of Current and Proposed Rule

RULE 1.6: CONFIDENTIALITY OF INFORMATION

(a) Except when permitted under paragraph (b), a lawyer shall not

knowingly reveal information relating to the representation of a client.

if

(b) A lawyer may reveal information relating to the representation of a client



CURRENT RULE

[ MSBA PROPOSAL

(8) the lawyer reasonably believes the
disclosure is necessary to establish a
claim or defense on behalf of the lawyer
in an actual or potential controversy
between the lawyer and the client, to
establish a defense in a civil, criminal,
or disciplinary proceeding against the
lawyer based upon conduct in which the
client was involved, or to respond in any
proceeding to allegations by the client
concerning the lawyer’s representation
of the client

(8) the lawyer reasonably believes the
disclosure is necessary to respond to a
client’s specific and public accusation,
made outside a legal proceeding, of
misconduct by the lawyer, where the
accusation (a) raises a substantial
guestion as to the lawyer’s honesty,
trustworthiness, or fitness as a lawyer in
other respects and (b) includes the
client’s disclosure of information or
purported information related to

blich aclai of behalfof

by the-client coneerning the lawyer’s

representation of the client;

(9) the lawyer reasonably believes the
disclosure is necessary to establish a
claim or defense in an actual or potential
civil, criminal, or disciplinary
proceeding against the lawyer based
upon conduct in which the client was

‘involved. or to respond in any

proceeding to allegations by the client
concerning the lawyer’s representation
of the client-comphy-with-otherlaw-ora
court-order; '




OPINION 24

BURNS ARTICLE

| “When responding to comments,
negative or otherwise, posted on the
internet (or any other public forum)
concerning the lawyer’s representation
of a client, Rule 1.6(b)(8) does not
permit the lawyer to reveal information
relating to the representation of a
client.”

“Lawyers are cautioned that, when
responding to comments posted on the
internet or other public forum which are
critical of the lawyer’s work,
professionalism, or other conduct, any
such response should be restrained and
should not, under Rule 1.6(b)(8), reveal
information subject to Rule 1.6(a),
MRPC.”

Comments posted on the internet or
another public form should not be
considered a “proceeding”

“A public posting of a comment critical
of a lawyer’s services seems unlikely to
have substantial ramifications for
persons other than the lawyer and the
poster of the comment. Thus, it ought
not to be considered a controversy,
public or otherwise, warranting
application of the self-defense exception
to Rule 1.6.”
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OPINION NO. 24
Confidentiality of Informiation

Rule 1.6(a), Minnesota Rules of Professional Conduct (MRPC), generally prohibits a
lawyer from knowingly revealing information relating to the representation of a client:
Contained within the subsections of Rule 1.6(b), MRPC, however, are eleven
enumerated exceptions to that general prohibition. Amongst those exceptions is

Rule 1.6(b)(8), MRPC, which permits a lawyer to reveal information relating to the
tepresentation of a client provided:

[TThe lawyer reasonably believes the disclosure is necessary to establish a
claim or defense on behalf of the lawyer in an actual or potential
controversy between the lawyer and the client, to establish a defense in a
civil, criminal, or disciplinary proceeding against the lawyer based upon
conduct in which the client was involved, or to respond in any proceeding
to allegations by the client concerning the lawyer's representation of the

client....

When responding to comments, negative or otherwise, posted on the internet (or any
other public forum) concerning the lawyer’s representation of a client, Rule 1.6(b)(8),
MRPC, does not permit the lawyer to reveal information relating to the representation

of a client.

Lawyers are cautioned that, when responding to comments posted on the internet or
other public forum which are critical of the lawyer’s work, professionalism, or other

TTY USERS CALL MN RELAY SERVICE TOLL FREE 1-800-827-3520
hitp:/iprb.mncourts.gov
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No resolution presented herein reflects the policy of the Minnesota State Bar
Association until approved by the Assembly. Informational reports, comments,
and supporting data are not approved by their acceptance for filing and do not
- become part of the policy of the Minnesota State Bar Association unless

specifically approved by the Assembly.

Report and Recommendation to the MSBA Regarding Proposed
Amendments to MRPC 1.6, Confidentiality of Information

Rules of Professional Conduct Committee
November 1, 2017

RECOMMENDATION

RESOLVED, that the MSBA petition the Minnesota Supreme Court to adopt proposed
amendments to Minnesota Rules of Professional Conduct 1.6(b)(8) and (9), and related
comments, as set forth in this report.

Rule 1.6(b) A lawyer may reveal information relating to the representation of a client if:

(8) the lawyer reasonably believes the disclosure is necessary to respond to a
client’s specific and public accusation, made outside a legal proceeding, of
misconduct by the lawyer, where the accusation (a) raises a substantial question
as to the lawver’s honesty, trustworthiness, or fitness as a lawyer in other respects
and (b) includes the client’s disclosure of information or purported information
related to e i i et

(9) the lawyer reasonably believes the disclosure is necessary to establish a claim
or defense in an actual or potential civil, criminal, or disciplinary proceeding
against the lawyer based upon conduct in which the client was involved. or to
respond in any proceeding to allegations by the client concerning the lawyer’s
representation of the client;

(910) the lawyer reasonably believes the disclosure is necessary to comply with
other law or a court order;

(3011) the lawyer reasonably believes the disclosure is necessary to inform the
Office of Lawyers Professional Responsibility of knowledge of another lawyer's
violation of the Rules of Professional Conduct that raises a substantial question as
to that lawyer's honesty, trustworthiness, or fitness as a lawyer in other respects.
See Rule 8.3; or



(3+12) the lawyer reasonably believes the disclosure is necessary to detect and
resolve conflicts of interest arising from the lawyer's change of employment or from
changes in the composition or ownership of a firm, but only if the revealed
information would not compromise the attorney-client privilege or otherwise
prejudice the client.

Comments to Rule 1.6.

a client’s petty or vague critique, or general opinion, of a lawyer, such as those that are
common in online rating services. Specific allegations are those which can be factually
verified or corrected. Public accusations are those made to third persons other than the
lawyer and those associated with the lawyer in a firm. Paragraphs (b)(8) and (b)(9)
recognize the principle that the beneficiary of a fiduciary relationship may not exploit it
to the detriment of the fiduciary.

ary ofa aevrela a3 ary. Where
a legal claim or disciplinary charge alleges complicity of the lawyer in a client’s conduct
or other misconduct of the lawyer involving representation of the client, the lawyer may
respond to the extent the lawyer reasonably believes necessary to establish a defense.
The same is true with respect to a claim or charge involving the conduct or representation
of a former client. Such a claim or charge can arise in a civil, criminal, disciplinary or
other proceeding and can be based on a wrong allegedly committed by the lawyer against
the client or on a wrong alleged by a third person, for example, a person claiming to have
been defrauded by the lawver and client acting together. The lawyer’s right to respond
arises when an assertion of such complicity has been made. Paragraph (b)(9) does not
require the lawver to await the commencement of an action or proceeding that charges
such complicity, so that the defense may be established by responding directly to a third
party who has made such an assertion. The right to defend also applies, of course, where
.a proceeding has been commenced. A lawyer entitled to a fee is permitted by paragraph
(b)(9) to prove the services rendered in an action to collect it.




REPORT

Committee History, Mission, Procedures.

The Rule 1.6 subcommittee was appointed on April 25, 2017, by Mike McCarthy, then
Chair of the MSBA Committee on the Rules of Professional Conduct (Committee).
Initial members of the subcommittee were William J. Wernz, Fred Finch, David Schultz,
Tim Baland, Jr., and Patrick R. Burns. On and after September 12, 2017, Timothy Burke
replaced Patrick R. Burns.

Appointment of the subcommittee was requested by William J. Wernz in a memo dated
April 17, 2017. The memo stated the purposes of the subcommittee would be (a) to study
and make recommendations regarding a possible petition to amend Rule 1.6(b)(8), Minn.
R. Prof. Conduct; and (b) to consider how the development of electronic social media and
other electronic publication modes may affect the issues addressed by Rule 1.6(b)(8).

The memo also stated, “The main occasion for this request is the issuance by the Lawyers
Professional Responsibility Board (LPRB) of Opinion 24, on September 30, 2016.” The
memo also identified what Mr. Wernz regarded as serious problems with Opinion 24.

The subcommittee’s recommendations were heard and considered at the Committee
meeting held on September 26, 2017. At that meeting, the Committee voted to support
the recommendations of the subcommittee absent any dissenting comments received from
MSBA sections. Following that meeting, the proposed changes and background
information were provided to all MSBA section chairs, with notice that comments were

- due October 27, 2017. The only comment received came from the New Lawyers Section,
indicating they had reviewed and discussed the proposed changes to Rule 1.6 and voted
to support them.

This information was brought back to the Committee when they met on October 31,
2017. It was noted by representatives of the Office of Lawyers Professional
Responsibility (OLPR) that the LRPB would not be formally discussing the proposed
amendments until their meeting in January, 2018. As a formality, the Committee again
‘voted to support bringing the proposed changes to the MSBA Assembly at their
December meeting. The Committee felt it important that these changes, along with the
changes recommended to Rule 5.5, be combined in one petition to the Court.

Sources.

Sources reviewed by the subcommittee included Lawyers Board Opinion 24, the April
17,2017, memo of Mr. Weinz, Patrick R. Burns, Client Confidentiality and Client
Criticisms, Bench & B. of Minn., Dec. 2016 (“OLPR article”) and William J. Wernz,
Board Forbids Lawyer-Self-Defense in Public Forum — a Further Look — Board Op. 24,

3



Minn. Law., April 10, 2017 (“Wernz article™). The subcommittee also reviewed literature
related to the advent and influence of electronic social media.

Minnesota and ABA Model Rules Lé6.

Since they were first adopted in 1985, the Minnesota Rules of Professional Conduct have
followed the ABA Model Rules of Professional Conduct to a large degree. The 2005
amendments to the Minnesota Rules were generally designed to increase the overlap of
the two sets of rules.

Nonetheless, Minnesota Rule 1.6 (“Confidentiality of Information™) has always had many
variations from Model Rule 1.6. In 1985, the Court rejected ABA Model Rule 1.6
altogether, preferring to carry forward the confidentiality provisions of the Minnesota
Code of Professional Responsibility into Minnesota Rule 1.6. From the 1980s to the
early part of this century Minnesota adopted amendments to Rule 1.6 which generally
enhanced the discretion of lawyers to disclose confidential information when necessary to
rectify or respond to client misconduct. These amendments were usually not based on
the Model Rules and in some cases the ABA rejected proposals similar to those adopted
in Minnesota. Sometimes the Model Rules were later amended to permit disclosures
similar to those permitted in Minnesota.

In 2005, Minnesota adopted several variations from Model Rule 1.6. The variations
generally permitted more disclosures than the Model Rule. For example, Minnesota Rule
1.6(b) permits eleven types of disclosures, but Model Rule 1.6(b) permits only seven.
Even where the Minnesota and Model Rules address the same types of permitted
disclosures, the relevant provisions sometimes differ. For example, Minnesota added the
words “actual or potential” to “controversy” in Model Rule 1.6(b)(8).

Based on this history, the Committee has not found it important to try to conform to ABA
Model Rule 1.6(b).

Lawyers Board Opinion No. 24 and the OLPR Article

On September 30, 2016, the LPRB issued Opinion No. 24. The Board did not follow its
customary procedures of seeking comment on a draft of the opinion and including a

Board explanatory comment with the opinion. Opinion 24 did not address the meaning

of Minnesota’s addition of “actual or potential” to “controversy.” Opinion 24 did not
include any explanation of its conclusion that Rule 1.6(b)(8) does not permit disclosure of
information covered by rule 1.6(a), “when responding to comments posted on the internet |
or other public forum. . ..”
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It appears that Opinion 24 takes the position that there are no circumstances in which the
“actual or potential controversy” provision of Rule 1.6(b)(8) permits disclosures. Mr.
Wernz reported that he inquired of the OLPR and of the LPRB whether they believed
there were any such circumstances, but did not receive a reply.

The OLPR article appears to take the position that the controversy provision would apply
only in public debates, especially on the internet, “that have substantial ramifications for
persons other than those engaged in [the debates].” The OLPR article regards such
ramifications as “unlikely” in the case of internet ratings of a lawyer. The Committee
considered, however, whether such ramifications would include decisions by prospective
clients as to retaining lawyers who were the subject of such ratings. A majority of the
Committee has concluded that there are circumstances, outside of legal proceedings, in
which a lawyer should be permitted to disclose confidential information to respond to a
client’s serious, specific allegations of the lawyer’s misconduct.

A majority of the Committee does not regard the status quo as satisfactory. The meaning
of “actual or potential controversy” is debatable. It is not evident that Opinion 24 states
the “plain meaning” of Rule 1.6(b)(8). The OLPR article is not consistent with Opinion
24 as to when disclosures are allowed in public controversies — OLPR would allow some
disclosures, but Opinion 24 would allow none. A majority of the Committee regards its
proposed rule amendments as not expanding disclosure permissions beyond those
allowed under current rules.

Electronic Social Media.

Electronic social media (ESM) has developed after 2005. ESM has become a major fact
of life. ESM provides important resources for information used in making everyday
decisions, including selection of providers of various services. Developments include
online rating services in which customers and clients rate the services of various
providers, including lawyers. The Committee has reviewed online ratings of lawyers.
The Committee has the following observations and conclusions.

‘Most online ratings of lawyers by clients express general opinions. Where ratings
include allegations of fact, they are often fairly general and do not disclose confidential
client information. Most factual allegations do not involve serious misconduct, but
instead involve such matters as diligence, adequacy of communications, manners and the
like. However, ESM postings can involve serious accusations of misconduct by lawyers.

Opinions, Rules and Cases in Other Jurisdictions.
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The Committee reviewed ethics opinions from other jurisdictions, including those that
were cited in the OLPR article and were apparently relied on by the LPRB in issuing
Opinion 24.

The opinions cited in the OLPR article do not address the situation where the client’s
accusation includes disclosure of confidential information. Three of the cited opinions
expressly state that they assume the client has not disclosed confidential information and
the other cited opinions expressly rely on these three opinions.” Opinion 24 in effect
takes a position that is not taken by these opinions, viz. that Rule 1.6(b)(8) does not
permit disclosure even when the client’s accusation includes disclosures. Insofar as
opinions in other jurisdictions take the position that lawyers may not disclose confidential
information to respond to critiques outside of legal proceedings when the critiques do not
themselves disclose confidential information, the Committee agrees with them.

D.C. Ethics Opinion 370, Social Media I: Marketing and Personal Use (Nov. 2016) was
issued after LPRB Op. 24 was issued. Op. 370 includes a section, “Attomeys May, With
Caution, Respond to Comments or Online Reviews From Clients.” This section applies a
Rule of Professional Conduct, unique to the District of Columbia, that allows disclosure
or use of otherwise protected client information, “to the extent reasonably necessary to
respond to specific allegations by the client concerning the lawyer’s representation of the
client.” D.C. Rule 1.6(e). Op. 370 states, “Attorneys may respond to negative online
reviews or comments from clients. However, Rule 1.6 does not provide complete safe
harbor for the disclosure of client confidences in response to a negative internet review or
opinion.” For further explication, Op. 370 cites Comment 25 to D.C. Rule 1.6." The
committee inquired of D.C. Bar Counsel’s office regarding its experience with D.C. Rule
1.6(e). Bar Counsel indicated that it generally advises lawyers to avoid disclosures in
responding to online reviews, but did not provide specific information on rule
interpretation issues.

Several attorneys in other jurisdictions have been publicly disciplined for disclosing
confidential information in response to online reviews." Violations of confidentiality
rules were clear in these cases. The conduct in these cases would violate both the current
Minnesota Rule 1.6 and the rule as proposed for amendment.

The Committee believes it will be helpful to the bar and the public to address the
situation in which the client has disclosed confidential information or purported
information. Proposed Rule 1.6(b)(8) does address this situation.

Committee Comments on Drafting.

The proposed amendments bifurcate current Rule 1.6(b)(8) into proposed Rules 1.6(b)(8)
and (9), to make clear when a lawyer may disclose information in legal proceedings and

6
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when disclosure may be made outside legal proceedings. Current Rules 1.6(b)(9), (10),
and (11) would be re-numbered 1.6b(10), (11), and (12).

Proposed Rule 1.6(b)(8).

The proposed amendment does not retain the term “controversy,” because it has proved
ambiguous. The OLPR article takes the position that “public controversy” refers to
issues outside legal proceedings, that is, “issues that are debated publicly and that have
substantial ramifications for persons other than those engaged in it.” A “debate™ does not
require a “proceeding” and proceedings are not normally called “debates.” The OLPR
article cites opinions from other jurisdictions as “consistent.” However, the opinions in
other jurisdictions that construe the term “controversy,” conclude that “controversy”
requires a legal “proceeding.”"

The proposal uses the term “accusation,” rather than “actual or potential controversy.”
The proposal also makes clear that an accusation “made outside a legal proceeding” is
covered.” “Accuse” and similar terms were used for many decades before 2005. The
term “accuse” was used in Rule 1.6(b)(5) from 1985 to 2005, in DR 4-101(C) of the Code
of Professional Responsibility before 1985, and in Canon 37 of the ABA Canons that
preceded the Code."!

The proposal uses the terms “specific and public” to modify “accusation.” The term
“specific” is borrowed from D.C. Rule 1.6(e). The proposal includes the phrase “a
substantial question as to the lawyer’s honesty, trustworthiness, or fitness as a lawyer in
other respects.” This phrase has been used for over thirty years in Minnesota and Model
Rule 8.3, and has a reasonably well-understood meaning.

A client or former client who accuses a lawyer of serious misconduct in a representation
will normally disclose confidential information or purported information in making the
accusation. If a client made the accusation, “My lawyer stole my settlement proceeds,”
the proposed rule would permit the lawyer to make disclosures necessary to show that the
lawyer properly distributed the settlement proceeds. In contrast, disclosure would not be
permitted if the client made the accusation, “Jane Doe is a terrible lawyer.”

Proposed Rule 1.6(b)(9).
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The proposal associates the terms “actual or potential” with “proceeding,” rather than —
as in current Rule 1.6(b)(8) - with “controversy.” This revision fits better with an
important example of permission to disclose regarding a potential proceeding, viz. a
lawyer’s report to a malpractice carrier of a client “claim,” which is not yet an actual
lawsuit. Such claims are more accurately characterized as potential proceedings rather
than potential controversies.

The proposal permits disclosure in relation to proceedings as necessary “to establish a
claim or defense.” Current Rule 1.6(b)(8) associates establishment of a claim with a
“controversy” only, and associates establishment of a defense with both a “controversy”
and a “proceeding.” In Kidwell v. Sybaritic, 784 N.W.2d 220 (Minn. 2010), four justices
associated regarded Kidwell’s disclosures to establish a claim as permitted in a
proceeding that Kidwell had commenced against his former employer."l

Proposed Comments 8 and 9.

The proposed comments make clear that the disclosure permission of proposed Rule
1.6(b)(8) does not apply to such disclosures as a client’s mere expression of opinion,
vague critique, and the like. “Specific accusation” is contrasted with “petty or vague
critique,” and “general opinion.” “Public accusation” is defined in the proposed
comment in a way that is consistent with the law of defamation.

Fairness, Attorney-Client Privilege, Client Waiver by Disclosure.

Current comment 9 to Rule 1.6 recognizes, as a basis for permission to disclose in
connection with a fee dispute, “the principle that the beneficiary of a fiduciary
relationship may not exploit it to the detriment of the fiduciary.” Because this principle
extends beyond a lawyer’s contested claim to a fee, proposed comment [8] relates this
principle to both Rule 1.6(b)(8) and (9), as amended.

The Committee took note of another application of a principle of fairness - the fact that a
client’s voluntary disclosure of privileged information operates as a waiver of the
attorney-client privilege. “The attorney-client privilege is waived if the client, the
client’s lawyer, or another authorized agent of the client voluntarily discloses the
communication in a non-privileged communication.” Restatement of the Law Governing
Lawyers § 79. The policy reason for finding waiver in partial disclosure is that it would
be “unfair for the client to invoke the privilege thereafter.” McCormick on Evidence § 93
(7" ed. 2016), citing 8 Wigmore, Evidence (McNaughton rev.) § 2327 and Imwinkelried,
The New Wigmore: Evidentiary Privileges § 6.12.4 (2ed. 2010). A waiver of the
privilege would occur if a client disclosed privileged information in accusing a lawyer of
misconduct.
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Although the law of confidentiality under the Rules of Professional Conduct overlaps
with the law of privilege, the two bodies of law are in many ways distinct. Nonetheless,
the Committee believes that it would be unfair for a client to disclose, or purport to
disclose, confidential information to support serious accusations against a lawyer and
thereafter to invoke confidentiality rules to prevent the lawyer’s self-defense either in or
outside a proceeding. As noted above, some of the opinions of other jurisdictions on
which the OLPR article and Opinion 24 rely expressly state that the opinions do not
apply where the client’s allegation involves a waiver of confidentiality or privilege.

Balancing Moral and Professional Issues.

Issues involving disclosure of confidential information in self-defense give rise to
important moral and professional issues. A client’s groundless, public accusation of
serious professional misconduct, if apparently supported by disclosure of client
information, may permanently damage a lawyer’s reputation and income. A lawyer’s
unnecessary disclosure of client information may damage a client.

Electronic Court Filing.

An issue related to issues considered by the Committee arises with electronic court
filings. Electronic filing has become standard in recent years in Minnesota court
proceedings. Public access to court filings has been greatly enhanced. Under current
Rule 1.6(b)(8) and (9), a lawyer may disclose confidential information as reasonably
necessary to “establish a claim or defense.” Lawyers may sue clients and other parties to
establish a claim of defamation per se. If, as Opinion 24 concludes, Rule 1.6(b)(8) does
not permit a lawyer to disclose information in self-defense outside a legal proceeding, the
rule may create an incentive for a lawyer to defend his or her reputation against serious,
false accusations by bringing a claim for defamation per se.

A lawyer may wish to call attention to filings in a defamation per se or other proceeding.
The Committee has not attempted to resolve the issue of whether a lawyer Rule 1.6
permits the lawyer to make further public disclosures of information filed online in
litigation. The Committee notes: (1) that such disclosure would apparently be permitted
under the Restatement of the Law Governing Lawyers; (2) that a Supreme Court referee
concluded that a lawyer’s public disclosure of court records did not violate Rule 1.6 and
OLPR did not appeal this conclusion; and (3) that OLPR does not currently take a
position on when further disclosure by a lawyer of information available in court records
does or does not violate Rule 1.6."

The Committee believes that amending Rule 1.6(b)(8) to make clear a lawyer’s
~ permission to disclose to respond to serious accusations will reduce the lawyer’s
incentive to sue the client.
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Conclusion.

The Committee believes that the proposed amendments will not broaden the
circumstances in which a lawyer may disclose confidential information beyond those
provided by current Rule 1.6(b)(8). The current permission to disclose “in an actual or
potential controversy” can be interpreted in a very broad way. OLPR interprets
“controversy” to include a certain type of “debate.” The Committee’s proposal requires,
for disclosures outside a litigation “proceeding,” that the client make an accusation that is
specific, serious, and public, and that also discloses confidential information. These
requirements will result in very few permissions to disclose. The proposed amendments
are also clear enough to reduce or eliminate the uncertainty and controversy resulting
from the current rule and from Lawyers Board Opinion 24.

i Los Angeles County Bar Ass’n Op. No. 525 addresses a situation “when the former client has
not disclosed any confidential information.” San Francisco Bar Ass’n Op. 2014-1 states, “This
Opinion assumes the former client’s posting does not disclose any confidential information and
does not constitute a waiver of confidentiality or the attorney-client privilege.” New York State
Bar Ass’n Op. 1032 addresses response to a client statement that “did not refer to any particular
communications with the law firm or any other confidential information.” Texas State Bar Op.
No. 662 and Pennsylvania Bar Ass’n Formal Op. 2014-200 both rely on the Los Angeles, San
Francisco and New York opinions.

i Comment 25 to D.C. Rule 16 states, “If a lawyer’s client, or former client, has made specific
allegations against the lawyer, the lawyer may disclose that client’s confidences and secrets in
establishing a defense, without waiting for formal proceedings to be commenced. The
requirement of subparagraph (e)(3) that there be “specific” charges of misconduct by the client
precludes the lawyer from disclosing confidences or secrets in response to general criticism by a
client; an example of such a general criticism would be an assertion by the client that the lawyer
“did a poor job” of representing the client. But in this situation, as well as in the defense of
formally instituted third-party proceedings, disclosure should be no greater than the lawyer
reasonably believes is necessary to vindicate innocence, the disclosure should be made in a
manner that limits access to the information to the tribunal or other persons having a need to
know it, and appropriate protective orders or other arrangements should be sought by the lawyer
to the fullest extent practicable.”

it people v. James C. Underhill Jr., 2015 WL 4944102 (Colo. 2015); In the Matter of Tsamis, IlL.
Att’y Registration and Disciplinary Comm’n, Comm’n No. 2013PR00095 (11l. 2014); I the
Matter of Margrett A. Skinner, 295 Ga. 217, 758 S.E.2d 788 (Ga. 2014).

iv Texas constraes the “controversy” exception to confidentiality as applying, “only in connection
with formal actions, proceedings or charges.” Texas Op. 662. Pennsylvania relies for its
conclusion on a comment that has no Minnesota counterpart. “Comment [14] makes clear that a
Jawyer’s disclosure of confidential information to “establish a claim or defense’ only arises in the
context of a . . . proceeding.” Pa. Op. 2014-200. The other opinions cited by the OLPR article do
not construe the term “controversy.” Another cited opinion finds that the term “accusation,” as
used the governing rule, “suggests that it does not apply to informal complaints, such as this
website posting,” but instead applies only a formal “charge.” NYSBA Ethics Op. 1032.

v Definitions chosen from Black’s Law Dictionary tend to have narrow meanings associated with
legal usages. Definitions from more general dictionaries tend to have more general meanings.
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To avoid the issue of which dictionary to prefer, proposed Rule 1.6(b)(8) includes its own
definition — a covered “accusation” is one made “outside a legal proceeding.”

i Rule 1.6(b)(5) permitted disclosure “to defend the lawyer or employees or associates against an
accusation of wrongful conduct.” DR 4-101 similarly permitted disclosure of confidential
information by a lawyer “to defend himself or his employees or associates against an accusation
of wrongful conduct.” Canon 37 provided, “If a lawyer is accused by his client, he is not
precluded from disclosing the truth in respect to the accusation.”

vii The remaining three justices based their opinion on employment law and did not find it
necessary to reach ethics issues. Kidwell dealt with a whistle-blower claim.

vii Restatement Sec. 59 cmt. d; Findings of Fact, Conclusions of Law, and Memorandum of Honorable John
C. Lindstrom at 19, In re Fuller, 621 N.W.2d 460 (May 23, 2000). '

Vil Restatement Sec. 59 cmt. d; Findings of Fact, Conclusions of Law, and Memorandum

of Honorable John C. Lindstrom at 19, In re Fuller, 621 N.W.2d 460 (May 23, 2000).
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MEMORANDUM

TO: Lawyers Professional Responsibility Board
FROM:  Timothy M. Burk@"

DATE: January 19, 2018

RE: -Rule 1.6

INTRODUCTION

I am writing this memorandum on behalf of the LPRB Rules Committee regarding

Rule 1.6, Minnesota Rules of Professional Conduct. The Committee was tasked with
making a recommendation as to the position the Board should take regarding the
MSBA Rules of Professional Conduct Committee proposal to amend Rule 1.6(b)(8).

The LPRB Rules Committee has met three times; exchanged additional email
communication; and extensively discussed, considered and deliberated both the specific
MSBA Rules Committee proposal and additional important issues that the proposal
raises. The LPRB Rules Committee intends to deliver its recommendation to the Board
regarding the MSBA Rules Committee proposal for the Board's consideration at its
April 2018 meeting.

RULE 1.6(b)(8)

This Rule provides:

(b) A lawyer may reveal information relating to the representation of a client
if: ...

" (8) the lawyer reasonably believes the disclosure is necessary to establish a
claim or defense on behalf of the lawyer in an actual or potential controversy
between the lawyer and the client, to establish a defense in a civil, criminal, or
disciplinary proceeding against the Jawyer based upon conduct in which the
client was involved, or to respond in any proceeding to allegations by the
client concerning the lawyer's representation of the client. . ..

18



MSBA RULES COMMITTEE PROPOSAL

The issues raised by the MSBA Rules Committee proposal are (1) whether Rule
1.6(b)(8) should be amended to allow a lawyer to reveal confidential client
information to respond to a negative client accusation in an on-line review, social
media or the like and (2) if so, in what circumstances and under what conditions any
such disclosure may be made.

In Opinion No. 24, the Board opined thata lawyer may not use confidential client
information to respond to a client’s negative comments about the lawyer. Opinion
No. 24 states in pertinent part, “When responding to comments, negative or
otherwise, posted on the internet (or any other public forum) concerning the
lawyer's representation of a client, Rule 1.6(b)(8), MRPC, does not permit the lawyer
to reveal information relating to the representation of a client.”

The MSBA Rules Committee, in contrast, proposes that Rule 1.6(b)(8) be
amended to allow a lawyer to do so. A copy of the MSBA Rules Committee .
proposal is attached. The proposal arises out of a desire to allow a lawyer to
respond to a client’s negative commentary or review of the lawyer and/or
lawyer's services in an on-line review website, blog post, other social media or
the like. The concern underlying the proposal is that in today’s on-line world,
prospective clients increasingly find lawyers by searching on-line, and baseless
negative reviews can have an increasingly deleterious effect on the lawyer’s
ability to obtain business. Therefore, when a client uses confidential information
to accuse the lawyer of a specific act of serious misconduct, the lawyer should be
allowed to use confidential information if reasonably necessary to rebut the

accusation.

All but one of the jurisdictions which have considered this issue have opined that

lawyers ought not to be allowed to do so. For example, New York State Bar Assoc.

Ethics Op. 1032 (Oct. 30, 2014) in reaching this result states in part:

This result properly respects the vital purpose of Rule 1.6(a) in preserving
client confidentiality and fostering candor in the private communications

~ between lawyers and clients, and it does not unduly restrict the
self-defense exception. That exception reflects the fundamental unfairmess
of a current or former client—or others—being able to make consequential
accusations of wrongful conduct against a lawyer, while the lawyer is
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disabled from revealing information to the extent reasonably necessary to
defend against such accusations. Unflattering but less formal comments
on the skills of lawyers, whether in hallway chatter, a newspaper account,
or a website, are an inevitable incident of the practice of a public
profession, and may even contribute to the body of knowledge available
about lawyers for prospective clients seeking legal advice. We do not
believe that [Rule 1.6] should be interpreted in a manner that could chill
such discussion.

This position is consistent with the ABA Model Regulatory Objectives for the Provision
of Legal Services. One of the objectives is, “Protection of privileged and confidential
information.” Although there are exceptions, each is narrowly drawn to the minimum
disclosure necessary ir a given circumstance. Part of the basis for the duty of
confidentiality is the duty of loyalty to clients. Clients view lawyers as obligated to
preserve client confidences. We as lawyers are professionals, such as others like
doctors, psychotherapists and the like. Tam not aware that other professions allow for
disclosure of otherwise confidential information simply to respond to a negative online
review.

During the LPRB Rules Committee’s most recent meeting, the Committee defeated on a
3-3 yote a motion to oppose the MSBA Rules Committee proposal to amend Rule
1.6(b)(8). The Committee then passed ona 5-1 vote a motion to (1) table the
Committee’s consideration of the MSBA Rules Committee’s proposal, so that the Rules
Committee and then the Board may further consider the issues and deliver a
recommendation to the Board for its April 2018 meeting and (2) recommend the Board
withdraw LPRB Opinion No. 24 until the Board has completed that process.

ADDITIONAL ISSUES

One of the issues raised by this discussion is the definition of “controversy” in

Rule 1.6(b)(8). A basis of the MSBA Rules Comumittee proposal to amend Rule 1.6(b)(8)
is the suggestion that the word “controversy” in this rule is vague and/or ambiguous.
The language of the rule and the comment to the rule suggest that the “controversy”
envisioned by the rule is a legal controversy between the lawyer and the client. This
can be seen in the language preceding controversy, which refers to a claim or defense
by the lawyer related to the client. However, the language of the rule is not expressly
limited in this way.
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The Pennsylvania Bar Association has discussed this issue in the context the Rules
Committee is considering:

A disagreement as to the quality of a lawyer’s services might qualify as a
“controversy.” However, such a broad interpretation is problematic for
two reasons. First, it would mean that any time a lawyer and a client
disagree about the quality of the representation, the lawyer may publicly
divulge confidential information. Second, Comment [14] makes clear that
a lawyer's disclosure of confidential information to “establish a claim or
defense” only arises in the context of a civil, criminal, disciplinary or other
proceeding. Although a genuine disagreement might exist between the
lawyer and the client, such a disagreement does not constitute a
“controversy” in the sense contemplated by the rules to permit disclosures
necessary to establish a “claim or defense.”

Perinsylvania Bar Assoc. Formal Op. 2014-200.

The Committee intends to give further consideration to whether “controversy” should
be more precisely defined in Rule 1.6, whether by a change in the text of the Rule, LPRB
opinion, or otherwise. ’

Another issue raised by this discussion is whether Rule 1.6 should be amended to
define publicly available information as non-confidential. The Committee intends t6
discuss this issue further.

Attachment
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memo

To: Lawyers Professional Responsibility Board
From: William J. Wernz

Date: January 22, 2018

Re: Rule 1.6(b)(8) Proposed Amendment

| am submitting this memo to correct, clarify and respond to the Jan. 19, 2018,
Memo of Timothy M. Burke to the Lawyers Board regarding Rule 1.6. This memo draws
on the Sept. 26, 2017, MSBA Committee Report appended to Mr. Burke's memo, and on
other materials referenced in that Report.

in this memo, “controversy clause” refers to the portion of Rule1.6(b)(8) allowing
disclosure of confidential information when, “the lawyer reasonably believes the
disclosure is necessary to establish a claim or defense on behalf of the lawyer in an
actual or potential controversy between the lawyer and the client, . . ..” The “Burns
article” refers to Patrick R. Burns, Client Confidentiality and Client Criticisms, Bench &
B. of Minn., Dec. 2016, posted on the LPRB/OLPR website. The Burns article is
important because it stands in contradiction to LPRB Op. 24 and to the Burke memo on
key points. “MSBA proposal” refers to the amendment to Rule 1.6(b)(8) and (9)
proposed by the MSBA Rules of Professional Conduct Committee.

1. MSBA Committee Concerns for Clients, Public and Lawyers. Mr. Burke's
memo states, “The concern underlying the [MSBA] proposal is that . . . negative reviews
can have an increasingly deleterious effect on the lawyer's ability to obtain business.”
This characterization suggests the Committee was mainly acting out of concern for
lawyers’ pocketbooks. This is not so. The Committee was also concerned about
prospective clients, the public, and lawyers’ reputations. Unfounded client accusations
affect both the criticized lawyer and the prospective client who might otherwise have
chosen that lawyer. False accusations can also affect election or appointment of
lawyers to public positions.

2. The Burke Memo Inaccurately Describes Other States’ Bar Opinions.
The Burke memo states, accurately, that the MSBA Committee proposes, “that when a
client uses confidential information to accuse a lawyer of a specific act of serious
misconduct, the lawyer should be allowed to use confidential information if reasonably
necessary to rebut the accusation.” The Burke memo then states, inaccurately, “All but
one of the jurisdictions which have considered this issue have opined that lawyers ought
not to be allowed to do so.” In fact, three of the five bar opinions referenced state that —
unlike the MSBA proposal - they are not considering client critiques that disclose
confidential information.! N.Y. State Bar Op 1032, which the Burke memo cites to

t Los Angeles County Bar Op. 525 states, “This Opinion assumes that no confidential
information is disclosed in the [client's] message. . .." Similarly, San Francisco Bar Op. 2014-1
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exemplify disagreement with the MSBA proposal, states (at footnote 1), “New York State
Bar Ass'n Op. 1032 addresses response to a client statement that ‘did not refer to any

particular communications with the faw firm or any other confidential information’.

3. Confidentiality in Historical Perspective — The MSBA Proposal Limits
Disclosure More Than The Current Rule or The Rule From 1908-2005. Mr. Burke's
memo frames the issue as one of how highly confidentiality is valued in the legal and
other professions. If confidentiality were the only value, LPRB and MSBA would not
have recommended, and the Minnesota Supreme Court would not have adopted, the
disclosure permissions found in Rule 1.6(b)(1)-(11). These disclosure permissions
carefully balance confidentiality and other values, adopted over many years. We can all
agree confidentiality and loyalty are fundamental values, without denying that there are
other values, including the public good and the truth.

in any event, the MSBA proposal protects confidentiality more than current Rule
1.6(b)(8) and more than predecessor rules. From 1908 until 2005, first the ABA, then
the Minnesota Supreme Court, adopted rules allowing lawyers to disclose confidential
information to respond to a client's “accusation of wrongful conduct." Note well that the
MSBA proposal is more limited than the century-long rule because, for example, the
~ proposal would permit disclosure only when the client’s serious accusation includes

confidential information.

In 2005, the Court — on the recommendation of MSBA, OLPR and LPRB -
adopted the “controversy clause” as a restatement of the “accusation of wrongful
conduct’ provision. There was no new type of disclosure permission intended in 2005.
The MSBA proposal intends to restate - in a more limited and clearly-defined way - a
110 year old permission to disclose.

4, Do Current Standards or the MSBA Proposal Better Protect
Confidentiality? Any valuation of confidentiality must take account of the present
enforcement situation. As the MSBA Report notes, current enforcement is extremely
problematic. Contradictions arise even between LPRB and OLPR, and between OLPR
and itself — i.e. in the Burke memo and the Burns article. ' :

Does the controversy clause refer broadly to a “debate,” or narrowly to a legal
“proceeding?” The Burns article adopts the definition of “controversy” as, “issues that
are debated publicly.” OLPR and LPRB have posted the Burns article on their website
for 13 months, without qualification or retraction. In contrast, the Burke memo states
that Rule 1.6 and its comment suggest that the controversy clause requires a legal
“proceeding,” and cites a Pennsylvania opinion to the same effect. Because Mr. Burns
and Mr. Burke disagree on whether the controversy clause has the broad meaning of
“debate,” or the narrow meaning of “proceeding,” OLPR could not effectively argue in a
discipline proceeding for either meaning.

. Does the controversy clause ever permit a lawyer to disclose confidential
information to respond to client accusations? LPRB Op. 24 responds (without
explanation), “never.” In another contradiction, the Burns article responds, “sometimes,”

states, “This Opinion assumes the former client’s posting does not disclose any confidential
information and does not constitute a waiver of confidentiality or the attorney-client privilege.” It is
unknown whether these authorities would agree with the MSBA proposal if it was assumed that .
the client disclosed confidential information, but it is clear that they do not disagree with the
proposal because they do not address the facts that are in the proposal.

2
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i.e. when a lawyer-client public debate has “substantial ramifications” for third parties.
Although the Burns article finds such debates “unlikely,” a respondent attorney could
well argue that choice of counsel is so important that it often or always involves
ssubstantial ramifications” for that lawyer’s clients. Again, with such a contradiction
manifest from different documents posted on the LPRB/OLPR website, OLPR could not
argue in a discipline proceeding that the controversy clause never permitted disclosure.

Rule 1.6(b)(8) itself has two sets of tensions. First, in the controversy clause the
words “establish a claim or defense” suggest a legal proceeding, while the words “"actual
or potential controversy” suggest a mere debate. Second, the controversy clause is
immediately followed in Rule 1.6(b)(8) by a clause providing for disclosures permissible
in a “proceeding.” The Burke memo does not attempt to explain why a rule would have
two clauses, both purportedly referring only to a “proceeding,” but using “controversy”
and “proceeding” for the same thing. Rule amendment is required for clarification.
Clarification cannot be achieved by a Board opinion, because Board opinions may state
only the “plain meaning" of a rule.

The Lawyers Board should ask whether the MSBA proposal or current standards
— Ruie 1.6(b)(8), Op. 24, the Burns article, and the Burke memo — better protect
confidentiality. The MSBA proposal allows disclosure only in extremely limited and
clearly defined circumstances. n contrast, current standards are rife with ambiguities,
uncertainties and even contradictions. Clearly, the MSBA proposal better protects
confidentiality.

To be enforced, the MPRC must clearly apply to the facts at hand. When OLPR
disagrees both with LPRB and with itself, on fundamental points, and when
Rule 1.6(b)(8) has multiple ambiguities, there can be no clarity or enforcement.

5. Incomplete Characterizations. The Burke memo frames the issue as one
of whether and when a lawyer should be permitted to disclose confidential information in
response to negative client statements “in an on-line review, social media and the like."
_Itis true that the development of social media provides the occasion and main context
for this consideration. However, LPRB Op. 24 expressly applies to any “public forum.”
One of the hypotheticals the MSBA considered arises when false client accusations are
made in a town hall debate between candidates for County Attorney.

The Burke memo characterizes the MSBA proposal as a permission to disclose,
“simply to respond to a negative online review.” The proposal is not at all that simple. [t
has several demanding requirements before it permits disclosure. The former client
accusation must: (1) be specific and public; (2) raise a substantial question concerning
the lawyer’s honesty, trustworthiness or fitness, and (3) include confidential information
from the representation. The proposed comment makes clear that the vast majority of
online critiques would not meet these requirements.

6. Eor Self-Defense Should a Lawyer Have to Sue a Former Client? The
Board should consider the MSBA proposal in relation to a lawyer's undisputed
permission to disclose confidential information as necessary in a defamation per se suit
against a former client. In this context, the Board will understand both how limited
confidentiality protection is and how prohibiting disclosures for self-defense in the court
of public opinion gives lawyers a strong incentive to sue former clients.
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If a former client publicly and falsely accuses a professional, including a lawyer,
of serious, wrongful conduct, the professional may sue the client for the tort of
“defamation per se.” “Per se’ means that to recover money the lawyer does not have to
prove actual damages, but instead the court presumes damages. A professional may
not commence such a suit may for petty or vague criticisms,

With the advent of the internet and of courthouse file viewing terminals,
documents filed in litigation are readily available to the public. The lawyer-plaintiff may
file documents disclosing such confidential information as is reasonably necessary for
the suit, including information relating to damages.

The lawyer-plaintiff may disclose, ‘| have commenced suit, for defamation per se,
against [former client’s name] in Hennepin County District Court.” This is not information
from the representation, but is instead information from a post-representation event.

The lawyer may make this disclosure online, or in another public forum, in response to a

former client’s serious, false accusation of misconduct. The effect of this disclosure may
well be that interested parties will access the filings and learn the previously confidential

information. The issue of whether a lawyer may disclose confidential information in self-

defense in the court of public opinion will be mooted in some cases, because disclosures
in a court of law will become publicly known.

7. Confidentiality and Disclosure Regulations for Lawyers, Doctors,
Psychologists. The Burke memo indicates that other professions do not permit
disclosure to respond to client accusations, citing "doctors, psychotherapists and the
like.” This statement raises many more questions than it answers. The answers are
‘obviously negative, and thereby fatal to the “other professions” argument.

. From 1908 to 2005, did other professions have rules permitting disclosure
that were parallel to the ABA and Minnesota “accusation of wrongful
conduct” disclosure rules for lawyers? If not, were the lawyer rules
wrong? Did the rules cause clients to distrust lawyers?

. Do other professions have disclosure permissions parallel to those in
Rule 1.6(b)(1)-(11)? If not, should Minnesota repeal the non-parallel
disclosure permissions?

. Turn the question around. Should lawyers adopt rules of doctors and
psychologists that require disclosure to legal authorities when a patient or
client has been an abuser or is apt to harm others? Should lawyers be
subject to medical records confidentiality laws, including HIPAA? Does
the informed public expect that lawyers and other professionals should
have one common confidentiality regime?

8. Conclusion. | am sorry not to be able to attend the January 26 Board
meeting. | would be glad to have the opportunity to respond to questions and
comments. | appreciate whatever consideration the Board may give these written
comments.

25



Formal Opinion 479 December 15, 2017

The “Generally Known” Exception to Former-Client Confidentiality

A lawyer’s duty of confidentiality extends to former clients. Under Model Rule of Professional
Conduct 1.9(c), a lawyer may not use information relating lo the representation of a former client
to the former client’s disadvantage without informed consent, or except as otherwise permitted or
required by the Rules of Professional’ Conduct, unless the information has become ‘“generally
known.”

The “generally known" exception to the duty of former-client confidentiality is limited. It applies
(1) only to the use, and not the disclosure or revelation, of former-client information, and (2) only
if the information has become (a) widely recognized by members of the public in the relevant
geographic area; or (b) widely recognized in the former client’s industry, profession, or trade.
Information is not “generally known" simply because it has been discussed in open court, or is
available in cour! records, in libraries, or in other public repositories of information,

Introduction

Confidentiality is essential to the attorney-client relationship. The duty to protect the
confidentiality of client information has been enforced in rules governing lawyers since the Canons
of Ethics were adopted in 1908.

The focus of this opinion is a lawyer’s duty of conﬁdenti'ality to former clients under Model
Rule of Professional Conduct 1.9(c). More particularly, this opinion explains when information
relating to the representation of a former client has become generally known, such that the lawyer
may use it to the disadvantage of the former client without violating Model Rule 1.9(c)(1).

The Relevant Model Rules of Professional Conduct

Model Rule 1.6(a) prohibits a lawyer from revealing information related to a client’s
representation unless the client gives informed consent, the disclosure is impliedly authorized to
carry out the representation, or the disclosure is permitted by Model Rule 1.6(b).! Model Rule 1.9
extends lawyers’ duty of confidentiality to former clients. Model Rules 1.9(a) and (b) govern
situations in which a lawyer’s knowledge of a former client’s confidential information would
create a conflict of interest in a subsequent representation. Model Rule 1.9(c) “separately regulates
. the use and disclosure of confidential information” regardless of “whether or not a subsequent

! MODEL RULES OF PROF'L CONDUCT R. 1.6(a) (2017) [hereinafter MODEL RULES].
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Formal Opinion 479 _ 2

representation is involved.”

Model Rule 1.9(c)(2) govems the revelation of former client confidential information.
Under Model Rule 1.9(c)(2), a lawyer who formerly represented a client in a matter, or whose
present or former firm formerly represented a clientin a matter, may not reveal information relating
to the representation except as the Model Rules “would permit or require with respect to a [current]
client.” Lawyers thus have the same duties not to reveal former client confidences under Model
Rule 1.9(c)(2) as they have with regard to current clients under Model Rule 1.6.

In contrast, Model Rule 1.9(c)(1) addresses the wuse of former client confidential
information. Model Rule 1.9(c)(1) provides that a lawyer shall not use information relating to a
former client’s representation “to the disadvantage of the former client except as [the Model] Rules
would permit or require with respect to a [current] client, or when the information has become
generally mown.™3 The terms “reveal” or “disclose” on the one hand and “use” on the other
describe different activities or types of conduct even though they may—but need not—occur at
the same time. The generally known exception applies only to the “use” of former client
confidential information. This opinion provides guidance on when information is generally known
within the meaning of Model Rule 1.9(c)(1).*

i

The Generally Known Exception

The generally known exception to the use of former-client information was introduced in
the 1983 Model Rules.’ The term is not defined in Model Rule 1.0 or in official Comments to
Model Rule 1.9. A number of courts and other authorities conclude that information is not
generally known merely because it is publicly available or might qualify as a public record or as a
matter of public record.® Agreement on when information is generally known has been harder to
achieve.

2 ELLEN J. BENNETT ET AL., ANNOTATED MODEL RULES OF PROFESSIONAL CONDUCT 190 (8th ed. 2015).

3 MODEL RULES R. 1.9(c)(1) (2017) (emphasis added).

¢ See id at cmt. 9 (explaining that “[t]he provisions of this Rule are for the protection of former clients and
can be waived if the client gives informed consent™).

5 See RONALD D. ROTUNDA & JOHN S. DZIENKOWSK], LEGAL ETHICS: THE LAWYER’S DESKBOOK ON

PROFESSIONAL RESPONSIBILITY § 1.9, at 534 (2017-2018) (explaining that the language was originally part of Model -

Rule 1.9(b), and was moved to Model Rule 1.9(c) in 1989),

§ See, e.g., Pallon v. Roggio, Civ. A. Nos. 04-3625(JAP), 06-1068(FLW), 2006 WL 2466854, at *7(D. N.J.
Aug. 24, 2006) (““Generally known’ does not only mean that the information is of public record. . . . The information
must be within the basic understanding and knowledge of the public. The content of form pleadings, interrogatories
and other discovery materials, as well as general litigation techniques that were widely available to the public through
the internet or another source, such as continuing legal education classes, does not make that information ‘generally
known' within the meaning of Rule 1.9(c).” (citations omitted)); Steel v. Gen. Motors Corp., 912 F. Supp. 724, 739
" (D. N.J. 1995) (in a discussion of Rule 1.9(c)(2), stating that the fact that information is publicly available does not
make it ‘generally known’); In re Gordon Props., LLC, 505 B.R. 703, 707 n.6 (Bankr. ED. Va. 2013) (““Generally
known' does not mean information that someone can find.”); In re Anonymous, 932 N.E.2d 671, 674 (Ind. 2010)
(stating in connection with a discussion of Rule 1.9(c)(2) that “the Rules contain no exception allowing revelation of
information relating to a representation even if a diligent researcher could unearth it through public sources™ (footnote
omitted); I re Tennant, 392 P.3d 143, 148 (Mont. 2017) (explaining that with respect to the Rule 1.9(c) analysis of
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A leading dictionary suggests that information is generally known when it is “popularly”
or “widely” known,” Commentators have essentially endorsed this understanding of generally
" known by analogizing to an original comment in New York’s version of Rule 1,6(2) governing the
protection of a client’s confidential information. The original comment distinguished “generally
known” from “publicly available.”® Commentators find this construct “a good and valid guide™®
to when information is generally known for Rule 1.9(c)(1) purposes:

[T]he phrase “generally known™ means much more than publicly available or
accessible. It means that the information has already received widespread
publicity. For example, a lawyer working on a merger with a Fortune 500
company could not whisper a word about it during the pre-offer stages, but
once the offer is made—for example, once AOL and Time Warner have
announced their merger, and the Wall Street Journal has reported it on the

when information is considered to be generally known, the fact that “the information at issue is generally available
does not suffice; the information must be within the basic knowledge and understanding of the public;” protection of
the client’s information ““is not nullified by the fact that the circumstances to be disclosed are part of a public record,
or that there are other available sources for such information, or by the fact that the lawyer received the same
information from other sources”) (citations omitted)); Turner v. Commonwealth, 726 S.E.2d 325, 333 (Va. 2012)
(Lemons, J., concurring) (“While testimony in a court procceding may become a matter of public record even in a
court denominated as a ‘court not of record,” and may have been within the knowledge of anyone at the preliminary
hearing, it does .not mean that such testimony is ‘generally known.! There is a significant difference between
something being a public record and it also being ‘generally known.”); N.Y. State Bar Ass’n Comm. on Prof’l Ethics
Op. 1125, 2017 WL 2639716, at *1 (2017) (discussing lawyers’ duty of confidentiality and stating that “information
is not ‘gencrally known® simply because it is in the public domain or available in a public file” (reference omitted));
Tex. Comm. on Prof'l Ethics Op. 595, 2010 WL 2480777, at *1 (2010) (“Information that is a matter of public record
may not be information that is ‘generally known.” A matter may be of public record simply by being included in a
government record . . . whether or not there is any general public awareness of the matter. Information that ‘has
become generally known’ is information that is actually known to some members of the general public and is not
merely available to be known if members of the general public choose to look where the information is to be found.”);
ROTUNDA & DZIENKOWSKI, supra note 5, § 1.9-3, at 554 (stating that Model Rule 1.9 “deals with what has become
generally known, not what is publicly available if you know exactly where to look™); see also Dougherty v. Pepper
Hamilton LLP, 133 A.3d 792, 800 (Pa, Super. Ct. 2016) (questioning whether an FBI affidavit that was accidentally
attached to & document in an unrelated proceeding and was thus publicly available through PACER was “actually
- ¢generally known,” since “a person interested in the FBI affidavit ‘could obtain it only by means of special
knowledge’ (citing Restatement (Third) of the Law Governing Lawyers § 59, omt. d). But see State v. Mark, 231
P.3d 478, 511 (Haw. 2010) (treating a former client’s criminal conviction as “generally known” when discussing 2
former client conflict and whether matters were related); Jamaica Pub. Serv. Co. v. AU Ins. Co., 707 N.E.2d 414,
417 (N.Y. 1998) (applying former DR 5-108(z)(2) and stating that because information regarding the defendant’s
relationship with its sister companies “was readily available in such public materials as trade periodicals and filings
with State and Federal regulators,” it was “generally known”); State ex rel. Youngblood v. Sanders, 575 S.E.2d 864,
872 (W. Va. 2002) (stating that because information was contained in police reports it was “generally known” for
Rule 1.9 purposes); RESTATEMENT (THIRD) OF THE LAW GOVERNING LAWYERS § 59 cmt. d (2000) (“Information
contained in books or records in public libraries, public-record depositories such as government offices, or publicly
accessible electronic-data storage is generally known if the particular information is obtainable through publicly
available indexes and similar methods of access.”).

7 THE AMERICAN HERITAGE DICTIONARY OF THE ENGLISH LANGUAGE 732 (4th ed. 2009).

8 See ROY D. SIMON & NICOLE HYLAND, SIMON’S NEW YORK RULES OF PROFESSIONAL CONDUCT
ANNOTATED 685 (2017) (discussing former comment 4A to New York Rule 1.6).

$1d.
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front page, and the client has become a former client—then the lawyer may
tell the world. After all, mb_st of the world already knows. ...

[O]nly if an event gained considerable public notoriety should information
about it ordinarily be considered “generally known.”'°

Similarly, in discussing confidentiality issues under Rules 1.6 and 1.9, the New York State
Bar Association’s Committee on Professional Ethics (“NYSBA Committec”) opined that
“information is generally known only if it is known to a sizeable percentage of people in “the local
community or in the trade, field or profession to which the information relates.”!! By contrast,
“[T]nformation is not ‘generally known’ simply because it is in the public domain or available in a
public file.”'? The Illinois State Bar Association likewise reasoned that information is generally
known within the meaning of Rule 1.9 if it constitutes ““common knowledge in the community.”"?

As the NYSBA Committee concluded, information should be treated differently if it is
widely recognized in a client’s industry, trade, or profession even if it is not known to the public
at large. For example, under Massachusetts Rule of Professional Conduct 1.6(a), a lawyer
generally is obligated to protect “confidential information relating to the representation of a
client.”' Confidential information, however, does not ordinarily include “information that is
generally known in the local community or in the trade, field or profession to which the
information relates.”’® Similarly, under New York Rule of Professional Conduct 1.6(a), a lawyer
generally cannot “knowingly reveal confidential information . . . or use such information to the
disadvantage of a client or for the advantage of the lawyer or a third person,”'® but “confidential
information” does not include “information that is generally known in the local community or in
the trade, field or profession to which the information relates.”’’ Returning to Model Rule
1.9(c)(1), allowing information that is generally known in the former client’s industry, profession,
or trade to be used pursuant to Model Rule 1.9(c)(1) makes sense if, as some scholars have urged,
the drafters of the rule contemplated that situation.'®

10 Id .

U N.Y. State Bar Ass’n, Comm. on Prof’] Ethics, Op. 991, at § 20 (2013).

21d. atq17.

13 111, Stats Bar Ass’n. Advisory Op. 05-01, 2006 WL 4584283, at *3 (2006) (quoting RESTATEMENT
(SECOND) OF AGENCY § 395 cmt. b (1958)). The lilinois State Bar borrowed this definition from section 395 of the
Restatement (Second) of Agency, which excludes such information from confidential information belonging to a
principal that an agent may not use “in violation'of his duties as agent, in competition with or to the injury of the
principal,” whether “on his own account or on behalf of another.” RESTATEMENT (SECOND) OF AGENCY § 395 & cmt.
b (1958).

14 Mass. RULES OF PROF’L CONDUCT R. 1.6(a) (2017).

5 Id, atcmt. 3A,

16 N.Y. RULES OF PROF'L CONDUCT R. 1.6() (2017).

7 14, at cmt. [4A] (“Information is generally known in the local community or in the trade, field or profession
to which the information relates is also not protected, unless the client and the lawyer have otherwise agreed.
Information is not ‘generally known’ simply because it is in the public domain or available in a public file").

8 Soe GEOFFREY C. HAZARD, JR. ET AL., THE LAW OF LAWYERING § 14.16, at 14-48 (2016) (discussing
generally known and saying, “It seems likely that both the Kutak Commission and the Ethics 2000 Commission . . .
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A Workable Definition of Generally Known under Model Rule 1.9(c)(1)

Consistent with the foregoing, the Committee’s view is that information is generally known
within the meaning of Model Rule 1.9(c)(1) if (a) it is widely recognized by members of the public
in the relevant geographic area; or (b) it is widely recognized in the former client’s industry,
profession, or trade. Information may become widely recognized and thus generally known as a
result of publicity through traditional media sources, such as newspapers, magazines, radio, or
television; through publication on internet web sites; or through social media. With respect to
category (b), information should be treated as generally known if it is announced, discussed, or
identified in what reasonable members of the industry, profession, or trade would consider a
leading print or online publication or other resource in the particular field. Information méy be
widely recognized within a former client’s industry, profession, or trade without being widely
recognized by the public. For example, if a former client is in the insurance industry, information
about the former client that is widely recognized by others in the insurance industry should be
considered generally known within the meaning of Model Rule 1.9(c)(1) even if the public at large
is unaware of the information.

Unless information has become widely recognized by the public (for example by having
achieved public notoriety), or within the former client’s industry, profession, or trade, the fact that
the information may have been discussed in open court, or may be available in court records, in
public libraries, or in other public repositories does not, standing alone, mean that the information
is generally known for Model Rule 1.9(c)(1) purposcs.19 Information that is publicly available is
not necessarily generally known. Certainly, if information is publicly available but requires
specialized knowledge or expertise to locate, it is not generally known within the meaning of
Model Rule 1.9(c)(1).%

had in mind situations in which a lawyer has warked with a company in various legal contexts, learned considerable
information about its products and practices, and later seeks to use this information in connection with [the]
representation of an adverse party in an unrelated Jawsuit or transaction of some kind”). '

19 See In re Gordon Props., LLC, 505 B.R. 703, 707 0.6 (Bankr. E.D. Va. 2013) (**Generally known’ does
not mean information that someone can find. It means information that is already generally known. For example, a
lawyer may have drafted a property settlement agreement in a divorce case and it may [be] in a case file in the
courthouse where anyone could go, find it and read it. It is not ‘generally known.’ In some divorce cases, the property
settlement agreement may become generally known, for example, in a case involving a celebrity, because the terms
appear on the front page of the tabloids. ‘Generally known’ does not require publication on the front page of atabloid,
but it is more than merely sitting in a file in the courthouse.”); In re Tennant, 392 P.3d 143, 148 (Mont. 2017} (holding
that a lawyer who learned the information in question during his former clients’ representation could not take
advantage of his former clients “by retroactively relying on public records of their information for self-dealing™);
ROTUNDA & DZIENKOWSKY, supra note 5, § 1.9-3, at 554 (explaining that Model Rule 1.9(c)(1) “deals with what has
become generally known, not what is publicly available if you know exactly where to look™); see also supra nate 6
(citing additional cases and materials).

2 Sge RESTATEMENT (THIRD) OF THE LAW GOVERNING LAWYERS § 59 cmt. d (2000) (stating, inter aliq,
that information is not generally known “when a person interested in knowing the information could obtain it only
by means of special knowledge”).
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Conclusion

A lawyer may use information that is generally known to a former client’s disadvantage

without the former client’s informed consent. Information is generally known within the meaning

of Model Rule 1.9(c)(1) if it is widely recognized by members of the public in the relevant
geographic area or it is widely recognized in the former client’s industry, profession, or trade. For
information to be generally known it must previously have been revealed by some source other
than the lawyer or the lawyer’s agents. Information that is publicly available is not necessarily
generally known. '
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LOS ANGELES COUNTY BAR ASSOCIATION
PROFESSIONAL RESPONSIBILITY AND ETHICS COMMITTEE

OPINION NO. 525
December 6, 2012

ETHICAL DUTIES OF LAWYERS IN CONNECTION WITH
ADVERSE COMMENTS PUBLISHED BY A FORMER CLIENT

SUMMARY

This Opinion addresses whether, and if so how, an attorney may respond to a former
client’s adverse public comments about the attorney, when the former client has not
disclosed any confidential information and there is no litigation or arbitration pending
between the attorney and the former client. The Committee concludes that the attorney may
publicly respond to such comments as long as the rebuttal: (1) does not disclose any
confidential information; (2) does not injure the former client in any matter involving the
prior representation; and (3) is proportionate and restrained.
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Opinions

Los Angeles County Bar Ass’n Form. Opn. No. 396 (1982)
Los Angeles County Bar Ass’n Form. Opn. No. 452 (1982)
Los Angeles County Bar Ass’n Form. Opn. No. 498 (1999)
Los Angeles County Bar Ass’n Form. Opn. No. 519 (2007)
Cal. State Bar Form. Opn. 1983-71 (1983)

Rules

California Rules of Professional Conduct, Rule 3-100(A)

ABA Model Rules of Professional Conduct, Rule 1.6(b)(5)

Other Authorities

Restatement (Third) of the Law Governing Lawyers, section 64, comment ¢

FACTS

Attorney previously represented Former Client in a civil proceeding. Attorney no
longer represents Former Client in any respect. Subsequent to the conclusion of the
representation, Former Client posts a message on a website discussing lawyers, stating that
Attorney was incompetent and over-charged him, and others should refrain from using
Attorney. This Opinion assumes that no confidential information is disclosed in the
message' and Former Client’s conduct does not constitute a waiver of confidentiality or the
attorney-client privilege.2 There is no litigation or arbitration pending between Attorney and
Former Client.

ISSUE

In what manner, if any, may Attorney publicly respond to disparaging public
comments by Former Client, whether of malpractice or otherwise?

DISCUSSION

"'For purposes of this Opinion, «“confidential information” is defined to include both
privileged information and information which, while not privileged, is nevertheless
considered to be confidential under California Business and Professions Code section

6068(e)(1).

2 This Opinion also assumes that the person making the website posting is a former client.
The Opinion does not address those situations where the disparaging comment is posted by
an unknown author.
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An attorney “may not do anything which will injuriously affect [a] former client in
any matter in which [the attorney] formerly represented [the client] ... Wutchumna Water
Co. v. Bailey (1932) 216 Cal. 564, 573-574. See also Oasis West Realty v. Goldman (2011)
51 Cal.4th 811, 821; Styles v. Mumbert (2008) 164 Cal.App.4th 1163, 1167 (“an attorney is
forever forbidden from ... acting in a way which will injure the former client in matters
involving such former representation.” [Citation omitted.]).’

An attorney also owes a duty of confidentiality to former clients as well as to current
clients. California Business & Professions Code section 6068(e)(1) (it is the duty of an
attorney “[t]o maintain inviolate the confidence, and at every peril to himself or herself to
preserve the secrets of, his or her client.”); see also CRPC, Rule 3-100(A); Wutchumna
Water Co. v. Bailey, supra, 216 Cal. at 573-574 (“nor may [the attorney] at any time use -
against [the] former client knowledge or information acquired by virtue of the previous
relationship”); Oasis West Realty v. Goldman, supra, 51 Cal.4th at 821; Styles v. Mumbert,
supra, 164 Cal.App.4th at 1167.

The attorney-client privilege under California Evidence Code section.950, et seq., is
not subject to the creation of exceptions other than as specified by statute. See, e.g., Costco
Wholesale Corp. v. Superior Court (2009) 47 Cal.4th 725, 739; OXY Res. California LLC v.
Superior Court (2004) 115 Cal.App.4th 874, 889 (courts may not “imply unwritten
exceptions to existing statutory privileges.” [Internal citations omitted.] “The area of
privilege ¢ “is one of the few instances where the Evidence Code precludes the courts from
elaborating upon the statutory scheme.” " ” [Citation omitted.])

In the absence of waiver of confidentiality and the attorney-client privilege by
Former Client (see, e.g., Cal. Evid. Code § 912), there is no statutory exception to the duty
of confidentiality under Business & Professions Code section 6068(e)(1) or the attorney-
client privilege under Evidence Code section 950, et seq., that would permit an attorney to
defend himself or herself by disclosing confidences or privileged information.* See General
Dynamics Corp. v. Superior Ct. (1994) 7 Cal.4th 1164, 1190 (“Except in those rare instances
when disclosure is explicitly permitted or mandated by an ethics code provision or statute, it
is never the business of the lawyer to disclose publicly the secrets of the client”); see also
Los Angeles County Bar Ass’n Form. Opn. No. 519 (there is no self-defense exception to
the lawyer’s duty of confidentiality under Business & Professions Code section 6068(¢) that
would allow an attorney to disclose confidential client information to defend against a

lawsuit brought by a non-client against the attorney).

3 1t should be noted that, while instructive concerning the duties owed to a former client,
none of the holdings of these three cases was based on facts involving an attorney’s response
to a former client’s adverse public comments about the lawyer,

4 This Committee’s opinion in Los Angeles County Bar Ass’n Form. Opn. No. 396 (1982) is
not to the contrary. In that opinion, the Committee opined that a lawyer, in a formal legal
proceeding involving alleged malpractice by him, could provide 2 declaration disclosing
certain privileged communications in order to rebut claims being made by a former client
against the attorney. Unlike the factual scenario underpinning Opn. No. 396, this Opinion
does not involve a judicial proceeding based upon a claim of malpractice or otherwise.

34



This Opinion assumes there has been no waiver of any confidential information
Former Client provided to Attorney while Attorney represented Former Client. Thus, absent
a statutory exception allowing Attorney to reveal confidential communications in response
to Former Client’s public statement, Attorney remains obligated to preserve Former Client’s
confidential information, and Attorney cannot disclose such information in response to that
public statement unless authorized to do so by a court’s ruling in a judicial procccding.5

The bar on Attorney revealing confidential information in responding to Former
Client’s internet posting does not mean Attorney cannot respond at all. If Attorney does not
disclose confidential or attorney-client privileged information, and does not act in a way that
will injure Former Client in a matter involving the prior representation, he/she may respond.

However, the Attorney’s response also must be proportionate and restrained. See
Restatement (Third) of the Law Governing Lawyers, section 64, comment © (referencing a
“proportionate and restrained” public response). In other words, not only must Attorney
refrain from revealing any confidential information (because it is assumed that there has
been no waiver by Former Client), and avoid saying anything that would injure Former
Client in a matter related to the prior representation, he/she may say no more than is
necessary to rebut the public statement made by Former Client. This rule has been
recognized in other contexts where the extent of an attorney’s ability to respond to a
statement made by a former client has been considered. See, e.g., Los Angeles County Bar
Ass’n Form. Opn. No. 498 (1999) (lawyer may disclose confidential information in a fee
dispute with a former client only if relevant to the dispute, if reasonably necessary due to an
issue raised by the former client, and if the lawyer avoids unnecessary disclosure); Los
Angeles County Bar Ass’n. Form. Opinion No. 452 (1988) (lawyer may file a creditor’s
claim in former client’s bankruptcy proceeding but may not prosecute objections to
discharge); In the Matter of Dixon (Review Dept. 1999) 4 Cal. State Bar Ct. Rptr. 23, 58-59
(former client’s malpractice suit against lawyer does not wholly waive lawyer’s duties under
the lawyer-client privilege, but constitutes waiver only to the extent necessary to resolve the
suit; attorney may not disclose more than is essential to preserve the attorney’s rights.)

Therefore, under these circumstances, Attorney may respond to Former Client’s
internet posting, so long as:

(1) Attorney’s response does not disclose confidential information;

(2) Attorney does not respond in a manner that will injure Former Client in a matter
involving the former representation; and

(3) Attorney’s response is proportionate and restrained.

5 There are some authorities from outside California that suggest an exemption to an
attorney’s duties of loyalty and confidentiality may exist in certain circumstances when
necessary in “self-defense.” See, e.g., Rule 1.6(b)(5) of the ABA Model Rules of
Professional Conduct. It is important to bear in mind, however, that California has not
adopted the ABA Model Rules, and they may be consulted for guidance only when there is
no California rule directly applicable. See, e.g., County of San Francisco v. Cobra Solutions,
Inc. (2006) 38 Cal.4th 839, 852; Cal. State Bar Formal Opn. 1983-71.
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This Opinion is advisory only. The Committee acts on specific questions submitted
ex parte, and its opinion is based on the facts set forth in the inquiry submitted.
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Ethics Opinlon 370
Soclal Media I: Marketing and Personal Use

Introduction

Soclal media and social networking websites are orline communilies that allow usars {0 share information, messages, and other content, including photographs and
videos, The Commiltee defines social media 25 follows:

Social media include any elacironic platform through which people may communicale or interact in a public, semi-private or privete way. Through blogs, public and
privale chal rooms, fisiservs, other online locations, social networks and websiles such as Facebaok, LinkedIn, Inslagram, Twlver, Yelp, Angle's List, Avwo and
Lawyers.com, users of social media can share information, messages, o-mail, Instant messages, photographs, video, voice of videoconferencing coritent.[1] {/bar-
resources/legal-elhicslopinions/Elhics-Opinion-370.cfm#ﬂn1) This definition includes soolal netwarks, public and pdvate chat reoms, listéervs, and other online’
locations where atlomeys communicate with the public, other attorneys, or glients. Varylng degress of privacy may exist In these ontine communities as users may
have the abillty lo limit who may see their posted content and who may post content to their pages.(2] (/bar-rasourcesllegal-elhicslopinionle!hics—Opinion-
370.cim#tn2)

Increasingly, atlorneys are using social media for business and personal reasons. The Commitlee wanls fo raise awareness of the benefits and pitfalls of the use of
social media within the practice of law and lo emphasize that the District of Colurmbia Rules of Prafessional Cepduct (the "Rules™) apply to attorneys in the District of
Columbia (the “District") who use, or may uss, social media for business or personal reasons (3] (Ihar-reauurcesllegal-elhicslopinionsIEthlcs-OpInion-370.cfm#ﬂn3) This
Opinion applies to all attomeys who use social media, regardless of practice area or employer and applies regardiess of whether the attorney engages in adverlising or
client communications via social media. The Commities notes that any social media presencs, even a personal page, could be considered advertising or marketing, and
lawyers are cautioned to consider the Rules applicable to attomey adverlising, even If not explicitly discussed below, Lawyers reviewing this Opinion may also wish to
review Opinion 371 (Secial Media II), which addresses use of social media by lawyers In providing legal services,

Social nelworking websiles provide an oniine community for paople 1o share dally activitles, théir interests in various loples, or to increase thelr tircle of personal 6r
business acqualptances. Thers are sites with primarily business purposes, 8ome that are primarfly for parsenal use and some thal offr a variely of different uses.

Accarding to the 2014 ABA Legal Technology Survey, amang allomeys and law flrms, In addilion to blogs, LinkedIn, Facebook and Twilter are amaong lhe more widely
used social nalwor!qs.[:t} _(lbar-msourpesllegal-elhlcslopinionsIElhics-Oplnion-H?O.clm#ﬂn4) On these siles, members create anline *prafiles,” which may include
biographical dala, pictures and other information that they wish to post. These servicss permit membars la locale and invile other members of the natwork into their

personal networks {to "connect” or “Iriend" them) or to invite ihe friends or contacts of others to connect with them.

Members of these online social networking communities communicale in a number of ways, publicly or privately. Members of these online social networking
communilies may have the abilly, in many instances, to control who may see their posted conlent, or who may post content to their pages. Varying degrees of privacy
axist. These privacy settings allow users {o restrict or limit access of Information to certain groups, such as “friends.” "connections” or lhe "public.”

Social media siles, postings or activities that mention, promote or highlight a lawyer or a law firm are subjecl to and musl comply with the Rules.[5) (lbar-resourcesfiegal-
e(hicslopinionsIElhics-Opinion-370.cfm#ftn5) Altorneys who choose to use social media must adhare to the Rules in the same way that they would if using more
traditional forms of communication,

The Rules, as well as previous Opinions of this GCommitlea, apply o a number of different social media or social networking activities that an attomey or law firm may be
engaged in, including:

1, Connecling and communicating wilh cllents, former clients or olher lawyers on social networking sites;

2. Writing about an attorney's own cases on soclal media sites, blogs or other internet-publishing based websites;
3. Comimenting on or responding o anline reviews ot comments;

4. Self-ldentification by atlomeys of their own “spacialiies,” "skills™ and "expertise” on social media sites;

5. Reviawing third-party endorsements received by atlorneys on their personal or law firm pages; and,

6. Making endorsements of olher atiorneys on social nelworking sites.

The Commiltee concludes that. generally, each of the activilies identified above are permissible under the Rules; but not without caution, as discussed in greater dslall
bslow. Consistent with our mandale, we consider only the applicability of the D.C. Rules of Professionat Conduct. Given that social media does nol stop at state
boundaries, we remind members of the District of Columbia Bar thal |heir social media presence may be sublecl ta regulation in ather jursdictions, eliher because the
District applias another state’s rules through its cholce-of-law rule,[6] (Ibar-rasourcesllegal-elhics/opinions/Elhics-Opinlon-BTO.c{mmlnE) or because other slaies assert
jurisdiction over attomey conduct without regard to whether the altorney is admitted in other states.[7} (Ibar-ra.sourcas/lsgal-elh\cslopinlonsiEthics-Opihbn-S?O-dm#ﬂM)

Lawyers musl ba aware of the elhical niles regarding soclal media In the princtpal jurisdiction where they practice, consistent with Rule 8.5. However, adherence lo the
ethical rules In the Jurisdiction of one's principal practice may ol Insulale an attomay from disclpline, There is considerable variation In cholee of law rules across
|uristictions. We speclfically wish 1o caution fawyers that the disciplinary rules of oiher jurisdictions, including our neighbering jurisdiclions of Maryland and Virginia, allow
for the Tmposltion of discipline upan atiomeys who are nol admitled In Ihat jurisdiction, if the lawyer provides or offers lo provide any legal services in the Jurlsdiation.
ABA Madel Rule 8,5(b){2) provides a irmitad safe-harbor to this provision, by slaling that "[a] lawyer shall nol be subjecl to discipline If the lawyer's contust conforms o
the rules of a jurisdictiort in which the lawyer reasonably believes the predominant efféct of the lawyer's conducl will accur. We nole, howavar, lhat not evary glata has
adopled this safé harbor. This Commiltas undertook a detailed avaluation of cholce of jaw rules in non-judicial proceedings In Opinlon 311.[8] ([bar-resuurcesflagal-

athicsloplnlonlelhics—Gp‘nion-am.cfm#ﬂnﬂ)

We explicitly note that this Opinion Is limited lo the use of social media as a communications device. This Opinion does nol address issues related to the ethical use of
social media in litigation or other procsedings, or with regard lo issues related to advising clients on the use of social media. Those issues are addressed in Opinion 371

{Social Media Il).
Applicable Rules
The Rules that are potentially implicated by social media include:

Rule 1.1 {Compelence)

Rule 1.6 (Confidentiality of Information)

Rule 1,7 {(Conflict of Interest: General)

Rule 1.18 (Duties to Prospective Client)

Rule 3.3 (Candor to Tribunal}

Rule 5.1 {(Responsibliities of Partners. Managers, and Supervisory Lawyers)
Rule 5.3 (Responsibiliies Regarding Non-Lawyer Assistants)

Rule 7.1 (Communications Conceming a Lawyer's Services)

Rule 8.4 {Misconduct)

Rule 8.5 {Disciplinary Authority; Choice of Law)

Discusslon

1. Soclal Medla in General

https://www.dcbaI.org/bar—resources/legal—ethics/ opinions/Ethics-Opinion—3 70.cfm 11/17/2017
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The guiding principle for lawyers with regard o the use of any sacial network sits is that they must be ¢

Page 2 of 5

onversanl in how Lhe sile works. Lawyers must understand the

funclionality of the social networking site, including its privacy policies. Lawyers must undarsland the manner in which postings on social media sites are made and
whsther such pastings are public or privale. Indeed, comment [6] to Rule 1.1 ({Competenca) provides:

To maintain the requisile knowledge and skill, a lawyer should keep abreast of changes in the law and its praclice, and engage in such continuing study and

sducation as may be necessary lo maintain competence.

As discussed in more detail herein, lawyers must be cognizant of the benefits and risks of the use of social m
nelworking sites, and social media in general, make it easier lo blur the distinctions betw

Communications via social media are inharently less formal than more traditional or esta

reminded of the need to maintain confidentiallty with regard 1o clienls and client matters in al
regarding employees’ use of social networks. Lawyers in law firms have an ethical duty lo supervise su

conduct complies with the applicable Rules, including the duty of confidentiality, See Rul

Contant cortained on a lawyer's social media pages must be truthful and not misleading

under Rule 8.4 or Jack of candor under Rule 3.3, if the social media slalements conflicl wit

adia and their poslings on social media sites. Soclal

een communications thal are business and those that are parsonal,
blished forms of communication. Lawyers and law firm employees must be

s 5.1 and 5.3,

_ Stalements on social media could expose an attorney lo
h stalements made to courts, clients or other \hird parties, including employers-

Simltarly, slaternents on social media could expose a lawyer to civil liability for defamation, libel or other torls.

Il. Permissible Uses of Social Medla

A. Attorneys may connect with and communicate with clients, former cllents aor other lawyers o

There are no provisions of the Rules lhal preciude a lawyer from parficipating in social med|
otherwise communicales with clients on social networking sites, then the attorney must con

Il communications. It is recommended that all law
bordinate lawyers and non-awyer staff to ensure that their

firms have a policy in place

charges of dishonesly

n soclal networking sites, but not without cautlon.

ia or other online aclivilies. Howaver, if an atlorney connects with, of
finue 1o adhere lo the Rules and maintain an appropriale relationship with

clients. Lawyars must also be aware that, if they are connecled to clients or former clisnts on social media, \hen contenl made by others and then placed on the

attorney's page and cantent made by the altomey may be viewed by these clients and former clients.

mainlain client confidences and secrets.

Some social networking sites, like Facebook, offer users the oplion to restrict whal some people may see on 8

Attorneys should ba mindful of their ob

ligations under Rule 1.6 to

user's page. These oplions also allow a user lo delermine

who may past content publicly on the lawyer's page. ILis advisable lor lawyers 1o periodically review lhese setlings and adjust them as needed lo manage the content

appearing publicly on the lawyer's social media pages. Altorneys should be aware of changes to

frequenlly changed and networks may globally apply changes, pursuant ta tha updated policies.

1. Avolding the formatlon of an Inadvertent attorney-client relationship

As we opined in Opinion 316, itis permissible for lawyers to participate in online chat rooms and similar arrangem
time, or naarly real lime communications with intemel users. Howaver, that permissian was cavealed with the caution to av

the policies of the sites thal they utilize, as privacy policies are

ents through which attomeys could engage in real
oid the provision of specific legal advlces in

order lo prevent the formation of an attorney-client relationship. In Opinion 302, we provided “best praclices” guidance on intemat communicalions, with the Intent of
avoiding the inadverient formation of an atlorney-client refationship, One of the suggested "best praclices” included the use of a prominent disclaimer. /d. However, we
have relterated "that even the use of a disclaimer may not prevent the formation of an attorney-client relationship if the parties' subsequent conduct is inconsistent with

the disclaimer.” D.C, Ethics Op. 316.

These same principles are applicable ta the use of social media. Disclaimers are advisable on social media sitas, especially if ha lawyer is posting legat content or if the

lawyer may be engaged in sending or receiving messages from “ends.” wheiher those

Rufe 1.18 imposes a duty of confidentiality with regard o a prospeclive client, who is defined in Rule 1.18(a) as "a person wh
client{awyer relationship with respect to a matier.” However, comment [2) to Rule 1.18 noles that "{a} person who communica

frlends are other atlomioys, family or unknown visitors lo
media page, when lhose messages relate, or may relale, to fegal issues.[9] (/bar»rqsuulcaslkagal-e!hicslupinlun'lelhic5<0pil1‘|on»370.cfm#ﬁn9)

the lawyer's social

o discusses ... the possibilily of forming a
tes information unilaterally to a lawyer,

without any reasonable expectation that the lawyet is willing to discuss the possibility of forming a client-lawyer relalionship, is nota ‘prospective client’ within the

meaning of [the Rule].” The guidance of Rule 1.18 is of parlicular importance in social networking, where lawyers may seli-identify themselves as attorneys and where,

most likely, those rconnectad” to the lawyer will bs aware |hat Ihe user is an attorney; however, without more, the mere

knowledge thal a friend is an allomey does not

giveriseloa reasonable expactation that interactions with that attomey would creale a prospective or actual client relationship, or ils atlendant duly of confidentiality.

I1. Avoiding the creation of conflicts of interest

Consideration must also be given lo avoid the acquisition of uninviled information \hrough social

the lawyer or the lawysr's firn. Caution should-be exercised when staling posilions on is
inadverlently crealing a conflict. Rule 1.7(b)(4) states lhat an atlorney shall nol represen

accordance with Rule 1.7(c). Content of social media posts made by attorneys may cont

1 a client with respect lo a matter if
of the client will be or reasonably may be adversely affected by . . . the lawyer's own financial, business, property of personal

media sites that could creats aclual or perceived conflicts of interesl for

sues, as those staled positions could bo adverse to an interest of a client, thus

ain evidence of such conflicts.

“Ihe lawyer's professional judgment on behalf
| inferests,” unless the conflictis resolved in

Moreover, online communications and interactions with people who are unknown to the lawyer may unintentionally cause the development of relationships with persons

or parfies who may have interests that are adverse [o those of existing clients.

lil. Protecting cllent confidences and secrets

Protecling client information is of the utmosl imporiance when using social media. Mos! attorneys are a

communications, atlorney work-product or other privileged information. The obligation to
relationship.

Rule 1.6 distinguishes between information thal is "confidenlial* and that which Is a "secret,” and requires atl

Columbia,

Confidence” refers to information protected by the atlorney-cliant priviiege under applicable law. "Secret”
relationship that the client has requesled be held inviolale, or the disclosure of which would be embarrassing, or wi

ware of the importance of protecting attomey-client

prolect this informalion exlends beyond the termination of the attorney-client

orneys lo protect both kinds of information. In the District of

refers to other lnfurmaﬁbn gained in the professional
ould be likely to be detrimental, to the client.

Rule 1.6(b). Comment (8] to Rule 1.6 makes clear thal the Rule potentially applies to all information gained in the course of the professional refaiionship, and exists
without regard to the nature or source of the information, or the fact that others share the knowledge.

No less critical are considerations of the level of confidentiality available on the social media sites themselves. If an atlorney uses social media lo communicale with
potential or actual clients or co-counsel, then careful atiention must be paid to issues of privacy and confidentiality. It is critically important thal lawyers review tha

policies of the social media sites thal they frequent, particularly policies relaled lo data collection. Privacy seltings on social m

of confidentiality.

Particular consideration must be given to the issue of rmainlaining and protecting the confidentiality of communicafions on social netwo

edia are not the equivalent of a guaraniee

rking sltes.{10} {/bar-

ra‘.':our;:_és[legal-elhlcsloplniohlelhics-Opinion‘WO.drn#ftnm) Messaging and slectronic mall services provided by social networking sites may lack saleguards suffictent

for communicating with clients or prospective clienis, Moraover, the messaging end elec

\ronic mall services provided by these sites should not b

e assumed to be

confidential or private. Therefore, when @ppropriate, cllenis or potential cliants should be advised by lawyers of the existance of more secure means of communicating

confidentlal, privileged, sensitive or otherwise protected Information. Messages with clients that are sent or racelved via socla

| natworks must be treated with the same

degree of masonable care as messages sani or racefved via aleciconic mall or other \raditional means of communication. Sacial media sites may not permanently retain
messagas or othar-communivations; therefore care shioutd be taken lo preserve hese communications outside of the social media site, In order to ensure thal the
communlcalions are mekntained as part of the client file. |i is advisable Ihat cornmunications regarding on-going representalions or pending legal matiers be made

through secured office e-mail, and not through social media sites.

https://www.dcbar.org/bar-resources/legal—ethics/ opini

ons/Ethics-Opinion-370.cfm
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Certain social media siles collect information about the people and groups that the user is connecied lo and the interactions with that group or person. The information
collecled Is gathered from both the lawyer and the person communicating with the lawyer and can include content, information and frequency of contact.[11] {/bar-
resources/legal-elhicslopinlonsIEth\cs-OpInion-370.cfm#ﬂn1 1) Thasb sites also collect information about uses of (heir partner products and/or websiles, allowing the
soclal madia service to collect and inlegrate Information aboul its users, which can be used for largeted advertising and/or research purposes.[12] (/oar-resources/legal-
alhicslopinionsIEthics-OpInion-370.c1m#ﬂn12) Thus, depending on the intended use of thia social media site, il Is advisable for a lawyer to give careful consideration to
which social media sites, if any, may be more appropriale for business-related uses or for communicalions wilh potential or aclual cliants.

When inviting others to view a lawyer's social media site, or profile, a lawyer must be mindful of the ethical restrictions relaing 1o solicitations and other communications.
Most social networking sites require an e-mail address from the user as parl of the registration process, Then, once the social networking site Is accessed by a lawyer,
the site may access the entire address book (or contacts fist) of the user. Aside from any data cofiection purposes, this access allows the social media site to suggesl
potental connections wilh people the lawyer may know who are already members of the social network, to send requests or other invitations 1o have these contacls
connect with the 1awyer on that social network, or to invile non-members of the social network to join it and connect with the lawyer.

However, in many instances, the people contained in a lawyer's address book or conlacl fist are a blend of personal and professional contacts. Conlact lists frequently
Include clients, opposing counsel, judges and olhers whom it may be impermissible, inappropriate or polentially embarrassing o have as a corinection on a social
networking site. The connection semvices provided by many social networks can be a good markeling and networking tod!, bul for altorneys, these connection services
could potentially identify clients or divulge other information thal a lawyer might not want an adversary or a member of the judiciary lo see or informalion that the lawyer
Is obligated lo protect from disclosure. Accordingly, great caution should be exercised whenever a social neiworking site requesls permission (o access e-mail contacls
or to send e-mail to the people in the lawyer's address book or contact list and care should be taken to avoid inadverlently agreeing to allow a third-party service access
to a lawyer's address boak oF contacts:

B, Attorneys may write about thelr own cases on soclal media sites, blogs or other internet-based publications, with the Informed consent of thelr
clients.

The scope of the proleclions provided in Rule 1.6 militates in faver of prudence when it comes to disclosing information regarding clients and cases. While lawyers may
ethically wrile about their cases on social media, lawyers must take care not to disclose confidenlial or secret client information in social media posts. Rule 1.6(e)(1)
states (hat a lawyer may use a client's confidences and secrets for the fawyer's own benefit or {hal of a third parly only after the attorney has obtalned the client's
informed consent to the use in question. Because Rule 1.6 exlends 1o even information that may be known to other peopte, the prudent lawyer will obtain client consent
before sharing any informalion regarding a representation or disclosing the idenlily of a client, Even if the atlorney is reasonably sure Ihat the information being disclosed
would not be subject to Rule 1.8, itis prudent to obtain explicil informed client consent before making such posts. With or without client consenl, attorneys should
exercise good judgment and greal caulion in determining the appropriateness of such posts. Consideration should be given to the identity of the client and the sensitivity
of the subject matler, even if the client is not overtly identified. It is advisable that the allorney share a draft of the proposed post or blog enlry with the clienl, so there
can be no miscommunication regarding the nature of the contenl that the attorney wishes to make public. It is also advisable, should the client agree that the content
may be made public, that Ihe attorney obtain that client consent in a written form.

Consideralion must also be given to ensure that such disclosures on social media are compliant with Rule 7.1. Rule 7.1 govems all commurications about a lawyer's
servicas, including advertising.: These Rules extend to online writings, whether on social media, a blog or other intemel-based publication, regarding a lawyer's own
cases. Such communications are subject to the Rules because they have the capacity lo mislead by creating the unjustified expeclation that similar results can be
oblained for others. Care must be taken to avoid material misrepresentations of law of fact, or the omission of facts necessary lo make the statement considerad as a
whole noi malerially misleading. Accordingly, social media posts regarding a lawyer's own cases should contain a prominent disclaimer making clear thal past results
are not a guarantee that similar resulls can be obtained for others.

Law firms that havs blogs or social media sites or that allow their lawyers to maintain their own lega! blogs or social media pages should take appropriale steps to
ensure thal such conlentis complianl wilth the Rules, consislent with the duties sel forth in Rule 5.1. Non-atlorney employees who create content for their own or their
employers' social media sites should be educated regarding the protection of clienl information and, if appropriate, be supervised by their employing law {irm or lawyer,
as required by Rule 5.3.[13] (Ibar—resourcesllegal-elhicslopinionsIElhics-Opinion-370.cfm#ﬂn13)

As noted above, all social media postings for law firms or tawyers, including blogs, should contain disclaimers and privacy statements sufficient to convey to prospective
clients and visitors tha the social media posts are not intended to convey fegal advice and do not create an attorney-client refationship.

C. Attorneys may, with caution, respond to comments or online reviews from cllents.

The ability for clients to place reviews and opinions of the services provided by their counsel on the intemet can present challenges for atiorneys. An atiomey must
monitor his or her own social networking websites, verify the accuracy of information posted by others on the site, and correct or remove inaccurate information
displayed on their sacial media page(s). As sel forth in comment {1] to Rule 7.1, client reviews that may be contained on social media posis or webpages musl be
reviewed for compliance with Rule 7.1(a) to ensure that they do not create the "unjustified expectation that similar results can be oblained for others."[14] {/bar-
resourcesllsgal—elhicslopinions/Elhics-Opinion-370:cfm#ﬂn‘l4)

Attorneys may respond 1o negative online reviews or comments from clients, However, Rule 1.6 does not provide complete safe harbor for the disclosure of client
confidences in response o @ negative internet review or opinion. Rule 1.6(e) slales that:

A lawyer may use or reveal client confidences or secrets:

(3) to the extent reasonably necessary lo establish a defense to a criminal charge, disciplinary charge, or civil claim, formally instituted against the lawyer, based
upon conduct in which the client was involved, or to the extent raasonably necessary to respond to specific allegations by the cilent concerning the
Jawyer’s representation of the client [emphasis added].

Thus, the lawyer's ability td reveal confidences. under Ruls 1.6(@)3} Is limited la only "specific* allegations by the client concarning the lawyer's representation of the

client. Comment [25] o Rule 1.6 spocliically exchides general criticisms of an aftomey from the kinds of allegalions to which an atlorney may respond using information

otherwlae protacled by Rule 1.6, However, even when the lavryer Is apsraling within tha scope of the Rula 1.6(e}(3) exception, the comments 1o Rule 1.6 caution that

. gisclosures'should be no greater than thve lawyar réasonably belisves are necessary. Thera is no excapfion o Rule 1.6 thal aliows an altomey to disclose client
confidences or secrafs In responsd {o specific or genaral allagations regsrding an gtlorney's conduct contained In en unline review from a third party, such as opposing

counsel or a non-client.[15] (Ibar-resourcesllegal-e(hicslnpinions/Ethics-Opinion-370.cfm#ﬁm5)

Other jurisdfotions have taken & mare restriclive view of rasponding 10 commants or raviews on lawyer-rating websltes. For exsmple, the New York State Bar

Assoclafion Commilliee on Profassional Ethics, in s Opinfon 1032 (2014), held hat '[a] tawyer tay not disclose confidential cliant Infermation sclely to respond tpa
former client’s criticlsm of tha lawysr posled on a (tawyer-rating website]." The New York analysls turned on the language cantained in New York's Rule 1.6, which
requires raccusalions,” ralier than allegations, in order to trigger the “self-gelensa” excaplion of K.Y, Rule 1.6. Altorneys licensed in the Dlstrict of Colurnbia who are
admitied to practice Jn mulliple Jurisdictions are cautfonad that they may e subjact to the disciplinary authority of bath this jurisdiction and another jurisdiclion where the

lawyer Is admiited for the same condugt, Under the Districts cholce of law rule. Rula 8.5(b)(2)(ii),

the rules o be applied shall be the rules of the admiltling jurisdiction in which the lawyer principally practices; provided, however, that if particutar conducl clearly
has its predominant effect in another jurisdiction in which the Jawyer is licensed to praclice, the rules of that jurisdiction shall be applied lo that conduct.

See notes 6 and 7, infra {161 (Ibar-rasnurcesl!ugul-ulhlcslnglnlonsIEthlcs-Oglnion-:!TU.cfrn#ﬂmG)

We recognize thal there are limitations on the controf thal any Individual can assert over hlg o her presence on the Inlernet. That is why we recognize that an altomney's

ethical obligations 1o review and regulate cantent on social media extends only o those saclal media sies or webpages for which the attorney maintains control of the
content; such as the ability to delela posted content, black usets from posting, ar block users from viewing, However, nolwithstanding the scope of the attomay's . -
aNlirmatlve obligations, it Is highly advisable far attomeys lo be aware of content regarding them on the internel.

D. An attorney or law firm may identlfy “speclaities,” =skills" and "expertise” on soclal media, provided that the representations are not false or
misleading.
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Many socia! media sites, like Linkedin, allow altorneys to identify skills and areas of practice. The Dislrict of Columbia does nol prohibit stalements regarding

specialization or experiise. Accordingly, District of Columbia attomeys are ethically permitted to identify their skills, expertise and areas of practice, subject to Rule 7.1
(a)(17) (Ibar-resourcesllegal—elhics/opinionlelhics-Opinion-370,cfm#ﬂn17)

As we previously opined in Opinion 248, "Rule 7.1(a) permits truthful claims of tawyer specialization so long as they can be subslantiated.” Rule 7.1(a) states that an
attorney is prohibited from making a "false or misleading communication about the lawyer or the lawyer's services.” The retevant comment {1 to this Rule states that *[iit
is espacially important that statements about a lawyer or the lawyer’'s services be accurate, since many members of the public lack detailed knowledge of legal malters.”
Accordingly, we conclude that social madia profiles or pages that include stalements by the atiorney setting forth an altorney's skills, areas of specialization or expertise
are subject to Rule 7.1(a) and, thersfore, cannol be false or misleading.

E. Attarneys must review thelr soclal media presence for accuracy.

Consistent with the goals of networking, marketing and making conneclions, some social networking sites permit members of the site fo recommend fellow members of
to endorse a fellow member's skills. Users may also request that others endarse the lawyer for specified skills that the lawyer has indicaled he or she possesses.
LinkedIn and other sites also allow clients of others lo submit written reviews or recommendations of the lawyer Other legal-specific social networking sites focus
exclusively on endorsements or recommendations. It is our view that a lawyer is ethically permitted, with caution, to recommend other altorneys, and to accept
endorsaments, written reviews and recommendations, subject to the Rules.

As noled above, it is our opinion that lawyers in the District of Columbia have a duty to monitor their social network sites. If a lawyer controls or maintains the: content
conlained on a social media page, then the lawyer has an affirmative obligation 1o review the content on that page. A lawyer must remove endorsements,
recommendations or other content that are false or misleading, Lawyers are advised that il is appropriate to reject of refuse endorsements from people who lack the
knowledge necessary for making the recommendation. it would be misleading for an atlorney lo display recommendations or endorsements of skilis that are received
from people who do not have a factual basis lo evaluate the lawyer's skilis, Lawyers must reject or refuse endorsements ihat indicate thal the lawyer possesses skills or
expertise that the lawyer does not possess. 1L would be misleading for an atlorney 1o display a racommendation that contained incorrect information. The operative
queslions asked by the lawyer when reviewing endorsements or recommendations received on lheir social media pages should be whether the person making the

endorsement knows the lawyer and whether the person can fairly commenl on the lawyer's skills.

We recommend that lawyers who are using social media sites that allow for the review of posls, recommendations or endorsements prior to publication avail themselves
of the settings thal allow review and approval of such information before it is publicized on the lawyer's social media page. Some sites, like Linkedtn, provide seltings
Ihat allow the user lo review and approve endorsemsnls \hat are received before the endorsements are posted publicly. Users may also choose to keep endorsements
hidden so that they are not seen by others.[18] (/bar—resourcesllegal-elhicslopinions/Elhics—Opinion-370.cfm#ﬂm8) Other social networking sites, like Facebook, allow
users to adjust their privacy settings to require user approval before certain content, such as pholos, can be displayed on a user's home page, Some social media siles
allow users to adjusl their privacy setlings to require approval before a user can be “tagged.” a practice that allows conlent on another person's page lo be displayed on
the user's page.

It is suggested that lawyers, particularly those who do not frequently monitor their social media pages, those wha may not know everyone in their nelworks well, or those
who wish to have an added layer of protection, utilize these heightened privacy settings. Aside from the potenlial sthical issues discussed herein, there are many good
reasons for a lawyer to want to maintain a higher level of control over what contenl others may place on a lawyer's sacial media page(s).

1t is permissible under the Rules for a Jawyer to make an endorsement or recommendation of another attorney on a sacial networking site, provided that the

andorsement or recommendation is not false or misleading. Such endorsements and recommendations musl be based upon the belief thal the racipient of the

endorsement does in facl possess said skills or legal acumen. Rule 8.4{(c) prohibits an altorney from being dishonesl, or engaging in fraud, decsit or misrepresentation,
. Therefore, a lawyer must only provide an endorsement or recommendation of someone on social media that the endorsing lawyer believes to be justified,

Rule 8.4(a) states that il is misconduct for a lawyer to violate or lo attempt to violate ethics rules through the acls of others. Thus, clients and colleagues cannot say
things about the lawyer that the lawyer cannot say. The lawyer's obligation to monitor, review and correc! content on social media sites for which hey maintain conlrol
exists regardless of whether the informalion was posted by the attorney, a client or a third party.

Wa reiterale that, for websites or social media slies where the attorney daes not have editorial control over content or the postings of others, we do not believe that the
Rules impose an affirnative duty on a lawyer to monitor the content of the sites; however, under cerlain circumstances, it may be appropriate for the atlorney to request
thal the paster remove (he content, 1o reguest that the soclal networking site remove the conlent, or for the attomey to post 2 curative response addressing the
inaccurate content,

Concluslon

Sotial media is a conslanlly changing area of technology. Social media can be an effectlve tool for providing information to the public, for networking and for
communlcations, However, using such lools requires that the lawyer maintain and update his or her social media pages or profiles in order to ensure that information is
accurate and adequately protected.

Accordingly, this Commitiee concludes Lhat a lawyer who chooses o mainiain a presence on social media, for personal or professional reasons, must take affimative
sleps lo remain compelent regarding the technology being used and 1o ensure compliance with the applicable Rules of Professional Conduct.

The world of social media is a nascenl area thal continues to change as new technology is introduced into the marketplace. Best practices and ethical guidelines will, as
a result, continue to evolve lo keep pace with such developments.

8 (Ibar-resources[lsgal-elhicslopinionlelhics-Oplnion-370.cfm#ftnrel1)“Conlenl" means any communications, whether for personal or business purposes,
disseminated through websites. social media sites, blogs. chat rooms, listservs, instant messaging, or other inlemet presences, and any attachments or links related
therelo.

2 (Ibar-resources/legaI-eIhicslopinionlelhics-Opinion-B?O.cﬁn#ﬂnrefZ) The Merriam-Websler Dictionary defines “social media” as “forms of electronic communication
... through which users create online communities to share informalion, ideas, personal messages, and other content....” More specifically o the |egal profession, the
New York State Bar Association Commiltee on Professional Ethics, in its Formal Opinien No. 2012-2 (May 30, 2012}, stated:

We understand "social media” lo be services or websites people join voluntarily in order 1o interact, communicale, or stay in touch with a group of users,
sometimes called a "network.” Most such sarvices allow users to create personal profiles, and some allow users to post pictures and messages about their daily
lives,

(3] (Ibar-resourcesllegal-emicslopinions/Elhics-Opinion-370.cfm#ﬂnref3) We have previously addressed issues related to altorneys' participation in certain kinds of
internet and electronic communications, bul have not yet addressed the broader uses of social media. In Opinion 316, we concluded that attomeys could lake parl in
online chal rooms and similar arangements through which they could engage in communications in real time or nearly real time, with internet users seeking fegal
informatlon. D.C. Legal Ethics Op. 316 (2002). in Oplnion 281, we addressed issues refated to the use of unencrypled electronic mail. D.C. Legal Ethics Op. 281 (1998},
Jn Opinion 302, we stated thal lawyers could use websites to advertisa for plaintiffs for class aclion lawsuits and use websites thal offer opporiunilies to bid competitively
on legal projects. D.C. Legal Ethics Op. 302 (2000).

4 (Ibar-resourcesllegal—ethlcslopinionlethics-Oplnion-370.c1m#ﬂnref4)www.amarlcanbar.nr {publications/techrepor/2014/mloggin -and-soglal-media;himl
(favascript:Handlebink
{'cpe 0 0 CPHEWWIN: biank*top=10,lett=10width=300 helght=300 toothar=1 focation=

and-social-media.html'};} (last visited Ocl. 26, 2018).

(5] (Ibar-fesources/legal-elhlcsloplnlonlelhlcs-Opinion-370,cfm#ﬂnrefﬁ) The Committee further noles that even social media profiles that are used exclusively for
personal purposes might be viewed by clients or other third parties, and that information contained on those social media websites may be subject to the Rules of
Professional Conducl, The Rules extend to purely private conduct of a lawyer, in areas such as truthfuiness and complianca with the faw. See Rule 8.4.
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&1 (/bar-resourcesflsgat-stiiles/éplnibnsiENE 6-0] Ivign-370.cimiftnrets) In accordance with D.C. Rule 8.5(b), the Office of Disciplinary Counsel will apply the rules
of 'anoghsr{ur(sdigz’lldn to an attomay's conduct in two circumstances:

(1) For conduct in connection with a malter pending before a tribunal. the rules to be applied shall be the rules of the jurisdiction in which the lribunal sits, unless
the rules of the tribunat provide otherwise, and

(2) For any other conduct. ., .

(i) 1f the tawyer is licensed to praclice in this and another jurisdiction, the rules lo be applied shall be the rules of the admitting jurisdiction in which the
lawyer principally practices; provided, however, that if particular conduct clearly has its predominant effect in another jurisdiction in which the lawyer is
licansed to praclice, the rules of lhat jurisdiction shall be applied to that conduct.

Note thal, in contrast to ABA Mode! Rule 8.5 {see infra note 7),0.C. Rula 8.5 does not provide for jurisdiction over attorneys not admitted to practice in the District and
does not apply the rules of another jurisdiction unless the altomey Is either practicing before a tribunal in another jurisdiction, or is licensed to practice in another
jurisdiction,

iyl (Ibar-resourcesllegal-elhicslopinions/Elhics-0pinion-370,cfrn#ﬂnreW ) In contrast to D.C. Rule 8.5 (discussed supra in note 6), ABA Model Rule 8,5{a) states thal "(a]
lawyer not admitted In this jurisdiction is also subject to the disciptinary authorily of this jurisdiction if the tawyer providss or offers to provide any lagal services in this
jurisdiction.” Moreover, ABA Model Rule 8,5(b)(2) states that for conduct nat in connection with a matter pending before a tribunal, the rules to be applied are “the rules
of the jurisdiction in which the {awyer's conduct occurred, o, if the predominant effact of the conduct is in a different jurisdiction, the rules of that jurisdiction shall be
applied lo the conduct,” Accordingly, Model Rule 8,5(b)(2), unlike D.C. Rule 8,5(b){2), may result in the application of rules of jurisdictions to which the fawyer is not
admitied.

(8} (/bar—resourcasllegal-elhicslopinions/Elhics—Opinion-370.cfm#ﬂnrefﬂ) D.C. Legal Ethics Op. 311 {2002). The revisians to Rule 8,5(b)(1) that became effective on
February 1, 2007 have modified Opinion 311 to the exient that the Opinion now applies more broadly to conduct in connaction with a "matler pending before a tribunal®
rather {han only in connection with a proceeding in a court before which a lawyer has besn admitted to praclice,” Thess revisions, however, do not change this
Committee's analysis in Opinion 311 as to other conduct" under Rule B.5(b)(2).

)] (Ibar-resourcesllegal-elhics/opinionlelhIcs-Opinion-S?O_cfm#‘hnrefS) As we discussed in Opinion 302, in the District of Columbia, the question of what conduct gives
rise to an atlorney-client relationship is a matter of substantive law. Neither a retainer nor a formal agreement is required in order o eslablish an attorney-client
relationship in the District of Columbia. See, e.g. In re Liebar, 442 A.2d 153 (D.C. 1982) (attomey-client relationship formed where attorney failed to indicate lack of
consent {o accept a courl appointed client after receiving notification of appointment by mai), Furher, even casual legal advice can give rise (o an attomey-client
relationship if the putative client relies upon il, Ses, e.g., Togstad v. Vessly, Otlo, Miller & Keffe, 291 N.W 2d 686 (Minn, 1980) (finding an atiorney-client relationship
where the attomey stated thai he did not think a prospective client had a cause of action but would discuss it with his partner, did not call prospeclive ciient back, and
praspeclive client refied on atorney's assessment and did not continue to seek legal representation).

[10] (Ibar-resourcesllegal-elhicsloplnions/Ethics-Opinion-370.cfm#ﬁnref1 0) Ses also D.C. Legal Ethics Op. 281.

f11] (lbar-resourcesllsgaI—elhicsIopinions/Elhics-Opinion-370,cfm#ﬂnreh 1) An example is conlained in Facebook's data policy.
tittps:/fwww.facebaok.com/sbouliprivac [ (javaseript;HandleLink('cpe 0 0 'CPNEWWIN: blank"(&hups:!Iwww.fncobook‘comlnbautlprivaévl".):l) (tast visited
Oct, 26, 2016). ' ' ’ ]

112} (Ibar-resourcesllagal-elhics/opinionlelhics-Opinion-370,dm#ﬂnref12) Miller, C., The Plus in Google Plus? it's Mostly for Google, Feb, 14, 2014
httpilfwww.n \mas.com/2014/02/115)technologyithe-plus-infjoo ia-nlus-ts-mostly-for-gooale hitmi? r=0 (favascr] 1:HzandleLink

{'cps 0 O° 'CPNEWWIN: blank‘@httg‘.Ilwww.nvﬂmES.t:omIZD14/02[1 Sllechnofoqyithe-glus-ln—qoonln~plus«lts—mos!lvfcr-googlu_html‘? r=0'}:) (fast visited Oct.
26,2016}, )

{13] (Ibar-resourcesllagal—elhicslopinionsIEthics-Oplnion-370,dm#ﬂnreﬁ 3) See, e.g., Gene Shipp, Bar Counssl: 2020: The Fuluge of the Rulas of Professional
Conduct, WASHINGTON LAWYER (June 2013), sharing the example that our world is changing so fast that “s high-profila calabrlly, who somes to your office on a
highly confidential malter and graciously pauses to allow a picture with your receptionist, may be unhappy with your staif's violation of Rula 1.6:when their picture
appears on lhe Internel even before you have had a chance lo say hello.”

(14} (/bar-resaurcesllegal-elhicslopinionsIElhics-OpinIon-370.cfm#ﬂnref14) The Committee does not distinguish between client comments that are solicited and those
that are unsolicited. Rule 7.1 governs all communications about a lawyer's services.

{15) (lbar-rasources/legal-elhicslopinionlelhics—Opinion-370,cfm#ﬂ.nref15) Although beyond the scope of this Opinion, the Committee notes thal the Rule 1.6(e)(3)
exception allows an attomey to respond to wrongs alleged by a third party, but only if the third party has formally instituted a civil, criminal or disciplinary action against
the lawyer, See comments [23) and [24] to Rule 1.6.

[16) (Ibar-resourcesllegal-elhicslopinionsIEthics-Opinion-370.cfm#‘flnref1 6) Other jurisdictions have sanctioned atiomeys for disclosures of cliént conlidences or secrets
on social media or other websites. In 2013, the Hearing Board of the llinois Atlomey Registraion and Disciplinary Commission held, in the Matler of Betty Tsamis, that it
was a violation of Rule 1.6(a) for an atlomey to respond to an unfavorable review on the légal referral website AWVO wilth & respanse thal revealed confidential
information about the client's case, In Tsamis, the attomey first requesled that the cliant remove the posting from the wabsHie; which Is aso a permissible response in the
District of Columbia. The client responded that he would remove the post, but only if the attomey relurned his fles and refunded his fees. Thereafter, AVVO removed the
posting from ils online client reviews. The client then posted a second negalive client review to the same website, which the attorney responded 1o, disclosing client
information. The Hearing Board found that the response exceeded what was necessary to respond to the clienl's accusations and a reprimand was recommended.

(17 (Ibar-resourcesllegal-ethlcslopinion5/Elh|cs-0pinion-370.cfm#ftnrafﬂ) Prudent attomeys should consider the most restrictive rules applicable o them whin using
self-promotional features on sacial media. We note that other jurisdictions, like New York, do nol permil lawyers to identify themselves as “specialists” unless they have
been certified as such by an appropriate organization. They are, however, permitled to detail their skills and experience. See N.Y. Cnly. Lawyers Ass'n Camm. on Profl
Ethics, Op. 748 (Mar. 10, 2015), )

[18] (Ibar-resourcesllegal—ethicslopinion5IEH\iC5—0|§inion-370.cfm#ﬂnreﬂﬁ) Lawyers are advised 1o raview the gluldanca provided by other jurisdictions in which they are
admilted to practice regarding lhe use of endorsements or the skills and expertise sactions in a Linkedin profile. Ses, 6.g., Maryland Stale Bar Ass'n, Comm. on Ethics,
Ethics Docket No. 2014-05;Philadelphia Bar Ass'n, Profi Guidance Comm., Op. 2012-8 (Nov. 2012}; Soulh Carolina Ethics. Advisory Comm., Op. 09-10; see also nole

i7.
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LOS ANGELES COUNTY BAR ASSOCIATION
PROFESSIONAL RESPONSIBILITY AND ETHICS COMMITTEE

OPINION NO. 529
August 23, 2017

ETHICAL RISKS IN USING SOCIAL MEDIA
SUMMARY

Every lawyer must act competenily to protect confidential client information
against inadvertent or other unauthorized disclosure. While lawyers always should
be cautious about disclosing any information related to a client, on-ine
communications present particular risks. One example of such a risk arises when
someone attempfs to elicit information from a lawyer via social media pretexting.
A lawyer's unguarded disclosure of client information might result in violations of
the duties of competence and confidentiality and might cause the loss of the
lawyer-client privilege and work product protection.

AUTHORITIES CITED

Cases
In re Jordan {1972} 7 Cal.3d 930
McDermott Will & Emery LLP v. Superior Court (201 7) 10 Cal. App. 5th 1083
Lenz v. Universal Music Corp. (N.D. Cal. Oct. 22, 2010) 2010 U.S. Dist. LEXIS

119271
Kintera, Inc. v. Convio, Inc. (S.D. Cal. 2003} 219 F.R.D. 503

Statutes
Bus. & Prof. C. § 6068(e)(1)
Code Civ. Proc. §§ 2018.010, ef seq.
Evid. C. §§ 912(a) and 950, et seq.

Rules of Professional Conduct

California Rules of Professional Conduct, Rules 3-100 and 3-110
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Ethics Opinions

Cal. State Bar Formal Opns. 2016-195, 2010-179, 2004-165, 2003-161, 1999-
154, 1993-133, 1981-58, and 1980-52
L.A. County Bar Assoc. Opns. 524, 456, 436, and 386

Other Authorities

Fed. R. Evid., Rule 502

statement of Facts

Attormey is active on an Internet website that permits interactive communications
with other visitors to the website. Attorney begins corresponding through the
‘website with an Individual unknown to Attorney. Neither Attorney nor Individual
uses his actual name. Atforney reveals that Attorney is a litigator. Individual states
that Individual works in a non-legal capacity in a non-legal industry. Attorney is
not aware that individual is actually associated with the opposing side of a
pending case in which Attomey represenis Client and is “caftfishing,” i.e.,
assuming a false on-line identity to obtain information by pretext.!

During their correspondence, Attorney tells Individual about Attorney's upcoming
interviews with Lay Witness and Expert Witness, both of whom are potential
witnesses in Client's matter. Attorney communicates fo Individual the generdl
geographic location of Lay Witness and the general subject matter of Expert
Witness's expected testimony. Attorney does not reveal the name of Client or of
either witness.

Attorney also maintains a blog associated with his law firm website and comments
on both the blog and a legal industry on-line discussion board that in a matter
Attomey is handling there is a lay witness whose “memory is weak” and whois "an
older gentleman.” Attorney also notes on the blog and discussion board that in
the same matter he has retained an expert witness whose opinion is “very
supportive" of the client's position and Afforney now estimates damages in the
matter “greater than” what Attorney originally calculated.

1 Meriam-Webster Dictionary defines “catfisn” as “[A] person who sets up a false personal profile on a social
networking site  for fraudulent or decepfive purposes” {available  at: hiips://www. merrigm-

webster.com/dictionary/caifish).

This Opinion does not cddfess the ethical implications for the lawyer or law office associated with the
individual perpetrating the catfishing referenced in this Opinion.
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Attomey believes the revealed information is innocuous, in part because Attorney
has not identified by name Client, Lay Witness, or Expert Witness. However,
Attorney has revealed sufficient information so that a person familiar with aspects
of Client's litigation would be able to identify the witnesses and the significance
of Attorney's disclosures.

Issue

what are the ethical implications of an Attomey's disclosure of client-related
information through social media fo the public and fo a person whose identity is
unknown fo Attorney where fhe cumulative effect of Aftomney's use of social
media can allow readers to aggregate and study information so that a Client's
confidential information may be deduced or discovered from it, and the
information includes Attorney's personal impressions, opinions or assessments
related to the represeniation?

Discussion

Business and Professions Code § 6068(e)(1) obligates each attorney to preserve
the “secrets" of the client. Client usecrets”, often referred to as confidential client
information, includes all information obtained by alawyer as a result of alawyer-
client relationship, the disclosure of which likely would be harmful or embarrassing
to the client or that the client has directed the lawyer nof to disclose. See, e.g.,
California Rules of Professional Conduct, Rule 3-100, Discussion ¥ {1};2Inre Jordan
(1972) 7 Cal.3d 930, 940-41: Cal. State Bar Formal Opns. 2016-195, 2004-165, 2003-
161, 1999-154, 1993-133, 1981-58, and 1980-52; and L.A. County Bar Assoc. Formal
Opns. 456, 436, and 386.

Confidential client informationis a broad category that encompasses information
protected by the lawyer-client privilege and the work product doctrine. In
addition to not intentionally disclosing confidential client information, a lawyer's
duty of competence under Cdlifornia Rule 3-110 requires that the lawyer take
reasonable precautions fo safeguard against its uninfended disclosure. See Cal.
State Bar Assoc. Formal Opn. 2010-1 79 ("An afforney's duties of confidentiality and
competence require the attorney to take appropriate steps to ensure that his or
her use of technology in conjunction with a client's representation does not

subject confidential client information fo an undue risk of unauthorized

2 Unless ofherwise indicated., all reférences to rules are to the Cadlifornia Rules of Professional Conduct.
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disclosure.”).3 A lawyer's failure fo take reasonable precautions to protect the
information could have serious adverse repercussions for the client's interests.
Although this opinion focuses on potential adverse repercussions that can result
from an incautious use of social media, the principles discussed apply with equal
force fo all interactions in which a lawyer might engage in fthe iawyer's
professional or persondl life.

Lawyer-Client Privileged Information. As notfed, within the broad range of
information protected by Business and Professions Code § 6068(e)(1) is the
narrower category of lawyer-client communications that are protected by the
evidentiary lawyer-client privilege under Evidence Code §§ 950, et seq. Although
inadvertent disclosure might not waive the lawyer-client privilege, 4 a lawyer's
disclosure of confidential client information, including that which is privileged,
nevertheless makes that information available for use by others and could cause
fhe client harm. For example, assume that during a conference with the lawyer,
the client had revealed facts that were detiimental to the client or the client's
matter. Further assume that the lawyer then disclosed those same facts on-line
when discussing a “client" whose name the lawyer did not reveal. Although the
lawyer might believe that those facts could not be associated with the particular
client, it is possible that an opposing party or third person might be able to infer
the client's identity from the context of the disclosure. Although the disclosure by
the lawyer would likely not constitute a waiver of the privilege, the opposing party
would be able to use the underlying facts disclosed during the lawyer-client
communication to the client's detriment or embarrassment.

Work Product. It also is possible that a lawyer's disclosure would waive work
product profection otherwise available under Code of Civil Procedure §§
2018.010, et seq. For example, inLenz v. Universal Music Corp. (N.D. Cal. Oct. 22,
2010) 2010 U.S. Dist. LEXIS 119271, the “YouTube 'dancing baby’ case”, the court
determined that work product protection had been waived by the client's blog
posts, gmail chat posts, and e-mails discussing the lawyer’s sirategy. in addition,
in Kintera, Inc. v. Convio, Inc. (3.D. Cal. 2003) 219 F.R.D. 503, the court ordered

3 Formal Opn. 2010-179 addressed the duty to guard against the kind of eavesdropping and intercepfion
that might be possible when a lawyer communicates elecironically, such as when using a public wireless
connection. The current opinion discusses the situation in which a lawyer discloses information intentionally
put with the belief that confidential client informatior is not being revealed. :

4 Under Evid. C. § 912(a). only the holder of a privilege can waive ifs protections, either by disclosing a

significant part of the profected communication or by consenting to its disclosure by another person. See
also McDermott Will & Emery LLP v, Superior Court (2017) 10 Cal. App. 5th 1083, 1101.
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production over the plainfiff's work product objection after plainfiff had posted
to its website allegations of misappropriation of frade secrets and said it possessed
~ employee affidavits signed under penalty of perjury.5 Although Lenz and Kintera
both involved the clients’ disclosures of the lawyer's work product, the same result
would follow a lawyer's disclosure on social media of the lawyer's own work

product. Under the facts presented, Aftormey has disclosed to Individual, a .
person working with the opposing party in Client's case, general information

about Client and both witnesses in Client's matter. Attormney has also disclosed on
both his blog and the on-line discussion board Attorney's potentially damaging
impression of Lay Witness's memaory that the other side might be able to use to
impeach the witness's testimony. Further, Attorney'’s disclosed opinion on those
same social media sifes regarding Expert Withess's anticipated damages
testimony will alert the other side to counfermeasures they will need to fake in the
damages phase of fhe case. ‘The general information Attorney relayed fo
Individual in their one-on-one communication, in concert with Aftorney's
disclosures about the two witnesses on the blog and discussion board, can
provide the opposing side with information to develop strategies that are
detrimental fo Client's inferests.¢

Lawyers should always protect client information carefully; discretion is essential
to client protection and a hallmark of professionalism. Further, communication
through social media caries enhanced risks, not only because, as in this situation,
the recipient of an electronic comimunication might not be the person whom she
or he purports to be, but also because the recipient has the ability to share the
information with others easily. In addition, information distributed electronicaily
" has a continuing life, and it might be possible for recipients to aggregate, mine,
and analyze electronic communications made fo different people at different
times and through different social media. These dangers are enhanced by the
casudl, informal, and spontaneous nature of some Intfernet communications: a
lawyer who is part of an on-line community must comply with all of the duties with
regard to confidential client information that lawyers have in every other
circumstance.

5 Federal Rules of Evidence, Rule 502 controls waiver of the lawyer-client priviege and work product protection in the
federal courts.

s1tis possible that Attorney's disclosures about the two witnesses on the blog and discussion board may alone, without the
one-on-one communication with Individual, provide sufficient information so as 1o be detrimental o Client's interesis {e.g.,
if Atlorney's case load is relatively small such that the disclosures likely relafe fo Client's matter). In any event, the
cumulative effect of the disclosures and the communication make such detrimental effect much more likely.
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ncl ns

Lawyers are required fo be sensitive to the interplay of advancing fechnology
and the lawyer's professional responsibilities. A lawyer who communicates on-
line regarding professional activities must guard against doing so in a way that
discloses confidential client information. A lawyer's failure fo recognize the risks
inherent in the use of on-line social media could result in client injury and the
possibility of professional discipline under Business and Professions Code §
6068(e)(1) and Rules of Professional Conduct 3-100 and 3-110.

This Opinion is advisory only.
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BAR ASSOCIATION OF NASSAU COUNTY
COMMITTEE ON PROFESSIONAL ETHICS

BAR ASSOCIATION OF NASSAU COUNTY
COMMITTEE ON PROFESSIONAL ETHICS

Opinion No. 2016-01
{Inquiry No. 2016- 005)

Archive of Ethics Opinions

Topic:
Responding to online criticism pertaining to the lawyer's services posted by former client's relative.

Digest:
A lawyer may not disclose confidential information to respond to online criticism.

Rule Provisions:
1.6(a); 1.6 (b); 1.9 (¢)

Facts Presented:

The inquirer, a Nassau County law firm, was retained by a husband in connection with a family offense
petition as well as in the divorce commenced by the wife. Within weeks, the husband was arrested for an
alleged violation of the stay away order of protection. The inquirer did not handle criminal matters and so
advised client. The client became upset; hired another attorney to handle the criminal matter as well as
replacing inquirer as to the divorce proceeding. The Inquirer then received a telephone call from an
individual identifying himself as the brother of the former client requesting a refund of unearned fees.

Inquirér advised the gentleman that no refund was due and provided a breakdown of charges with
respect to the divorce proceeding. The "brother" then posted several internet reviews criticizing the
Nassau County firm for hiring inquirer and calling inquirer a "thief".

The inquirer wishes to respond to the posting of the criticisms on the Internet by including potential
confidential communications with the former client in order to tell "his side".

Question:

When a lawyer's former client, or someone ostensibly on their behalf, posts negative comments and
criticism of the lawyer on the Internet, may the lawyer post a response on the Internet\Website that tends
to rebut the comments and criticisms by including confidential information relating to that former client?

Analysis

The Internet and social media provide numerous sites that ask visitors to state their views of and
experience with lawyers, presumably to provide other visitors with information on which to base their
choice of counsel. As with our inquirer, he was only partially successful in obtaining the removal of some,
but not all, of the critical comments made against him on this particular website.

The inquirer believes that certain information about his répresentation of that client would tend to rebut
the posted criticisms. The information in question constitutes "Confidential Information" as defined by
Rule 1.6 (a) of the Rules of Professional Conducts (the "Rules"):

"confidential information” consists of information gained during or relating to the representation of a client,
whatever its sources, that is (a) protected by the attorney- client privilege, (b) likely to be embarrassing or
detrimental to the client if disclosed, or (¢) information that the client has requested be kept confidential.

Under Rule 1.9, Duties to Former Clients, a lawyer shall not:
Rule 1.9(¢)
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(1) use confidential information of the former client protected by Rule 1.6 to the disadvantage of the
former client...; or
(2) reveal confidential information of the former client protected by Rule 1.6....

However, there is a "self-defense” exception fo the duty of confidentiality set forth in Rule 1.6, which as to
former clients is incorporated by Rule 1.9 (c). Rule 1.6 (b) (5) (i) states:

a. A lawyer may reveal or use confidential information to the extent that the lawyer reasonably believes
necessary:

(5) (i) to defend the lawyer or the lawyer's employees and associates against an accusation of wrongful
conduct.
(emphasis added)

Comment [10] to Rule 1.6 provides the following guidance: Where a claim or charge alleges misconduct
of the lawyer related to the representation of a current or former client, the lawyer may respond to the
extend the lawyer reasonably believes necessary to establish a defense. Such a claim can arise in a civil,
criminal, disciplinary or other proceeding and can be based on a wrong allegedly committed by the lawyer
against the client...

(emphasis added)

Such disclosure, if permitted, is limited to the extent that the lawyer reasonably believes the disclosure is
necessary fo accomplish the purpose of Rule 1.6 (5) (b) (i); wholesale disclosure is not permitted.

The language of the exception, and the comments thereto, suggest that it does not apply to informal
complaints such as posting criticisms on the Internet. The key word is "accusation" defined in Black's Law
Dictionary 21 (5th ed. 1979) as a “formal charge against a person to the effect that he is guilty of a
punishable offense” or a "charge of wrongdoing, delinquency, or fault” Webster's third international
Dictionary Unabridged 22 (2002). See also, Roy D. Simons, Simon's New York Rules of Professional
Conduct Annotated 230 (2013 ed.) ("An accusation means something more than just casual venting.")
The proposition that an attorney may disclose privileged information if necessary to defend against
pending civil or criminal charges appears to have general support in the case law. see cases cited in First
Federal Sav. & Loan Asso. v Oppenheim, Appel. Dixon & Co., 110 F.R.D. 557 (S.D.N.Y. 1986) Disclosure
of the confidential information can not be used by a lawyer in a wrongful discharge case, Wise v Consol.
Edison Co. of N.Y 282 A.D. 2d 335 (1st Dep't 2001) or in a lawyer's defamation complaint against his
former employee. Eckhaus v Alfa-Laval Inc. 764 F. Supp. 34 (S.D.N.Y. 1991) Further, there may be
circumstances in which the material threat of a proceeding would give rise to the right to disclose
confidential information. see NYSBA opinion 1032 (10/30/2014) citing N.Y. City 19886-7 (in-house lawyer
may disclose confidential information to government prosecution who have identified the lawyer as the
subject of a grand jury investigation in which other witnesses have made incriminating statements about

the lawyer.)

The New York State Bar Association addressed a similar inquiry in Ethics Opinion 1032, where the
inquirer asked to respond to a former client's critical commentary on a website. As we find here, in 1032,
the New York State Bar Association similarly concluded that a lawyer may not disclose a former client's
confidential information solely to respond to a former client's criticism of the lawyer posted on a lawyer ~
rating website. ‘

We note that in this inquiry, we are not asked to consider whether the negative website posting
constitutes a waiver by the client of the attorney-client privilege and of other kinds of confidentiality. under
Rule 1.6(a). For our analysis, we have assumed that confidentiality has not been waived. The mere fact
that the brother of a former client (or perhaps the former client himself) has posted critical comments on
the Internet or a website is insufficient to permit a lawyer to respond to the negative commentary with
disclosure of the former client's confidential Information. Our conclusion properly respects the vital
purpose of Rule 1.6(a) in preserving client confidentiality and fostering candor in the private
communications between lawyers and clients, and it does not unduly restrict the self-defense exception,
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Rule 1.8 {b) (5) (. which applies to a charge of wrangdoing against the attorney, i.8. the "accusation”.
Critical but less formal comments on the skills of lawyers and his law firm, whether in the coffee shop, a
newspaper account, a blog, ora website, are an inevitable incident of the practice of a public profession,
and may even contribute to the body of knowledge available ghout lawyers for prospective clients seeking
lega! advice. .

iuslo .
A lawysr may not disclose a former client's confidential information solely to respond to criticism of the
lawyer posted on the Internet or a website by a relative of the former client or by the former client himsef.

(Approved by the Full Committee on May 9, 2016)
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Illll NEW YORK STATE BAR ASSOCIATION

NSO Serving thr legal profession and the cammunity since 1876

ETHICS OPINION 1032

New York State Bar Association
Committee on Professional Ethics

Opinion 1032 {10/30/2014)
Topic:  Responding to a former client's critical commentary on a website

Digest: A lawyer may not disclose confidential client information solely to respond to a former dlient’s criticism of the lawyer posted

on a lawyer-rating website.
Rules:  1.6(a); 1.6{b); 1.9(c)
FACTS

1. Theinquirer, a New York law firm, believes that a “disgruntled” former client has unfairly characterized the firm's representation
of the former client on a website that provides reviews of lawyers. A note posted by the former client said that the former client
regretted the decision to retain the firm, and it asserted that the law firm provided inadequate services, communicated inadequately
with the client, and did not achieve the client's goals. The note said nothing about the merits of the underlying matter, and it did not
refer to any particular communications with the law firm or any other confidential information. The former client has not filed or

threatened a civil or disciplinary complaint or made any other application for civil or criminal relief.

2. The law firm disagrees with its erstwhile client’s depiction of its services and asserts that the firm achieved as good a result for
the client as possible under the difficult circumstances presented. The firm wishes to respond to the former client’s criticism by telling
its side of the story if it may do so consistently with its continuing duties to preserve a former client’s confidential information.

QUESTION

3. When a lawyer's former client posts accusations about the lawyer's services on a website, may the lawyer post a response on the

website that tends to rebut the accusations by including confidential information refating to that client?

OPINION

4 The Internet and social media today provide a number of sites that ask visitors to state their views of and exf)eriences with
lawyers, presumébly to provide other visitors with information on which to base their choice of counsel. Our sur;'ey of a few of these
sites did not reveal any protocols to monitor the accuracy of the commentary, except to assure that the very lawyers being reviewed
are not the source. In this respect, the sites differ from other lawyer-rating agencies - Chambers, Super Lawyers, Best Lawyers in
America, Martindale-Hubbell and the like — which claim to base their ratings on a canvass of clients and other members of the bar.

5. The inquiry concerns a negative posting on such a site by a former client. The inqulring firm believes that certain information
about its representation of that client would tend to rebut the posted allegations. The information In question constitutes
»Confidential information” as defined by Rule 1.6(a) of the Rules of Professional Conduct (the "Rules”). Under Rule 1.9(c), a lawyer Is

generally prohibited from using or revealing confidential information of a former client.

6. There is, however, a "self-defense” exception to the duty of confidentiality set forth in Rule 1.6, which as to former clients is
incorporated by Rule 1.9(c). Rule 1.6(b)(5)(i) says that a lawyer “may reveal or use confidential information to the extent that the
Jawyer reasonably believes necessary ... 1o defend the lawyer or the lawyer's employees and associates against an accusation of
wrongful conduct.” When applicable, this exception permits, but does not require, disclosure of confidential information, and only to

the extent the lawyer reasonably believes necessary to serve the purpose of self-defense. See Rule 1.6, Cmts. [12] & (14].

7. The inquiry raises the question whether a lawyer may rely on this exception to disclose a former client’s confidential information
in response to a negative web posting, even though there is no actual or threatened proceeding against the lawyer. We do not

believe that a lawyer may do so.
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8. The language of the exception suggests that it does not apply ta informal complaints such as this website posting. The key word
is “accusation,” which has been defined as "[a] formal charge against a person, to the effect that he is guilty of a punishable offense,”
Black’s Law Dictionary 21 {5th ed. 1979), or a “charge of wrongdoing, delinquency, or fault,” Webster’s Third International Dictionary
Unabridged 22 (2002). See Roy D. Simon, Simon's New York Rules of Professional Conduct Annotated 230 (2013 ed.) ("An accusation

means something more than just casual venting.”)

9. Comment {10] to Rule 1.6 supports this conclusion. It says that “[wlhere 2 claim or charge alleges misconduct of the lawyer
related to the representation of a current or former client, the lawyer may respond to the extent the lawyer reasonably believes
necessary to establish a defense.” In the context of a set of tegal standards, the words “claim” and “charge” typically suggest the
beginning of a lawsuit, criminat inquiry, disciplinary complaint, or other procedure that can result in a sanction. Comment [10]
continues by saying: “Such a claim may arise in.a civil, criminal, disciplinary or other proceeding and can be based on a wrong
allegedly committed by the lawyer against the dlient or on a wrong alleged by a third person, such as a person claiming to have been
defrauded by the lawyer and client acting together or by the lawyer acting alone.” Each of these examples involves a formal

proceeding in which the lawyer's conduct has been placed in issue.

10. Case law supports our conclusion. New York cases permitting disclosure of confidential information under, Rule 1.6(b)(5){7) and its
nearly identical predecessor DR 4-101(C)(4} have invarlably involved allegations of lawyer wrongdoing in formal proceedings such as
legal malpractice or other civil actions, disqualification proceedings, or sanctions motions.! Those cases stand in contrast to those in
which lawyers have not been permitted to use a client’s confidential information to initiate actions against former clients (other than
lawsuits to collect legat fees, for which Rule 1.6(b)(5)({) provides a different exception to confidentiality).? Thus under the case law, a

lawyer is not authorized to reveal confidential information whenever helpful in a dispute, but rather only when facing some kind of

formal pn:»ceeding.3

11. In at least one case, discipline has been imposed for the kind of conductin question here. In re Tsamis, Joint Stipulation and
Recommendation 11 4-10 & Reprimand 1 1, No. 2013PR00095 {Hearing Board, Ilf. Att'y Reg. & Disc. Comm. 2014} {reprimanding
lawyer for revealing confidential information about her former client in response to client’s negative review on AVVO legal referral
website). Ethics opinions from other jurisdictions have reached varying resuits on the question facing us, but their refevance is limited

by differences in the ethical rules in force in those jurisdictions.*

12, We note a New York opinion that addressed the predecessor to Rule 1.6(6)(5Xi). though in a different context. In N.Y, County
732 (2004), a client threatened to file a disciplinary complaint against a lawyer if the lawyer did not release funds in an IQLA account,
the proper disposition of which was a part of the lawyer's inquiry to the Committee. The Committee opined that in the event of such
a complaint, “the law firm would be entitled to disclose confidences or secrets necessary to defend itself against the client’s
accusations.” The Committee concluded that the “rules permitting disclosure of client confidences should be read restrictively” but

that the law firm may disclose protected client information “if the client files a complaint or claim against the faw firm."

13. We do not mean to say that a formal proceeding must be actually commenced to trigger the authorization of disclosure by Rule
1.8(b)5){). There may be circumstances in which the material threat of a proceeding would give rise to that right. See N.Y. City
1986-7 (in-house lawyer may disclose confidential information to government prosecutors who have identified the lawyer as the
subject of a grand jury investigation in which other witnesses have made Incriminating statements about the lawyer). We do not need
1o reach that question here because no material threat of a proceeding has been made on the website posting that is the subject of

this inquiry.

14. Nor do we consider the question of whether and when a negative website posting may effect a waiver of a client’s right to
confidentiality, because that question is not raised by the facts as presented in the inquiry. f there were facts raising the question of
waiver, it would be necessary to consider separately the possible waivers of attorney-client privilege and of other kinds of
confidentiality under Rule 1.6(a). Waiver of attorney-client privilege tusns on questions of law beyond our jurisdiction. See, e.g., 1050
Tenants Corp. v. Lapidus, 12 Misc. 3d 1118, 1123.25 (Civ. Ct. N.Y.C. 2006). Given the facts as presented, we need not consider
whether a negative website posting might waive other kinds of confidentiality. Rather, we assume for present purposes that
confidentiality has not been waived. It suffices to say that the mere fact that a former client has posted critical commentary on a
website is insufficient to permit a lawyer to respond to the commentary with disclosure of the former client’s confidential information.

15. This result properly respects the vital purpose of Rule 1.6(a) in preserving client confidentiality and fostering candor in the private
communications between lawyers and clients, and it does not unduly restrict the self-defense exception. That exception reflects the
fundamental unfairness of a current or former client - or others — being able to make consequential accusations of wrongful conduct
against a lawyer, while the lawyer is disabled from revealing information to the extent reasonably necessary to defend against such
accusations. Unflattering but less formal comments on the skills of lawyers, whether in hallway chatter, a newspaper account, or a
website, are an inevitable incident of the practice of a public profession, and may even contribute to the body of knowledge available
about lawyers for prospective clients seeking legal advice. We do not believe that Rule 1.6(b)(5){i) should be interpreted in a manner

that could chilf such discussion.
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CONCLUSION

16. A lawyer may not disclose client confidential information solely to respond to a former client's criticism of the lawyer posted on 2

website that includes client reviews of lawyers.
(1-14)

! See, e.g.. Meyerhofer v. Empire Fire and Marine Ins. Co., 497 F.2d 1190, 1195 (2nd Cir.), cert. denied, 419 U.S. 998 (1974); First Fed.
Sav. & Loan Ass’n of Pittsburgh v. Oppenheim, Appel, Dixon & Ce., 110 F.R.D. 557, 567-68 (5.D.N.Y. 1986); Creditanstalt Inv. Bank AG

" v. Chadbourne & Parke LLP, 39 A.D.3d 201, 201 (1st Dep't 2007): Nesenoff v. Dinerstein & Lesser, P.C., 12 A.D.3d 427, 429 (2nd
Dep't 2004); in the Matter of Koeppel, 32 Misc.3d 1245(4) {Surr. Co. N.Y. Co. 2011); General Realty Assoc. v. Walters, 136 Misc. 2d
1027, 1029 (Civ, Ct. N.Y.C. 1987).

2 See, e.g., Eckhaus v. Alfa-Laval, Inc., 764 F. Supp. 34, 37-38 (S.D.N.Y. 1991) (defamation); Wise v, Con. Edison Co. of N.Y.,Inc., 282
A.D.2d 335, 336 (15t Dep't 2001) (wrongful discharge). See also D.C. Opinion 363 (2012) (in-house lawyer may not disclose
confidential information in retaliatory discharge claim).

3 gee N.Y. City 2005-03 (noting recagnition by courts that “an attorney may use client confidences or secrets to defend himself or
herself from a claim or counterclaim brought by the client, or as evidence in a fee collection dispute, but may not necessarily be
permitted to use that same information affirmatively in a different type of claim against a client”); Restatement (Third) of the Law
Governing Lawyers § 64, comment {c) (2000} (noting that a lawyer may act under the Restatement’s self-defense provision "only to
defend against charges that imminently threaten the lawyer ar the lawyer’s associate or agent with serious consequences, including
criminal charges, claims of legal malpractice, and other civil actions such as suits to recover overpayment of fees, complainits in

disciplinary proceedings, and the threat of disqualification”).

4, California there is no ethical counterpart to New York Rule 1.6(b)(5)i), but the Evidence Code contains a self-defense exception
to attorney-client privilege. Opinions interpreting that exception have concluded that California law does not permit a lawyer “to
disclose otherwise confidential information in an online attorney review forum, absent client consent or a waiver.” San Francisco
Opinion 2014-1; see Los Angeles County Opinion 525 {2012) {attorney may respond to former client’s internet posting if (1) “response
does not disclose confidential information”; (2) response will not injure former client in matter involving the former representation;
and (3} response is proportionate and restrained). An Arizona opinion concluded that the right to disclose was not limited to “a
pending or imminent legal proceeding,” relying on a provision found in the Arizona rule (and in the ABA Model Rule} but not in the
New York rule. Arizona Opinion 93-02 {rezsoning that one category of cases within the exception, for a claim or defense “in a
controversy” between the lawyer and the client, would include cases not covered by another category within the exception, for

“allegations in any proceedings”).

One Elk Strest, Albany , NY 12207 © 2017 New York State Bar Association
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LAWYER’S RESPONSE TO CLIENT’S NEGATIVE ONLINE REVIEW
FORMAL OPINION 2014-200

The PBA Legal Ethics and Professional Responsibility Committee has been asked
whether the Pennsylvania Rules of Professional Conduct (“PA RPC”) impose restrictions upon a
" lawyer who wishes to publicly respond to a client’s adverse comments on the internet about the
lawyer’s representation of the client. The Committee concludes that the lawyer’s responsibilities
to keep confidential all information relating to the representation of a client, even an ungrateful
client, constrains the lawyer. We conclude, therefore, that a lawyer cannot reveal client
confidential information in response to a negative online review without the client’s informed

consent.

We further believe that any decision to respond should be guided by the practical
consideration of whether a response calls more attention to the review. Any response should be
proportional and restrained. For example, a response could be, “A lawyer’s duty to keep client
confidences has few exceptions and in an abundance of caution I do not feel at Iiberty to respond
in a point-by-point fashion in this forum. Suffice it to say that I do not believe that the post
presents a fair and accurate picture of the events.”

Applicable Ethics Rules

PA RPC 1.6 provides, in pertinent part:
Rule 1.6 Confidentiality of Information

(a) A lawyer shall not reveal information relating to representation of a
client unless the client gives informed consent, except for disclosures that are
impliedly authorized in order to carry out the representation, and except as stated
in paragraphs (b) and (c).

(c) A lawyer may reveal such information to the extent that the lawyer
reasonably believes necessary:

(4) to establish a claim or defense on behalf of the lawyer in a
controversy between the lawyer and the client, to establish a defense to a
criminal charge or civil claim or disciplinary proceeding against the
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ISSUE:

May an attomey respond lo a negalive online review by a former clien! alleging incompelence but not
disclosing any confidential information where the former client’s matler has concluded? If so, may the
allorney reveal confidential information in providing such a response? Does the analysis change if the former
client's matter has not concluded?

DIGEST:

An allorney is nol ethically barred from responding generally fo an online review by a former clienl where the
former clienl's matter has concluded. However, the duly of confidentiality prevents the atlorney from
disclosing coniidential information aboul the prior representalion absent the former client's informed consent
or waiver of confidentialily. This Opinion assumes the former client's posting does not disclose any
confidential informalion and does nol conslitule a waiver of confidenlialily or the atiorney-client privilege.[1]
While the online review could have an impact on the attorney's reputation, absent a consent or waiver,
disclosure of olherwise confidential information is not ethically permitted in California unless there is a formal
complaint by the client, or an inquiry from a disciplinary authorily based on a complaint by the client. Evenin
situations where disclosure is permitted, disclosure should occur only in lhe context of the formal proceeding
or inquiry, and should be namowly tailored to the issues raised by the former clienl. If the malter previously
handled for the former client has not concluded, depending on the circumstances, it may.be inappropriate for
the altorney lo provide any subslantive response in the online forum, even one thal does not disclose
confidential informalion.

AUTHORITIES INTERPRETED:
Business & Professions Code §6068(e); Rules of Professional Conduct, Rule 3-100; Evidence Code §§955,
958; ABA Model Rules, Rule 1.6.

STATEMENT OF FACTS

A former dlient has posted a review on a free public online forum that rates altorneys, The review does not
disclose any canfidential Informalion bul is negalive and conlains a discussion in which the former client
makes general statements thal Attomey mismanaged {he client's case, did nal communicate appropriately
wilh the former client, provided sub-standard advice and was incompatenl. Atlorney wishes 1o respond to the
negative review by posting a reply in the electronic forum: and, if permitted, discuss the detalls of Allorney's
managemenl of the case, the frequency and conten! of communications Attorney had with the former client
and ihe advice Aliorney provided to the former client and why Attorney balieves the advice was appropriate
under the clrcumstances.

DISCUSSION [2]
A. Duty of Loyalty

As fiduciaries, altornays owe a duty of loyalty to their clients. Flalt v. Sup.Cl, (Danial) (1984) 9 Cal 4th 275,
289, Aller conclusion of the attorney-client relationship, an altorney conlinues to owe a residual duty of
loyalty to a former client, which is narrow in scope, See Oasis West Realty, LLC v. Goldman (2011) 51
Cal4th 811, 821 (the duty of loyalty continues after lermination of the allorney-client relationship to the extent
thal a lawyer may not act in a manner that will injure the former client wilh respect 1o lhe maller involved in
the prior representation); see also Wulchumna Water Co. v. Bailsy {1932) 216 Cal. 564, 573-574 ('[Aln
atlorney is forbidden to do either of two lhings afler severing his refationship with a former client. He may nol
do anylhing which will injuriously affect his former client in any matter in which he formerly represented him,
nor may he at any lime use againsi his former client knowledge or informalion acquired by virtue of the
previous relationship.”}, -

If ihe matier Allomey previously handled has concludeld. responding to the former client's review through
stalements that do not disclose any confidential information would not typically constitule a breach of loyalty.
even lhough Altomey's response might be deemed adverse" lo the former client. Simply responding to the
review and denying the veracity or merit of the former client's assertions (without disclosing confidential
information) woutd not be likely to injure the former clienl with respect lo any work Atlorney previousty did, or
to undermine such work. Attorney would not be altacking his or her prior work. To the contrary, Atlomey
would be supporting the merit of such work,
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If, on the olher hand. the matter Atlorney previously handled has not concluded, a response, even one that
does nol involve the disclosure of any confidential information, may be inappropriate. Attomey should
conduc! a fact specific analysls, taking inlo consideration: (1) the stalus and nature of the on-going
proceedings, (2) the content of the Attorney's contemplated response, and (3) any negative impact the
response could have on the on-going proceedings. The Commitlee can foresee the possibility thal, al least in
some situations, a response, even one not containing confidential information, could potentially undermine
the atlorney's prior work. For example, a statement by Altomey lhat his management of the case was
reasonable given the former client's likelihood of success (while not disclosing confidential facts) could
suggest weakness in the former client's pasition, and could negalively influence the opposing party's
willingness lo setile or liligation siralegy.

B. The Duty of Confidentlality

The scenario presented also implicates Attorney's duty of confidentialily to his former client. "One of ihe
principal obligaions which bind an atlarney is that of fidelity ... mainlaining inviolate lhe confidence reposed
in him by lhose who employ him, and at every perll 1o himself lo preserve lhe secrets of his client ... This
abligation is a very high and stringent one.™ Fiatt v. Sup.Ct. {Daniel} (1994) 9 Cal.4th 275, 289, quoting
Anderson v. Eaton (1930) 211 Cal. 113, 116,

In California, the duty of confidentialily is codified in the State Bar Act (Cal. Bus. & Prof. C. §6000 et seq.) and
embodied in the California Rules of Professional Conduct (“CRPC*), Rule 3-100. Pursuant lo Bus, & Prof.C,
§6068(e) an allomey must "maintain inviolale the confidence. and at every peril lo himsell or herself [J
preserve the secrels, of his or her clienl." See also Rule 3-100(A} ("A member shall not reveal information
protected from disclosure by Business & Professions Code section 6068, subdivision (e){1) withoul the
informed consent of the client, or as provided in paragraph (B) of this rule.”).

Maintaining a client's “confidence” means the lawyer may nol do anything lo breach the lrusl reposed in him
or her by the client, It is "nol confined merely lo non communication of facts learned in the course of
professional employment; for the section separately imposes the duty to ‘preserve the secrets of his client.™
In re Soale (1916) 31 Cal. 144, 153; see also Cal. Stale Bar Form. Opns. 1993-133, 1988-96, 1986-87 &
1981-58. “Secrels” refers to other Informalion galned in the professional retationship the client has requesled
be held inviolate or Ihe disciosure of which would be embarrassing or likely delrimental to the clienl. Cal.
Slate Bar Form, Opns. 1993-133; Los Angeles Bar Ass'n Form Opns. 452 (1988). The duty to prolect client
secrets applies lo all information relating to clien! representation, whatever its source, Los Angeles Bar Ass'n
Form.Opn, 436 (1985). 1l even sncompasses matlers of public record communicated in confidence Lhat S
mighl cause a client or former client public embarrassment. Mafter of Johnson (Rav.Dept. 2000) 4 Cal. State
Bar CL.Rplr. 179, 189,

“Gonfidence* also refers to information protecied by ihe atiorney-client privilege. See Los Angeles Bar Ass'n
Form. Opns. 386 (1980), 466 (1991); Cal. State Bar Forrn. Opns. 1980-52 8 1976-37. However, the duty of
confidentislity prohibils disclosure of a much broader body of informalion than that prolected by Ine attorney-
cllent privilege. See Goldstein v. Lees (1975) 46 Cal.App.3d 614, 621: Industrial indemnity Co. v. Great
American Ins, Co. (1977) 73 Cal.App.3d 528, 536; Cal. State Bar Form, Opns. 2003-161, 1993-133; see also
CRPC 3-100, Discussion [2] {*The principle of client-tawyer confidenllality applies lo information relaling to
the representation, whalever ils source, and encompasses matters communicated in confidence by the client,
and therefore protecled by the altomey-client privitege, mallers proteclad by the work producl doclrine, and
matlers protected under elhical standards of confidentialily, all as established in law, rule and policy.”). Thus,
in California, whether information is privileged is nol dispositive as lo whether it Is confidential and whether an
allorney may voluntarily disclose such information.

The duty of confidentiality survives the conclusion of the attorney-client relationship. See Wutchumna,
supra,216 Cal. 564, 571 ("The relation of altorney and clienl is one of highest confidence and as to
professional information gained while this relation exists. the atlorney's lips are lorever sealed, and ihis is true
nolwithstanding his subsequent discharge by his client.*}; David Welch Co. v. Erskine & Tulley (1988) 203
Cal.App.3d 8B4. BO1.

The factual information Atlorney would like to disclose is information oblained during the course of the prior
representalion. 1l includes delails regarding the management of the case, the frequency and conlent of
communications with the former client, and advice provided by Atlorney. Such informalion falls within he
dafinition of a "confidence.” It also falls within the definition of "secrets,” as the former client would not likely
want the information publicly disclosed. The proposed disclosure could be particularly delrimental to the
client if the former client's action is ongeing.

Attorney's duty of confidentiallly lo lhe former client would therefore apply to all information Altorney
possesses by virlue of the former representation including, but not jimiled 1o, privileged atlomey-client
communications and atlomey work product. Absent consent of the former client, waiver or an exceplion o
the duty of confidentiality and/or attomey-client privilege, Altorney has an affirmative obligalion not to disclose
otherwise confidential informalion,[31 and to asserl ihe attorney-client privilege on behalf of the former client.
See Ev.C. §355; Glade v. Sup.Ct. (Russell) (1978) 76 Cal.App.3d 738, 743. Whelher an applicable exceplion
10 the duty of confidentiality and/or allomey-client privilege exists is discussed in delail below.

€. The Sell-Defense Exception

Whether Attorney may disclose otherwise confidential informalion iums on whelher there is an applicable
excaption to the duty of confidenliality or attorney-client privilege that would permit such disclosure. Unlike
Ihe ABA Model Rules of Professional Conduct, and the numerous jurisdictions that have adopled verslons of
the ABA Model Rules, California's rules of professional conduct do not have an express exception to the duty
of confidentiality that permilts a lawyer to disclose otherwise confidential information in disputes wilh a client
or former client. See, e,g., ABA Model Rule 1.6(b)(8) (8 lawyer may reveal information refaling to
representation of a clienl lo the exient lhe lawyer reasonably believes necessary “io establish a claim or
defense on behalf of the lawyer in a controversy between tha lawyer and the clienl, to establish a defense to
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a criminal charge or civil claim against the lawyer based upon conduct in which the client was involved, or to

' respond to allegations in any proceeding concerning the lawyer's representation of {he client”); ses also Los
Angeles Bar Ass'n Form, Opn. 525 (2012) (absent the clienl's waiver of confidentiality or privilege, thera is no
statulory exception to the duty of confidenliality or the allorney-client privilege that would permit an allorney lo

- counler client accusalions by disclosing confidential informalion where no litigalion or arbitrallon is pending

betwsen the attorney and former client); Restalement (Third} lhe Law Governing Lawyers, §64 (“A lawyer
may use or disclose confidential client information when and lo the exlent thal the Jawyer reasonably believes
necessary lo defend the lawyer or the lawyer's assaociale or agent against a charge or threatlened charges by
any person thal the lawyer or such associate or agent acted wrangiully in the course of representing a
clienl.").

1. Cal. Evidenge GCode Section §58

To lhe exient there is a "self-defense" exceplion in California, il is stalutory and Its scope and
application are defined by case law. California Evidence Code §358 provides: “There is no
privilege under this article as o a communicalion relevant 10 an issue of breach, by the lawyer
or by the client, of a duty arising out of the tawyer-client relationship.* California courts have
generally applied Ihis exception 1o situalions where a client or former client asserts a legal
claim against a lawyer, or the lawyer asserls a fee claim against the former client. Sse, 6.g.,
Carlson, Collins, Gordon & Bold v. Banducci (1967) 267 Cal App.2d 212, 228 (action for fees
brought by lawyer), Smith, Smith & Kring v. Sup, Ct. (Oliver) (1897) 60 Cal.App.4th 573, 580

~ (malpractice action by clienl); Schiumbsrger Ltd. v. Sup.Ct. (Kindel & Anderson) (1981) 115
Cal.App.3d 386, 392 (malpraclice action by clienl); see also Slyles v. Mumbert (2008) 164
Cal.App.4th

1163, 1168 {refusing to apply exceplion where no malpraclice claim or fee dispule exisied).
The rationale behind lhe “exception” is lhal when a client or allorney claims the other
breached a duly arising oul of the professional relationship, it would be "unjusl” lo allow the
claimant to Invoke the privilege 5o as to prevenl the olher from producing evidence in defense
of the claim. Seg Cal. Ev. C. §858, Law Revision Commission Cornmenls; Glade, supra,76
Cal.App.3d at 746.

In this siluatlon, the former client has made assertions in a public forum suggesting Attomey
violated his duty of communication, did nol competenlly handle the case and provided
services that were below lhe slandard of care. Although the former client alleged Allomey
breached professional duties to the former client, a formal legal claim or proceeding has nol
been brought against Allomey

The ralionale supporling the exception arguably has merit even outside the presentation of a
formal legal claim or proceeding. It is possible, for example, thal the harm to Atiorney from the
online review could be as damaging to Attorney as a formal claim by the client (which might be
refuled, dismissed, elc., on subslantive lega! grounds). The Commitiee noles that because
Ev.C. §958 relates lo the admissibility of evidence in the conlext of a legal procesding, it is
doubtful il would have any lawful applicalion outside a formal legal or adminisirative
proceeding.

2, Model Rule 1.6

The Model Rules, which are Instruclive, especially where Lhe California rules of professional
conducl are silent on a matter, sugges! disclosure of otherwise confidential information may be
| appropriale in cerlain circumstances outside a formal legal proceeding. Ses, &.9., ABA Model
Rule 1.6, Comment [10] (the exceplion "does nol require the lawyer to awail commencement
of an action or proceeding that charges such complicity, so thal the defense may be
established by responding directly to a third party who has made such an assertion.”). [4]

Al least one federal district court in California has adopied the Model Rule's self-defense
exception (1,6{b)(5)) based on the premise that the California Rules of Professional Conduct
conlain no provision specifically governing self-defense and therefore the Model Rules are an
“an appropriate standard lo guide the conduct of members of lis bar." See In re Nat! Morlg.
Equity Corp, Mortg. Pool Certificates Sec. Lilig., 120 FRD 687, 690-91 (C.D. Cal. 1988). The
! National Morlgage decision, however, decided whether a sell-defense exceplion exisled

i based on federal common law,

California state courls have rejecied the argument that a privilege exception can exist oulside
the specific paramelers of the Evidsnce Code. See McDermotl, Will & Emery v. Sup, Ct, 83
Cal.App.4lh 378, 385 (2000) (rejecling privilege exception for sharehoider derivative aclions:
“longstanding Califomia case authority has rejecled this application of the federal doclrine,
noling it conlravenes the strict principles sel forth in the Evidence Code of Califomia which
precludes any judicially created exceplions to the allorney-client privitege.”}; Ev. C. §911
("Except as otherwise provided by statule ... (b) No person has a privilege 1o refuse lo
disclose any matler or refuse to produce any wriling, object or other thing ). Accordingly. the
Commitlee does nol find /n re Nati Morlg. and Model Rule 1.6 dispositive on the issue of
whelher a disclosure of otherwise confidential information would be permitted in California In a
public online forum.

Moreover, commenl [10] to Rule 1.6 (even if applicable) implicales a situalion in which a “third
party” claims an altorney is complicit in the wrongdoing of a clienl. As explained in delail in
Los Angsles Bar Ass'n Form.Opn. 519 (2007), neilher California case law nor Ev.C. §958
recognize a self-defense exceplion for claims made by third parties. Model Rule 1.6(b)(5) is
broader than any self-defense exception recognized under California law. Moreover, lhe
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commenl lo Rule 1.6 has been applled only 1o those situations in which the third party has lhe
autherily to 1ake aclion agalnst the allomey and Ihere is an imminent threal of such action with
serious consequences. Here, no third party has made any inquiry, and il is nol clear that a
formal clalm or disciplinary inquiry is imminent.

3. Application of Exception to Ineffsclive Assistance of Gounsel Claims

Section 958 has been held applicable to a criminal defendanl's claim of ineffective assistance
of counsel in a habeas proceeding: "[a] lrial attorney whose competence is assalled by his
former clienl must be able fo adequately defend his professional repulalion, aven if by doing
s0 he relates confidences revealed to him by the clienl.* /n re Gray (1981) 123 Cal.App.3d
614, 616. This holding lends to support the propssilion lhat Ev.C. §958 could apply oulside a
formal or direc! aclion betwesn the former clienl and atlorney. However, in Grey the claim
was slill being made by the client in a formal legal proceeding, albeit nol a civil or disciplinary
proceeding against the attorney himself. Thus, Grey s nol disposilive as lo the issue of
whelher Ev.C, §958 can be applied outside the conlext of a formal legal proceeding.

The ABA Slanding Commiliee on Elhics and Professional Responsibility suggesls that under
Model Rule 1.6(b)(5), disclosure of otherwise confidential information may nol be appropriate
oulside a formal legal proceeding, or an inquiry from a regulatory or disclplinary authority,
absenl the informed consenl of lhe clienl. ABA Form. Opn. 10-456. The Committes opines
that Comment {10} to Rule 1.6 should be construed narrowly. The Commiilee addresses
whether a former lawyer of a client claiming ineffective assislance of counsel can disclose
otherwlse canfidential informalion in response lo a proseculion request prior {o a court
supervised response by way of lestimony or olherwise. The Commitlee concludes Ihat under
Rule 1.6(b)(5), a lawyer may have a reasonable need to disclose relevant clienl information in
a judicial proceeding to prevent harm fo the lawyer that may result from a finding of ineffeclive
assistance of counsel, but it is highly unlikely that a "nan-supervised" disclosure in response to
a prosecution reques!| would be juslified. ABA Form. Opn. 10-456, p. 1.

The Commiltes emphasizes:

Oulside judicial proceedings, the confidentiality duty is even more stringenl. Even if
information clearly is not privileged and the lawyer could therefore be compelied to disclose it
in legal proceedings, it does nol faliow thal the lawyer may disclose il voluntarily. In general,
the tawyer may nol voluntarily disclose any information. even non-privileged Information,
relating to the defendant's representation wilhout the defendant's informed consen{ .... A
client's express or implied waiver of the attorney-client privilege has the legal effect of
foregoing the right to bar disclosure of the client’s prior confidential information in a judicial or
similar proceeding. Standing alone, however, it does nol constilute ‘informed consent' to the
lawyer's voluntary disclosure of client informalion outside such a proceeding.

ABA Form. Opn. 10-456, p. 2 (emphasis added).

The Committee approves of disclosure reasonably necessary in advance of an actual
proceeding in response to a party who credibly threalens to bring & civil, criminal or
disciplinary claim agains! he lawyer, such as a proseculing, regulatory or disciplinary
authorily, lo Iry to persuade the parly not lo do so. The Commitiee caulions, however, that
although the self-defense exceplion has broadened over lime, il s a limited exception because
“it is contrary to the fundamental premise thal client-lawyer confidentiality ensures clienl Lrust
and encourages lhe full and frank disclosure necessary lo an effeclive representation. ABA
Form. Opn. 10-456. p, 3. Thus, a lawyer may only ac! in self-defense under the excaption to
defend against charges lhal inminently threalen the lawyer with serous consequences. /d.;
see also Reslalement (Third) of the Law Gaverning Lawyers §64 cml. c. A habeas
proceeding is not a controversy between the cllent and lawyer, and the lawyer's disclosure is
not necessary {o establish a defense o a criminal charge or civil claim against the lawyer.
ABA Form, Opn. 10-456, pp. 3-4: see also Model Rule 1.6(b}(5).

The Commillee further acknowledges that the language of Rule 1.6(b){5). permitling
disclosure "o respond lo allegalions in any proceeding concerning the lawyer's representalion
of the clienl,” permils a lawyer lo defend him or herself as reasonably necessary against
allegalions of misconduct in proceedings "comparable lo those involving criminal or civil claims
against a lawyer." ABA Form. Opn, 10-456, p. 4, The Commillee concludes thal a voluntary
disclosure to the prosecution oulside a courl-supervised proceeding would not be reasonably
necessary: "L is not enough thai the lawyer genulnely belleves the particular disclosure is
necessary; the lawyer's belief must be objectively reasonable.” /d. Here, although Atlorney
has an Intereslt in his or her reputation, a disclosure of confidential information is nol
necessary lo establish a claim againsi the former client or to prevent the imposition of liability
or some restriction on the Allorney's conduct.

As the Commiltee notes, the self-defense exception is tempered by a lawyer's obligation to

take steps lo limit "access (o the information to the tribunal or other persons having a need to

know It" and 10 seek “appropriate prolective orders or other arrangements ... to the fullest

extenl practicable.” Model Rule 1.6.(b}(5), cml. 14, Thal obligation is undermined il the

disciosure is made in a pubiic forum where lhere is no adjudicatory oversight: *(T]here would

be a risk lhat Iria! counsel would disclose information thal could not ullimately be disciosed in

the adjudicative proceeding. Disciosure of such information might prejudice the defendant in

ihe event of a retrial. Furlher, allowing criminal defense lawyers voluntarily lo assisl law -
enforcement authorilies by providing them with prolected client inlormation mighl polenlially ’
chill some future defendanls from fully confiding in their lawyers.” ABA Form. Opn. 10-456, p.

5. A disclosure by Altorney in Ihe online forum, raises simllar concems.

https://www.sfbar.org/ethics/opinion_2014-1.aspx?print=1 11/17/2017 58



, Ethics Opinions from the Bar Association of San Francisco Page 5 of 7

Here, Altorney's disclosure in a public online forum has no judicial supervision and is
accessible to anyone, Although the former client's assertion could Impac! Aliorney's
reputation, it Is the Commitiee’s opinion thal such potentlial impact, by itsslf, is nol of a nature
thal reasonably requires Altorney to disclose in a public forum what would otherwise be
confidential information. Attorney may seek lo mitigate any potential impacl from the negative
raview by submilling a response Lhat generally disagrees with the former clienl’s assertions
and notes that Allomey is not al liberty lo discuss delails regarding confidenlial client matters
unless the informelion cames within Bus. & Prof, C, §6068(e)(2). This approach strikes an
appiopriale balance between ihe ralionale for the self-defense exceplion, lhe need to iimil
disclosures 1o information reasonably necessary to defend the tawyer, and the importance of
malntalning a client’s confidential information and prometing full and candid disclosure of
information by clients to thelr atlorneys,

4. The Restatermen! Approach

We believe this conclusion is also commensurate with Ihe approach recommended in the
Restlatament (Third) of the Law Governing Lawyers. The Restalement looks lo the concepls
of "necessity” and "reasonableness” in delermining what disclosure may be appropriate.
Seclion 64, commen! e, slales:

Use or disclosure of confidential client information ... is warranled only if and fo the extent that
the disclosing lawyer reasonably believes it necessary. The concept of necessily precludes
disclosure In responding to casual charges, such as comments not likely lo be taken seriously
by others. The disclosure is warranted only when il conslilules a proportionale and restrained
response o the charges. The lawyer mus! believe that oplions shart of use or disclosure have
been exhausted or will be unavailing or thal invoking them would subslantially prejudice lhe
lawyer's position In the conltroversy.

Commen! ¢ o seclion 64 stales: .

A lawyer may act in self defense ... only to defend agalnsl charges lhat imminenlly threaten
the lawyer or the lawyer’s associate or ageni wih serious consequences, including crirninat
charges, claims of tegal malpractice, and other civil actions such as suits lo recover
overpayment of fees, complaints in disciplinary proceedings, and tha threat of disqualification.
Imminent threal arises nol only upon filing of such charges but alsa upon lhe manifestation of
intent lo initiale such proceedings by persons in an apparent position lo do so, such as a
prosecutor or aggrieved polential litiganl.

Here, although the former client has asseried that Atlorney’s conduct fell beiow the standard of
care, the former client has not manifested an affimative intent 1o bring a formal claim against
Allomey. Even if such a claim were directly threalened, a response in the online forum wauld
nol be reasonably necessary o esfablish a defense or claim on behalf of Attorney. Attorney
would have (he ability to make an appropriate disclosure In the conlex! of the Impending legal
proceeding. An additional online disclosure would not have any subslantive impact on the
issue of the lawyer's potential liabilily in the legal proceeding.

While commeni [ lo seclion 64 provides lhal an atlorney may, in appropriate circumstances,
respond (o an informal but "public” accusalion, it appears limiled Lo the conlex! of responding
to a letier of grievance o a disciplinary authority. In that conlext, lhe charge (albeil informal)
has been made to a body ihat clearly has the authority lo formalize and prosecute the charge.
1t Is not clear the Reslalement would permil disclosure in response to a public accusalion Lhal
is nol made o or before a body with some abilily to Impose liability or otherwise restrict the
altorney's conducl, Nolably, comment e of section 64 provides: “[{he lawyer may divulge
confidential client informafion only to those persons with whom lhe lawyer mus! deal in order
to oblain exoneration or mitigation of the charges.”

5. Application of Exception to Facts Presented

Here, lhe assertions against Allomey, albeit general in nalure, go beyond casual charges nat
likely to be laken seriously by others. They have been posted on a forum lhalis publicly
available and dedicaled lo providing reviews of attornsys. Absent a response from Allorney, it
is possible thal a party mighl give the review credence and question Attorney’s professional
skills, thus impacting his or her polential retenlion. Notwithstanding this fact, Attorney's
proposed response would be in a public forum that has no ability to impose any restriction or
liability on Attorney. The Commillee does nol believe applicable California law permits a
lawyer lo disclose otherwise confidential information in an online altomey review forum,
absenl clien! consent or a waiver [5]

Disclosure is not, in the Committee's view, reasonably necessary, ar sufficienlly lailored lo
eslablishing a self-defense. The absence of the inclusion of any self-defense exceplion in
Califomia's Rules of Professional Conduc!, the longstanding policy in California Lhat precludes
judicial exceplions to the altorney-client privilege, and the breadih of California's duly af
confidentiallty (which goes beyond the evidentiary privilege) is further supporl for the
conclusion that Ev.C. § 958 would not apply under the facts presenled.[6]

525, Thal opinion considered the situation of a former client posling adverse commenls about
a lawyer, where the client did not disclose any confidential information and no litigalion or
arbilration was pending between the lawyer and former clienl. The commillee concluded Ibat
the atlorney may publicly respond as long as he or she does not disclose any confidenlial
information, does nol injure the client with respecl to the subject matter of the prior
representation, and is "proportionate and restrained.”

6. Any Pormissible Response Must Be Narrowly Tallorad to the Issues Ralsed by the

Former Client
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Even whaere Ihe self-defense exceplion applies and a response is reasonably necessary (o
establish a defense or claim on behalf of the atiorney, the disclosure of any confidential
information must be narrowly 1ailored to respond to the specific issues raised by the former
cliend. In such siluations, disclosure is therefore fimited o relevant communications between
the client and the attorney whose services gave rise lo the breach of duly claim. Ses
Schiumberger Lid;, supra, 115 Cal.App.3d at 392; Los Angeles Bar Ass'n Form,Opn. 452
(1988) (on coltecling a fee or defending against a malpractice action an attorney may disclose
bolh confidential information and client sacrels, but only to the exlent necessary lo the
actlon"); In re Rindlisbacher (Sth Cir, BP 1998) 225 B.R. 180, 183 (exceplion did not permit
allorney to disclose in discharge proceeding client's admission thal he had lied at dissolution
trial; the atlorney's disclosure was nol relevanl to the attorney's proteclion of his own rights
againsl a breach of a duty by the deblor); see also Los Angeles Bar Ass'n Form.Opn. 519
(2007) {disclosure under section 958 musl comply wilh the "relevancy” requirement of the
section and the ethical directive that an altorney's disciosure pursuant lo {he exception be
limited to the necessities of lhe case and its issues). Indeed, in California, disclosing
confidential information not bearing on the issues of breach can subjec! a lawyer to discipline.
See Dixon v, Stafe Bar (1982) 32 Cal.3d 728, 735 {lawyer's declaralion, in response to clienl
lawsult, thal included gratuitous and embarrassing information about the client that “was
irrelevant to any issues then pending befors the court” and was found lo have been made for
the purposes of "harassing and embarrassing” the former client was grounds for discipline),

Even assuming Ev.C, §958 coutd apply in a public, non-legal forum, Attomey would have to
limit any response to the general Issues raised by the former clienl, In the Committee’s view,
disclosing lhe delails and content of communicalions, lhe advice provided lo the client, and
the rationale for such advice, is not reasonably necessary o respond to and defend oneself
from generalized asserlions of malfeasance.

CONCLUSION

Altorney is not barred from responding generally to an online review by a former client where lhe former
client's matler has concfuded, Allhough the residual duty of layalty owed to the former client does not prohibit
a response, Allorney’s on-going duty of confidentiality prohibils Altorney from disclosing any confidential
informalion eboul the prior representation absent he former clienl's informed consent or a waiver of
confidenliality. California's stalutory self-defense exception, as interpreted by Califernla case law, has been
limited in applicalion to claims by a client (against or about an atlorney), or by an altorney against a clienl, in
the conlexl of a formal or imminen! legal proceeding. Even in those circumstances where disclosure of
otherwise confidential information is permitled, the disclosure musl be narrowly tailored fo the issues ralsed
by the former clienl. if the matler previously handled for lhe former client has nolt concluded, it may be
inappropriale under the circumstances for Atlomey to provide any subslantive response in the onfine forum,
even one that does not disclose confidential information.

Footnotes

1. For purposes of this Opinion, “confidential information” is understood lo include both altorney-clienl
privileged information and information which, although not privileged, is nonethelass considered confidential
under California Business & Professions Code section 6068(e){(1).

2. The Commiltee recognizes there are First Amendmenl implicalions wilh regard lo the scenario presented
in this Opinion. The First Amendment's application to this scenario is beyond the purview of this Committee,
While not opining on the issue, lhe Committee does nole thal California case law has recognized the potential
for limilations on an attorney's speech whers such speech implicales the attorney's dulies of loyalty or
confidenliality to an exisling or former client. Ses, 6.g., Oasis Wes! Realty, LLC v. Goldman {2011) 51
Caldih B11.

The Committee also recognizes Ihat Ihe scenario presenled could raise fort issues wilh regard 1o the former
client's or Atlorney’s speech, The Committee does not opine on such issues.

3.The Commiltee assumes the exceplion in Bus, & Prof. C. §6058(e) does nol apply for the purpose of this
opinion.

4. Seg also CRPC 1-100(A) ("Although not binding. opinions of ethics committees in California should be
consulled by members for guidance on proper professional conduct, Ethics opinions and rules and standards
promulgated by other jurisdictions and bar associalions may also be considered.”); General Dynamics Corp,
v, Sup. Ct. {1994) 7 Cal 4th 1164, 1190, fn, 6; Cho v. Sup. C. (1995) 38 Cal App.4th 113, 121, fn. 2.

6. The Los Angeles County Bar Associalion Professional Responsibility and Ethics Commitiee reached
similar conclusions in Los Angeles Bar Ass'n Form, Opn. 525. That opinion considered the situation of a
former client posting adverse comments about a lawyer, where the client did nol disclose any confidential
Information and no litigation or arbliration was pending between the lawyer and former client. The commitiee
concluded ihat the allomey may publicly respond as iong as he or she does not disclose any confidential
informalion, does not injure the clienl with respect fo the subject matler of the prior represenlalion, and is
“proporiionate and restrained.”

6. The Commillee does not find L.A. County Bar Assoc. Formal Opinion 397 (1982) or State Bar of Arizona
Opinion 93-02 dispositlve.

L.A. Counly Bar Assoc. Formal Opinion 397 opines that where a former client has indicated that a
malpraclice action is being contemplaled. an allorney may provide opposing counsel with a declaration that

Includes olherwise confidential informalion about Lhe former client's knowledge regarding mallers affecling a
default judgment entered against the former clienl. The opinion, however, contains lillle subslantive analysis,
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and is distinguishable since the disclosure was made in the context of a supervised legal proceeding in which
the former cllant was asserling thal it was “uninformed™ wilh regard to the legal affairs being handled by the
attorney. A (inding by the cour that the client was not appropriately informed could have a tangible affect on
the allorney's potential exposure to the malpractice claim the former client affirmatively indicated he was
contemplating.

Slate Bar of Arizona Opinion 93-02 concludes (hal an atiomey can disclose otherwise confidential and
priviteged Information to the author of a book regarding the murder trial of a former client, in response o
assertions made by the former client to the author that the attorney had acted Incompetenlly, The Arizona
opinion involved an ethics rule pattemed after Model Rule 1.6(d), which has not been adopled in California.
The State Bar of Arizona conciudes that limiting the exceplion's application to situations where there is a
formal claim or threal of a format clalm would render the language in Rule 1.6{d) "lo establish a clalm or
defense on behalf of the lawyer in a coniroversy between the lawyer and the clienl” largely "superfluous.”
Although Arizona's rule is patterned on Model Rule 1.6, lts opinion s inconsislent wilh the logic of subsequent
ABA Formal Opinion 10-456 which prohibited voluntary disclosure of confidenlial information outside a legal
proceeding even though the former client had asserted an ineffective assislance of counsel claim. The
Arizona apinion relies, in part, on a lenlative draft comment to a section of the Restaternent (Third) of the Law
Goveming Lawyers regarding the use or disclosure of information in a lawyer's seli-defense which slates:
“Normally, it is sound professional practice for a lawyer not to use or reveal confidential client informalion
excepl in response 1o a formal client charge of wrongdoing with a tribunal or similar agency. When, howsver,
a client has mede public charges of wrongdoing, a lawyer is warranted under this Section in making a
propontionate and reslrained response in order to prolect the reputation of the lawyer.” State Bar of Arizona
Opn. 93-02, pp. 4-5 (Emphasls addad). This language is not part of the Restatement as presently adopled.

All opinions of the Committee are subjact to the foliowIng disclaimer:

Opinions rendered by the Elhics G itles are an uncomp i service of The Bar Association of San
Francisco, Opinions ara advisory only, and na liability wh ver is dbythe C Ittes or The Bar
Assoclalion of San Francisce in rendering such opinions, and Ihe oplnlons are relled upon at the risk of the user
thereof. Opinlons of the Commiites are not binding in any manner upon the State Bar of Callfornia, the Board of
Governors, any disciplinary ji The Bar latlon of San Francisco, or lhe indlvidual members of the
Elhics Commitiee.

in using these oplnlons you should be aware hal subsequent |udicial opinions and revised rules of professional
conduct may have dealt with the areas covared by thasa ethics opinlons.
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THE PROFESSIONAL ETHICS COMMITTEE
FOR THE STATE BAR OF TEXAS
Opinion No. 662

August 2016

QUESTIONS PRESENTED

May a Texas lawyer respond publicly to a former client’s adverse comments on
the internet? If so, what information may the lawyer disclose?

STATEMENT OF FACTS

A former client posted negative comments about a Texas lawyer on an internet
review site. The lawyer believes that the client’s comments are false. The lawyer is
considering posting a public response that reveals only enough information to rebut the
allegedly false statements.

DISCUSSION

The internet allows consumers to publish instant reviews and comments about
goods or services. Once posted, consumer reviews are usually searchable, easily
accessible to other potential consumers, and effectively permanent. With the internet
becoming an increasingly common source of referrals for legal services, consumer
reviews on various sites have assumed a greater importance for attorneys in recent years.

Vendors of commercial goods or services are relatively free to respond to
negative reviews as they see fit. But when a former client posts a negative review about a
lawyer, the lawyer’s duty of confidentiality limits the information the lawyer may reveal
in a public response. '

In general, Rule 1.05 of the Texas Disciplinary Rules of Professional Conduct
defines the scope and extent of a Texas lawyer’s duty of confidentiality. Rule 1.05(a)
broadly defines “confidential information” to include not only information protected by
the lawyer-client privilege but also “all information relating to a client or furnished by the
client, other than privileged information, acquired by the lawyer during the course of or
by reason of the representation of the client.”

A lawyer may not publicly reveal the confidential information of a former client
unless expressly permittéd by an exception stated in Rule 1.05. Absent an applicable
exception found in Rule 1.05, a lawyer may not post a response to a negative review that
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reveals any information protected by the lawyer-client privilege, or otherwise relating to
a client or furnished by the client, or acquired by the lawyer during the course of or by
reason of the representation of the client. This is true even though the information may
have become generally known. Compare Rule 1.05(b)(3) (allowing lawyer to use
confidential information to the disadvantage of a former client after the information has
become generally known) with Rule 1.05(b)(1) (generally prohibiting revelation of
confidential information absent an applicable execption).

No exception in Rule 1.05 allows a lawyer to reveal information in a public forum
in response to a former client’s negative review. The only exceptions potentially
applicable to the facts presented in this opinion appear in Rule 1.05(c) and (d):

“(c) A lawyer may reveal confidential information:

¥ %k %k

(5) To the extent reasonably necessary to enforce a claim or establish a defense
on behalf of the lawyer in a controversy between the lawyer and the client.

(6) To establish a defense to a criminal charge, civil claim or disciplinary
complaint against the lawyer or the lawyer's associates based upon conduct
involving the client or the representation of the client.

* ok ok

(d) A lawyer also may reveal unprivileged client information:
* % %

(2) When the lawyer has reason to believe it is necessary to do so in order to:

* k%

(ii) defend the lawyer or the lawyer's employees or associates against a
claim of wrongful conduct;

(iii) respond to allegations in any proceeding concerning the lawyer's
representation of the client; or

(iv) prove the services rendered to a client, or the reasonable value thereof,
or both, in an action against another person or organization responsible for
the payment of the fee for services rendered to the client.”

It is the opinion of the Committee that each of the exceptions stated above applies
only in connection with formal actions, proceedings or charges. The exceptions to Rule
1.05 cannot reasonably be interpreted to allow public disclosure of a former client’s
confidences just because a former client has chosen to make negative comments about
the lawyer on the internet. This approach is consistent with the guidance issued by the
..ethics authorities in other jurisdictions. See, e.g., Los Angeles County Bar Association
Professional Responsibility and Ethics Committee Formal Opinion No. 525 (Feb. 2013);
Bar Association of San Francisco Ethics Opinion 2014-1 (Jan. 2014); New York State
Bar Association Ethics Opinion 1032 (Oct. 2014); and Pennsylvania Bar Association
Formal Ethics Opinion 2014-200 (2014).
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Accordingly, a lawyer may not reveal confidential information, as that term is
defined in Rule 1.05, merely to respond to a former client’s negative review on the
internet. A lawyer may, however, post a response to a former client’s negative review so
long as the response is proportional and restrained and does not reveal confidential
information or violate any other provision of the Texas Disciplinary Rules. For example,
posting the following response, suggested in Pennsylvania Bar Association Formal Ethics
Opinion 2014-200 (2014), would not violate the Texas Disciplinary Rules:

“A lawyer’s duty to keep client confidences has few exceptions and in an’
abundance of caution I do not feel at liberty to respond in a point by point
fashion in this forum. Suffice it to say that I do not believe that the post
presents a fair and accurate picture of the events.”

Nothing in this opinion is intended to suggest that a lawyer may not seek judicial
relief against a former client who commits defamation or other actionable misconduct
through an internet publication.

CONCLUSION

Under the Texas Disciplinary Rules of Professional Conduct, a Texas lawyer may
not publish a response to a former client’s negative review on the internet if the response
reveals any confidential information, i.e., information protected by the lawyer-client
privilege, or otherwise relating to a client or furnished by the client, or acquired by the
lawyer during the course of or by reason of the representation of the client. The lawyer
may post a proportional and restrained response that does not reveal any confidential
information or otherwise violate the Texas Disciplinary Rules of Professional Conduct.
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e 1o establish a claim or defense on behalf of the lawyer in a controversy between the
lawyer and the client;

e 1o establish a defense to a criminal charge or civil claim or disciplinary proceeding
against the lawyer based upon conduct in which the client was involved; or

e to respond to allegations in any proceeding concerning the lawyer‘s representation of
the client.

Oxford Dictionaries Online defines “controversy” as a “disagreement, typically when
prolonged, public, and heated.” http://www.oxforddictionaries.com. A disagreement as to the
quality of a lawyer’s services might qualify as a “controversy.” However, such a broad
interpretation is problematic for two reasons. First, it would mean that any time a lawyer and a
client disagree about the quality of the representation, the lawyer may publicly divulge
confidential information. Second, Comment [14] makes clear that a lawyer’s disclosure of
confidential information to “establish a claim or defense” only arises in the context of a civil,
criminal, disciplinary or other proceeding. Althougha genuine disagreement might exist
between the lawyer and the client, such a disagreement does not constitute a “controversy” in the
sense contemplated by the rules to permit disclosures necessary to establish a “claim ot defense.”
The literal language of Rule 1.6(c)(4) (the self-defense exception) does not authorize responding
on the internet to criticism.

The Right to Defend Before an Action is Commenced

Comment [14] to Rule 1.6 states, in part:

Paragraph (c)(4) does not require the lawyer to await the commencement of an
action or proceeding that charges such complicity, so that the defense may be
established by responding directly to a third party who has made such an
assertion.

While comment [14] provides that “[plaragraph (c)(4) does not require the lawyer to await the
commencement of an action or proceeding that charges such complicity” (wrongdoing in which
the client’s conduct is implicated), there must be an action or proceeding in contemplation.

The Restatement (Third) of the Law Governing Lawyers, Section 64 is the functional
equivalent of PA RPC 1.6(c)(4). Comment c states: “A lawyer may act in self defense ... only to
defend against charges that imminently threaten the lawyer or the lawyer’s associate or agent
with serious consequences, including criminal charges, claims of legal malpractice, and other
civil actions such as suits to recover overpayment of fees, complaints in disciplinary
proceedings, and the threat of disqualification. Imminent threats arise not only upon filing of
such charges but also upon the manifestation of intent to initiate such proceedings by persons in
an apparent position to do so, such as a prosecutor ot aggrieved potential litigant.”

The Restatement (Third) of the Law Governing Lawyers, Section 64, comment e states:
“Use or disclosure of confidential client information ... Is warranted only if and to the extent that

3
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the disclosing lawyer reasonably believes necessary. The concept of necessity precludes
disclosure in responding to casual charges, such as comments not likely to be taken seriously by
others. The disclosure is warranted only when it constitutes a proportionate and restrained
response to the charges. The lawyer must believe that options short of use or disclosure have
been exhausted or will be unavailing or that invoking them would substantially prejudice the
lawyer’s position in the controversy.”

State Bar of Arizona Opinion 93-02 concluded that an attorney could disclose otherwise
confidential information to the author of a book about the murder trial of a former client in
response to assertions made by the former client that the attorney had acted incompetently. The
opinion concluded that limiting the exception to situations where there is a formal claim or threat
of a formal claim would render the language in Rule 1.6(c)(4) “to establish a claim or defense on
behalf of the lawyer in a controversy between the lawyer and the client” largely superfluous.

In Opinion 2014-1, the San Francisco Bar Association commented:

[The Arizona opinion] is inconsistent with the logic of subsequent ABA Formal
Opinion 10-456 which prohibited voluntary disclosure of confidential information
outside a legal proceeding even though the former client had asserted an
ineffective assistance of counsel claim. The Arizona opinion relies, in part, on a
tentative draft comment to a section of the Restatement (Third) of the Law
Governing Lawyers regarding the use or disclosure of information in a lawyer’s
self-defense which states: “Normally, it is sound professional practice for a
lawyer not to use or reveal confidential client information, except in response to a
formal client charge of wrongdoing with a tribunal or similar agency. When,
however, a client has made public charges of wrongdoing, a lawyer is warranted
under this Section in making a proportionate and restrained response in order to
protect the reputation of the lawyer.” State Bar of Arizona Op. 93-02, pp. 4-5
(Emphasis added). This language is not part of the Restatement as adopted.

ABA Formal Opinion 10-456 states:

In general, a lawyer must maintain the confidentiality of information protected by
Rule 1.6 for former clients as well as current clients and may not disclose
protected information unless the client or former client gives informed consent.
The confidentiality rule “applies not only to matters communicated in confidence
by the client but also to all information relating to the representation, whatever its
source.”

The self-defense exception applies in various contexts, including when and to the
extent reasonably necessary to defend against a criminal, civil or disciplinary
claim against the lawyer. The rule allows the lawyer, to the extent reasonably
necessary, to make disclosures to a third party who credibly threatens to bring
such a claim against the lawyer in order to persuade the third party that there is no

4
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basis for doing so. For example, the lawyer may disclose information relating to
the representation insofar as necessary to dissuade a prosecuting, regulatory or
disciplinary authority from initiating proceedings against the lawyer or others in
the lawyer’s firm, and need not wait until charges or claims are filed before
invoking the self-defense exception. Although the scope of the exception has
expanded over time, the exception is a limited one, because it is contrary to the
fundamental premise that client-lawyer confidentiality ensures client trust and
encourages full and frank disclosure necessary to an effective representation.
Consequently, it has been said that “[a] lawyer may act in self-defense under [the
exception] only to defend against charges that imminently threaten the lawyer or
the lawyer’s associate or agent with serious consequences. . ..”

Ethics Opinions

The New Hampshire Bar Association Ethics Committee was asked whether a lawyer
could post a detailed response to a client’s online comment that the lawyer took the client’s
money for a hearing that he knew he could not win. The Commuittee advised that “while you
may be permiited to make some sort of limited response to your client’s postings, you are not
authorized to make the disclosures that you propose.” NH Bar News, Feb. 19, 2014.

The Los Angeles County Bar Association Professional Responsibility and Ethics
Committee issued Opinion 525 on December 6, 2012 on Ethical Duties of Lawyers in
Connection with Adverse Comments Published by a Former Client. It concluded:

The lawyer may publicly respond to such comments as long as the rebuttal: (1)
does not disclose any confidential information; (2) does not injure the former
client in any matter involving the prior representation; and (3) is proportionate
and restrained. '

The San Francisco Bar Association opined:

Lawyer is not barred from responding generally to an online review by a former
client where the former client’s matter has concluded. Although the residual duty
of loyalty to the former client does not prohibit a response, Lawyer’s on-going
duty of confidentiality prohibits Lawyer from disclosing any confidential
information about the prior representation absent the former client’s informed
consent or a waiver of confidentiality. California’s statutory self-defense
exception, as interpreted by California case law, has been limited in application to
claims by a client (against or about a lawyer), or by an lawyer against a client, in
the context of a formal or imminent legal proceeding. Even in those
circumstances where disclosure of otherwise confidential information is
permitted, the disclosure must be narrowly tailored to the issues raised by the
former client. San Francisco Bar Association Op. 2014-1.

Disciplinary Actions




In December 2006, the Supreme Court of Oregon approved a stipulation for discipline
suspending a lawyer for 90 days for sending an email message to members of a bar listserv in
which the lawyer disclosed confidential information about a former client who had fired the
lawyer in an effort to warn colleagues that the former client was “attorney shopping.” In re
Quillinan, 20 DB Rptr 288 (Or. 2006).

The Supreme Court of Wisconsin, in June 2011, suspended the license of a lawyer who
wrote and published an Internet blog in which the lawyer revealed confidential information about
current and former clients that was sufficiently detailed to identify those clients using public
sources. Office of Lawyer Regulation v. Peshek, 798 N.-W.2d 879 (Wis. 2011).

The Georgia Supreme Court in a March 2013 ruling rejected as inadequate a
recommendation of the Georgia State Bar General Counsel seeking a review panel reprimand for
lawyer for violating Rule 1.6. The lawyer admitted to posting on-the internet confidential
information about the lawyer’s former client in response to negative reviews about the lawyer the
client had posted on consumer websites, In re Skinner, 740 S.E.2d 171 (Ga. 2013).

A Chicago lawyer was reprimanded by the Illinois Lawyer Registration and Disciplinary
Commission for revealing client communications in response to a former client who posted a
negative review of the lawyer on Avvo. The parties’ stipulated that the lawyer exceeded what
was necessary to respond to the client’s accusations by revealing in her response to a negative
review that the client had beaten up a co-worker. In re Tsamis, Commission File No.
2013PR00095 (I11. 2013). :

Conclusion

While it is understandable that a lawyer would want to respond to a client’s negative
online review about the lawyer’s representation, the lawyer’s responsibilities to keep confidential
all information relating to the representation of a client, even an ungrateful client, must constrain
the lawyer. We conclude that a lawyer cannot reveal client confidential information in a
response to a client’s negative online review absent the client’s informed consent.

CAVEAT: THE FOREGOING OPINION IS ADVISORY ONLY AND IS NOT BINDING ON THE
DISCIPLINARY BOARD OF THE SUPREME COURT OF PENNSYLVANIA OR ANY COURT.
THIS OPINION CARRIES ONLY SUCH WEIGHT AS AN APPROPRIATE REVIEWING
AUTHORITY MAY CHOOSE TO GIVE IT.
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OFFICE OF LAWYERS PROFESSIONAL RESPONSIBILITY
MEMORANDUM

TO: Minnesota State Bar Association
Judiciary Committee

FROM: Susan M. Humiston Cﬁ?@?/' o T b
Director g

DATE: November 9, 2017
RE: Rule 1.6, Minnesota Rules of Professional Conduct

Thank you for the opportunity to present my concerns with the proposed amendments
to Rule 1.6 recommended by the MSBA’s Rules of Professional Conduct Committee,
Please note these concerns are my own as the Lawyers Professional Responsibility
Board (Board) has not had an opportunity to review and formulate its position on the
proposed amendments.

I understand the impulse to respond in kind to allegations of incompetence or
malfeasance, and that this desire is heightened when these kinds of allegations are
posted online for third persons to see given the number of legal consumers who use the
internet to locate counsel. This impulse, however, should not lead us to adopt
professional conduct rules that undermine a lawyer’s duties of loyalty and confidence
and that are too vague for most practitioners to easily understand and apply.

1. Confidentiality is a Fundamental Duty of Lawyers.

The duty of confidentiality works to ensure client trust and encourages a full and
free disclosure in aid of effective representation. Given its importance to the
practice, one of the American Bar Association Model Regulatory Objectives is,
“Protection of privileged and confidential information.” The ABA “urges that
each state’s highest court . . . be guided by the ABA Model Regulatory Objectives
for the provision of legal services when they assess the court’s existing
regulatory framework. . ..” The proposed amendments do not promote the
objective of protecting attorney-client privilege and confidential information, and
in fact would constitute a substantial erosion of our duty as lawyers to observe
confidentiality and privilege.

69




Memorandum
November 9, 2017

Page 2

The Proposed Amendments Undercut Lawyers” Duty of Loyalty.

Lawyers have a duty of confidentiality to their clients. This duty is embodied in

- multiple rules, including the confidentiality and conflict of interest rules.

“Loyalty and independent judgment are essential elements in the lawyer’s
relationship to a client.” Rule 1.7, MRPC, Comment 1. This is part of why we are
considered professionals, rather than simply operators of businesses. Because of
its importance, the majority of jurisdictions who have opinioned on this topic
have concluded that their state’s confidentiality rules (including any self-defense
exception) do not extend to criticisms in online forums. Conversely, only one
jurisdiction, D.C., has suggested it is permissible.

The Proposed Amendments are Vague and Overbroad.

The stated rationale for the proposed amendments is to allow a lawyer to
respond to online grievances, such as those in sites providing the opportunity to
review a lawyer’s services. The proposed amendments, however, are not limited
to online reviews, and expansively apply whenever a client has made criticisms
to a third party not in the lawyer’s firm,

Further, although the proponents of the proposed amendments state that they
are meant to cover only factually specific allegations of very serious misconduct,
the language used, however, is not so limited. What constitutes a “substantial -
question” as to a lawyer’s fitness may vary depending upon whom is
interpreting this rule. Many lawyers may see allegations of neglect,
non-communication, and the like to raise a “substantial question,” even though
that is not (arguably) encompassed by the proposed rule. The proposed
amendments do not give good notice to lawyers of situations in which they may
or may not reveal client confidential information, or of what information may or
may not be revealed in such a situation. Nor do the proposed additional
comments fix this fact.

Other Professionals Do Not Allow Use of Client Confidential Information to
Respond.

Other professions, such as doctors and psychologists, have confidentiality
restrictions on their use of client information. To my knowledge, no other
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profession allows a professional to use otherwise confidential information to
respond to a negative online review. No one disputes the legitimate ability of a
lawyer to make disclosures reasonably necessary in connection with an actual or
threatened claim of malpractice or ineffective assistance or in responding to a
lawyer discipline complaint. There is nothing so unique about the practice of
law, or allegations that the lawyer committed malpractice or misconduct, or us as
lawyers, which should allow lawyers to dishonor their confidentiality
obligations. As professionals, we should honor those obligations in the same
manner as other professionals.

I'look forward to the opportunity to discuss these proposed amendments, and the
concerns with them, with the MBSA Judiciary Committee.

Thank you.

jme
cc: Frederick E. Finch, Chair, MSBA Rules of Professional Conduct Committee
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I OVERVIEW

A. Purpose

It is the responsibility of the Office of Lawyers Professional Responsibility (OLPR) to
protect the public and to promote the ethical practice of law through prompt
investigation and disposition of alleged misconduct, and promotion of the highest
ethical standards. It is the responsibility of the Lawyers Professional Responsibility
Board (LPRB) to generally supervise the OLPR among other rule-based obligations.
Given the complexities of our changing world, the law and practitioner diversity in the
legal community, the OLPR and LPRB must be responsive to ensure lawyer
compliance with rules, and proactive in assisting lawyers to understand the issues
they may encounter and how to take action to protect against misconduct.

The purpose of this strategic plan is to provide a blueprint for the future by
anticipating and specifying OLPR's key strategies to meet the needs of the public and
legal profession, and to ensure the execution of the OLPR’s core functions. With
clearly articulated objectives, the LPRB can more effectively exercise its general
supervisory authority over the administration of the OLFR.

The initial objective was to develop a three-year plan. Due to staffing changes, the full
capabilities of the OLPR are not yet known, so the plan has been expanded to a
five-year plan. After the first year of implementation, the OLPR will have more clarity
regarding the ability to accomplish all priorities.

B. Components

The components of the OLPR’s Strategic Plan are: the vision statement, the mission
statement and regulatory objectives; a current and future state analysis; and OLPR
priorities and objectives. As a future-oriented statement, the OLPR vision articulates
what OLPR strives for. It conveys the core purpose of OLPR and its commitment to its
stakeholders. The OLPR mission addresses what OLPR does, for whom, as well as
how and why. It is a statement of what can be done today. The OLPR regulatory
objectives provide guidelines and illustrate the values by which OLPR performs its
responsibilities; they are the OLPR’s North Star and they help orient and prioritize
OLPR work.

To envision the future, the current and future state analysis provided the perspectives
of OLPR constituents and experts to assess where OLPR is today and the strengths that
can be leveraged to accomplish future needs and opportunities. Finally, OLPR
priorities and objectives provide the road map that identifies the direction and focus



for achieving future results. It shapes the use of resources and efforts, ensuring a
longer-term focus. Specific objectives illustrate how priorities will be accomplished.
From there, specific action plans will be developed to specify individual tasks
necessary to achieve the objectives.

Overall, the Strategic Plan is a tool to identify and support alignment between OLPR’s
vision, mission and regulatory objectives and OLPR’s work to ensure continued
effectiveness as the agency strives to protect the public and to promote the ethical
practice of law.

C. The Vision and Mission of the OLPR

Protecting the Public, Strengthening the Profession.
Vision:

Through effective, efficient and accountable regulation, the Office of Lawyers
Professional Responsibility promotes the public interest and inspires confidence
in the legal profession.

Mission:

Protecting the public and serving the legal profession through the fair and
efficient enforcement of the Minnesota Rules of Professional Conduct, and
effective educational resources.

D.  OLPR Regulatory Authority

As part of its plenary authority to regulate the legal profession, the Minnesota
Supreme Court created the Lawyers Professional Responsibility Board in 1971, and the
first director took office January 4, 1971. The OLPR is responsible for upholding the
rules regulating the legal profession which include the Minnesota Rules of
Professional Conduct (MRPC) (effective September 1, 1985, replacing the 1970
Minnesota Code of Professional Responsibility), and the Rules on Lawyers
Professional Responsibility (RLPR) (effective January 1, 1977).

There have been 11 directors of the OLPR and 11 chairs of the LPRB. The OLPR is
assisted in its work by district ethics committees throughout the state, comprised of
lawyers and nonlawyers, who volunteer their valuable time to investigate complaints.
The Minnesota Supreme Court created the Client Security Fund in 1987 to compensate
victims of attorney dishonest conduct. The OLPR also provides staffing to support the
Client Security Board and its work.



In regulating the practice of law in Minnesota in the public interest, the regulatory
objectives of the OLPR and LPRB are:

Regulatory Objectives:

1. Enhance client protection and promote public confidence;

2. Ensure compliance with the Rules of Professional Conduct in a
manner that is fair, efficient, transparent, effective, targeted and
proportionate;

3. Proactively assist lawyers in maintaining competence, well-being
and professionalism;

4. Promote access to justice and public choice in the availability and

affdrdability of competent legal services;

5. Safeguard the rule of law and ensure judicial and attorney
independence sufficient to allow for a robust system of justice;

6. Promote diversity, inclusion, equality and freedom from
discrimination in the delivery of legal services and the
administration of justice; and

7. Protect confidential client and other legally protected information.
II. STRATEGIC PLANNING PROCESS
A.  Overview

The OLPR Strategic Planning committee membership included individuals with deep,
yet varied, perspectives on the work of OLPR. The committee included members of the
LPRB Executive committee, including three public members, the OLPR Director and
two current OLPR attorneys, a former chair of the LPRB, the Professional Services
Director (a regulatory agency partner) and an organizational development professional
to guide the process. Development of the 2019-2023 OLPR strategic plan followed the
process illustrated in the diagram below: '



B. Current State Analysis

The Strategic Planning committee took a three-pronged approach to assessing the
current state of OLPR to inform the strategic plan. First, the committee identified issues
based on five drivers of change that are most likely to influence the future success of the
OLPR. The five drivers assessed were technology, demographics, internal and external
governance, resources and the legal community. Second, stakeholder feedback
processes were developed to inform strategic priorities through themes development
and to capture issues of importance to particular constituencies.

Key informant interviews were conducted with a diverse group of individual
stakeholders to provide insights from their areas of expertise about the role,
effectiveness and opportunities for new or enhanced services by the OLPR. In addition,
an anonymous electronic survey solicited feedback from over 800 individuals. Themes
from the interviews and the survey provided clear and consistent information across
subject areas, while highlighting issues of more importance to particular constituents.

Additionally, the Strategic Planning committee conducted a SWOT analysis to identify
OLPR strengths, weaknesses, opportunities and threats. Key themes from the SWOT
analysis and stakeholder feedback were:

STRENGTHS:

FUNDING/ e Dedicated funding sufficient to perform core functions.

RESOURCES | e High quality educational materials.

EXPERTISE » A reputation as knowledgeable, competent and dedicated to
achieving the OLPR mission.

s Strong, effective leadership in the Director and a committed
Board.




PROCESS ¢ Responsiveness through the availability of staff to take
questions and provide advisory opinions.

« Statewide presence though Board membership and regional
DECs; and public participation at the board and DEC levels.

o Case management processes are clearly defined and regularly
measured against performance metrics.

e Outreach is established and responsive to trends and changing
needs of the public and legal community.

LEGAL o The support and confidence of the Minnesota Supreme Court.
COMMUNITY | e Good relationships with partner agencies and the MSBA.
PUBLIC o Public support through participation in the process.

e A strong reputation in the legal community; well-regarded

nationally.

CHALLENGES:

FUNDING/ o Funding impacted by fewer attorneys entering profession and

RESOURCES attorney retirements, and insufficient resources to expand
proactive outreach.

» Structure is dependent on widespread use of volunteers.

PROCESS e The changing technological environment and cybersecurity.

e Balancing pro-active initiatives with maintaining case
clearance rates; meeting timelines for case processing.

o Change resistance.

LEGAL » Diverse legal community with diverse concerns and needs.

COMMUNITY | e Size and range of attorney services and service areas; no
central source of information and support given declining
MSBA membership.

» Ability of attorneys to adapt practices to the impacts from
technology and well-being challenges.

PUBLIC o Increased numbers of self-represented litigants.
' e Increase in non-attorney legal service providers that are not
regulated.
C. Future State Analysis

Like other organizations, the work and effectiveness of OLPR and OLPR stakeholders is
affected by the increased integration of technology into managing, processing and
storing work content and financial resources. Shifting demographics have affected the
number of new and retiring attorneys, their skills and resources and overall state bar



membership. Similarly, technology and the economic environment have created both
benefits and barriers for litigants in need of legal services, affecting the types of issues

the OLPR sees.

OPPORTUNITIES:

FUNDING

e Little opportunity to diversify funding streams to offset
potential funding gaps but strong ability to increase awareness
of and value proposition to support continued funding needs.

EXPERTISE

o Diversify OLPR personnel reflective of the demographics of
the legal community and state through anticipated
retirements.

o Provide staff development and education and outreach to
increase legal and technical competencies, and expand the
breadth of OLPR attorney expertise.

o Increase outreach to strengthen staff connections to the legal
community.

e Leverage DEC expertise to enhance sustainability and
support.

PROCESS

o Further leverage technology to increase case processing speed
and efficiency.

o Continue to streamline processes, moving toward a paperless
environment.

¢ Use of social media for communication and as a resource
repository; expand forms of communication outreach.

LEGAL
COMMUNITY

e Achieve mutual goals through cross-organization
partnerships.

e Be aleader for attorney “Well-Being.”

« Continue to provide substantive education and educational
resources that meet public and professional needs in a
changing technological and legal environment.

« Expand methodologies to match education content and
delivery methods to target audiences.

PUBLIC

o Expand websites and community outreach to provide
complainants and the public with information and resources.

III. OLPR Strategic Priorities, Fiscal Years 2019-2023 (July 2018-June 2023)

To protect the public and meet the future needs of the Minnesota legal community,
OLPR has identified four strategic priorities: demonstrate leadership within the




profession, support operational excellence, promote trust and confidence in the
regulatory process, and support organizational competence and efficiency.

Strategic Priority 1:

Partner with the Board and legal community to provide proactive, educational
resources designed to promote competence, ethical practices, professionalism, and
well-being in the legal profession.

In order to inspire public confidence in the legal profession, it is incumbent upon OLPR to
identify the changing issues and dynamics of the legal profession, develop, and provide easily
accessible resources that attorneys can rely upon for guidance and information to help them
avoid known pitfalls and promote their professional success.

Specific strategies include:

a. Collaborate with the Court and other stakeholders to study and
implement, as appropriate, recommendations from The Path to Lawyer

Well-Being task force report, including but not limited to the advisability of

a diversion program;

b. Expand online resources to provide guidance on most frequently violated

rules such as retainer agreements, ethical withdrawal and return of client
files, as well as transition of practice upon death, disability or retirement;

c. Expand touch points with attorneys through the creation of an online
newsletter or other avenues of communication; and

d. Amend Rule 2, RLPR, to ensure core responsibility of office includes
proactive outreach, adoption of regulatory objectives, and address
resource limitations (staffing) relating to same.

Strategic Priority 2:
Maintain operational excellence to ensure ability to execute mission of the Office.

Increasingly diverse and complex caseloads pose a daily challenge to OLPR as professionals
expand their legal expertise and ensure the timely, effective resolution of cases. OLPR supports

creating a clear, positive work environment where professionals utilize their skills and knowledge

as they support one another to achieve the OLPR mission to promote the public interest and
inspire confidence in the legal profession.

\



Specific strategies include:

a. Remain focused on active case management strategies to ensure timely
processing of complaints in accordance with Board-established targets;

b. Support employee engagement by offering continuous learning
opportunities, quality training, advancement opportunities and active

mentoring; and

c. Promote employee well-being by facilitating a healthy, collegial, and
productive work environment.

Strategic Priority 3:
Strengthen awareness of and confidence in the attorney regulation system.

The public and attorneys must understand and be able to rely on the efficacy of the
regulatory process to ensure OLPR’s credibility, sustainability and effectiveness. To
strengthen its visibility and value, OLPR must continue to utilize a variety of outreach
methods and products and explore innovative solutions that meet the needs of
stakeholders and support the OLPR mission.

Specific strategies include:

a. Promotion of advisory opinion service and potential rebranding as
hotline, as well as communicating tagline, mission and regulatory
objectives for the Office;

b. Educate the public regarding the role of the Office, processes and limits of
same, including clearer communication around what the Office cannot do,
case stages and timelines;

C. Promote legal community visibility of staff attorneys” qualifications,
processes and accessibility; and

d. Promote and maintain case processing standards, ensuring the Office
meets Board-established standards on case management.



Strategic Priority 4:

Strengthen organizational competence and efficiency by ensuring OLPR staff and
DEC volunteers have the skills and support necessary to tackle forthcoming
challenges within the legal profession.

At its most productive, an organization must understand its constituency and stakeholders and
have the knowledge and skills to exercise their responsibilities effectively. The changing
demographic composition of society and the aging workforce provides both an opportunity and a
challenge as OLPR looks to its future workforce. To maximize workforce effectiveness, OLPR
will deliberately expand the perspectives and skill set of the organization as positions becotne
available while continuing to dedicate time and resources for professional development and
organizational efficiencies.

Specific strategies include:

a. Ensure OLPR hirers and Board appointments reflect a diversity of
petspectives, backgrounds and skill sets;

b. Expand training of OLPR attorneys to broaden subject matter knowledge
of specific areas of law, and, in partnership with LCL, strengthen skill sets
in addressing how stress and other issues impact ability to effectively
participate in the process;

c. Expand training for DEC volunteers on frequent rule violations and
investigation process, and improve Board member on-boarding and
training;

d. Elevate OLPR knowledge of technology challenges facing legal profession
around privacy, data security and the unauthorized practice of law by
non-lawyers and technology companies; and

e. Maximize the use of technology in case processing and communication
including implementation of a new file management database (in process),
a paperless case management process (step two), and updated websites.

IV. RESOURCES

1. ABA Model Regulatory Objectives for the Provision of Legal Services
(February 8, 2016);

10



Colorado Supreme Court Rules Governing the Practice of Law, Chapters
18-20 (Adopted April 7, 2016);

National Organization of Bar Counsel Proactive Regulation FAQs (May
19, 2017);

The Path to Lawyer Well-Being, the Report of the National Task Force on
Lawyer Well-Being (August 2017).

APPENDIX

Gt LD

Strategic Planning Process Overview;
Key Informant Interview Questions;
Survey Questions;

Executive Summary; and

Draft Action Plan for Strategic Priorities.
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Date

Dear

The Office of Lawyers Professional Responsibility (OLPR) is in the process of
developing a three-year strategic plan.

As a part of our process, we are soliciting information from our stakeholders through
surveys and interviews to help understand our strengths and challenges from multiple
perspectives and ensure that we have complete information to help inform our plan.

We would like to invite you to participate in a telephone interview about your
perceptions, needs and ideas about the OLPR. The interview will take approximately
30 minutes. Your responses will be used cumulatively to develop themes and
understand outliers. Individual responses will remain confidential.

Please simply respond to this email and let us know if you would be willing to participate in this
process. After we hear from you, we will contact you to schedule a convenient time for your
interview.

We look forward to hearing from you!

Sincerely,

Susan M. Humiston, Director
Office of Lawyers Professional Responsibility

Robin Wolpert, Chair
Lawyers Professional Responsibility Board
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Optional:
To prepare for the call, the questions we will be exploring are below.

As you know, the OLPR is a consumer protection agency (regulatory body) with the
purpose of protecting the public and the legal profession.

Interview Questions:

1. When we asked you to participate in this interview, what were the most
important issues you thought about that you wanted to be sure to
include?

2. What do you believe to be the OLPR’s purpose?

3. If you were to rate the OLPR’s reputation from 1-5, where 1 is very weak,
3 is neutral and 5 is very strong, what rating would you give the OLPR?
What are its strengths and weaknesses?

4. If the OLPR could do two to three things (to start or stop doing) to -
increase effectiveness, what would you recommend?

5. How can the OLPR increase its outreach? Are there groups or
organizations that are critical for outreach that you think are not very
familiar with the OLPR? A

6. What challenges do you see before the legal profession that the OLPR may
have or should be considering for the future?

7. What does a “very successful” OLPR look like to you?

8. Let’s go back to the issues you identified at the beginning of the interview
(list them here). Tell me more about what you are thinking about them
that we have not yet discussed.

9. What other comments or observations would you like to add before we
close?



OLPR STRATEGIC PLANNING SURVEY

Survey Overview

Thank you for taking time to take this survey! As the Office of Lawyers Professional
Responsibility (OLPR) and Lawyers Professional Responsibility Board (LPRB) develop a
strategic plan for the next three years, your feedback will help us develop a plan that is
comprehensive and reflective of the needs of our stakeholders.

Cumulative feedback will help us identify themes and the issues we will address in the years
ahead. All individual responses will be confidential. Thank you in advance for your time and
your perspective!

Survey Questions:

1. What is your primary relationship to the OLPR:
a. Judge
b. Respondent’s Counsel
c. LPRB Current or Past Board Member
] Lawyer [ Public Member

d. Current or Past District Ethics Committee Volunteer

L] Lawyer [ Public Member

e. OLPR Current or Past Staff

Director/Chair/Member of other legally focused
organization/association

g. An attorney not identified in a-f
h. Other (identify)

The OLPR is a regulatory agency with the purpose of protecting the public and the legal
profession.

2. How successful is the OPLR in achieving the purpose of “protecting the
public?”
a. Not successful
b. Partially successful
c. Adequately successful
d. Usually successful

e. Extremely successful

Comment:
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N

How successful is the OLPR in achieving the purpose of “protecting the
legal profession?”
Not successful

a.
b. Partially successful

n

Adequately successful

A

Usually successful

e. Extremely successful

Comment:

How would you rate OLPR's reputation?

a. Very weak
b. Weak

Average

n

£

Strong
e. Very Strong

What do you see as the OLPR’s strengths?

Comment:

What do you see as the OLPR’s weaknesses?

Comment:

What challenges do you see before the legal profession fhat the OLPR
should be considering for the future?

Comment:



8. What additional observations would you like the OLPR to consider

during its strategic planning process?

Comment:

Thank you for taking the time to provide your perspective and help us inform the
OLPR/LPRB strategic plan.



Executive Summary April 2018

Tagline:

Mission:

Vision:

Strategic Planning
Protecting the Public, Strengthening the Profession.

Protecting the public and serving the legal profession through the fair and
efficient enforcement of the Minnesota Rules of Professional Conduct, and

effective educational resources.

Through effective, efficient and accountable regulation, the Office of
Lawyers Professional Responsibility promotes the public interest and
inspires confidence in the legal profession.

Regulatory Objectives:

1.

Enhance client protection and promote public confidence;

Ensure compliance with the rules of professional conduct in a manner that
is fair, efficient, transparent, effective, targeted and proportionate;

Proactively assist lawyers in maintaining competence, well-being and

professionalism;

Promote access to justice and public choice in the availability and

affordability of competent legal services;

Safeguard the rule of law and ensure judicial and attorney independence

sufficient to allow for a robust system of justice;

Promote diversity, inclusion, equality and freedom from discrimination in

the delivery of legal services and the administration of justice; and

Protect confidential client and other legally-protected information.
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Executive Summary April 2018

OLPR Strategic Priorities

Partner with the Board and legal community to provide proactive, educational
resources designed to promote competence, ethical practices, professionalism,
and well-being in the legal profession.

Strategies include:

a. Collaborate with the Court and other stakeholders to study and implement
recommendations from The Path to Lawyer Well-Being task force report,
including but not limited to the advisability of a diversion program;

b. Expand on-line resources to provide guidance on most frequently violated
rules such as retainer agreements, ethical withdrawal and return of client
files, as well as transition of practice upon death, disability or retirement;

c. Expand touch points with attorneys through the creation of an on-line
newsletter or other avenues of communication; and

d. Amend Rule 2 to ensure core responsibility of office includes proactive
outreach, adoption of regulatory objectives, and address resource limitations
(staffing) relating to same.

Maintain operational excellence to ensure ability to execute mission of the
Office. -

Strategies include:

a. Remain focused on active case management strategies to ensure timely
processing of complaints in accordance with Board-established targets.

b. Support employee engagement by offering continuous learning opportunities,
quality training, advancement opportunities and active mentoring; and

c. Promote employee well-being by facilitating a healthy, collegial, and
productive work environment.

Strengthen awareness of and confidence in the attorney regulation system.

Strategies include:

a. Promotion of advisory opinion service and potential rebranding as hotline, as
well as communicating tagline, mission and vision for Office;



Executive Summary April 2018

b. Educate the public regarding the role of the Office, processes and limits of
same, including clearer communication around what the Office cannot do,
case stages and timelines;

c. Promote legal community visibility of staff attorneys’ qualifications,
processes and accessibility; and

d. Promote and maintain case processing standards, ensuring the Office meets
Board-established standards on case management.

Strengthen organizational competence and efficiency by ensuring OLPR staff
and DEC volunteers have the skills and support necessary to tackle
forthcoming challenges within the legal profession.

Strategies include:

a. Ensure OLPR hirers and Board appointments reflect a diversity of
perspectives, backgrounds and skill sets;

b. Expand training of OLPR attorneys to broaden subject matter knowledge of
specific areas of law, and, in partnership with LCL, strengthen skill sets in
addressing how stress and other issues impact ability to effectively
participate in the process;

c. Expand training for DEC volunteers on frequent rule violations and
investigation process, and improve Board member on-boarding and training;

d. Elevate OLPR knowledge of technology challenges facing legal profession
around privacy, data security and the unauthorized practice of law by non-
lawyers; and

e. Maximize the use of technology in case processing and communication
including implementation of a new file management database (in process), a
paperless case management process (step two), and updated website.
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Attachment 4

OLPR Dashboard
4/20/2018
Total Files Total Lawyers
Total Open Matters 515 375
New Files YTD 337
Closed Files YTD 340
Files Opened in March 2018 92
Files Closed in March 2018 106
Public Matters Pending 22
Panel Matters Pending 0
Matters Pending with the DECs 84
Files On Hold 20
Advisory Opinion Requests YTD 619
Advisory Opinion Requests Declined YTD 52
Total Files Over 1 Year Old 139 86
Matters Pending Over 1 Year Old w/o Charges 66 55
Matters Pending Over 2 Years Old w/o Charges - 6 3
Discipline YTD Total # Lawyers
Disbarred 5
Suspended 7
Reprimand & Probation 1
Reprimand 2
Total # Files
Private Probation 7
Admonition 31




All Files Pending as of 4/20/18

Year/Month |SD |DEC |REV | OLPR { AD | ADAP | PROB | HOLD | SUP | §12C | SCUA | REIN | RESG | TRUS | Total
2015-01 1 1
2015-03 1 1 2
2015-04 1 1
2015-05 2 2
2015-06 1 1
2015-07 1 1
2015-08 1 1
2015-10 1 1
2015-11 2 1 3
2015-12 1 1 2
2016-02 2 3 5
2016-03 1 3 1 5
2016-04 2 1 3
2016-05 1 1 1 1 4
2016-06 2 1 2 1 6
2016-07 3 3
2016-08 6 3 1 2 12
2016-09 6 3 2 11
2016-10 4 2 2 8
2016-11 8 1 9
2016-12 6 2 1 9
2017-01 9 1 1 2 13
2017-02 4 1 2 6 13
2017-03 10 2 3 1 16
2017-04 10 3 1 1 15
2017-05 9 2 2 1 14
2017-06 15 1 2 18
2017-07 19 1 20
2017-08 1 22 2 1 2 28
2017-09 3 33 1 1 38
2017-10 4 24 1 1 30
2017-11 1 20 1 22
2017-12 7 1 20 1 1 30
2018-01 14 2 20 2 1 39
2018-02 15 15 1 31
2018-03 3 21 12 1 37
2018-04 25 18 16 1 1 61

Total 28| 84 3 302 1 2 3 20 38 18 3 7 1 5 515




Files Over One Year Old as of 4/20/18

Year/Month | OLPR | AD | ADAP | PROB | HOLD |SUP | S12C | SCUA TRUS Total
2015-01 1 1
2015-03 1 1 2
2015-04 1 1
2015-05 2 2
2015-06 1 1
2015-07 1 1
2015-08 1 1
2015-10 1 1
2015-11 2 1 3
2015-12 1 1 2
2016-02 2 3 5
2016-03 1 3 1 5
2016-04 2 1 3
2016-05 1 1 1 1 4
2016-06 2 1 2 1 6
2016-07 3 3
2016-08 6 3 1 2 12
2016-09 6 3 2 1
2016-10 4 2 2 8
2016-11 8 1 9
2016-12 6 2 1 9
2017-01 9 1 1 2 13
2017-02 4 1 2 6 13
2017-03 10 2 3 1 16
2017-04 5 2 0 7

Total 72 1 2 1 16 30 16 0 1 139
Total | Sup. Ct.
Sub-total of Cases Over One Year Old 47 47
Total Cases Under Advisement 0 0
Total Cases Over One Year Old 47 47




SD

Summary Dismissal

DEC

District Ethics Committees

REV

Being reviewed by OLPR attorney after DEC report received

OLPR

Under Investigation at Director's Office

AD

Admonition issued

ADAP

Admonition Appealed by Respondent

PROB

Probation Stipulation Issued

PAN

Charges Issued

HOLD

On Hold

SUP

Petition has been filed.

512C

Respondent cannot be found

SCUA

Under Advisement by the Supreme Court

REIN

Reinstatement

RESG

Resignation

TRUS

Trusteeship




FILEQ

STATE OF MINNESOTA February 28, 2018
" OFFICE OF
IN SUPREME COURT APPELLATE COURTE
ADM10-8042
REAPPOINTMENT OF DIRECTOR OF THE " FEB 9S8
OFFICE OF LAWYERS PROFESSIONAL RESPONSIBILITY 238 2018
AND THE CLIENT SECURITY FUND OFFIGE OF LAWYERS
PROF. RESP.
ORDER

Pursuant to Rule 5 of the Rules on Lawyers Professional Responsibility, the
Lawyers Professional Responsibility Board reviewed the performance of the Director over
the past two years and has recommended to the court that Susan M. .Humiston be continued
as Director of the Office of Lawyers Professional Responsibility for a period of two yearé,
effective March 7, 2018.

IT IS HEREBY ORDERED that Susan M. Humiston is reappointed as Director of
the Office of ‘Lawyers Professional Responsibility for a period of two years, effective
March 7, 2018.

ITIS FURTHER HEREBY ORDERED that Susan M. Humiston is reappointed as
Director of the Client Security Fund for a period of two years, effective March 7, 2018.

Dated: February 28, 2018 BY THE COURT:

Lorie S. Gildea
Chief Justice



Formal Opinion 481 April 17,2018

A Lawyer’s Duty to Inform a Current or Former Client of the Lawyer’s Material Error

Model Rule of Professional Conduct 1.4 requires a lawyer to inform a current client if the lawyer
believes that he or she may have materially erred in the client’s representation. Recognizing that
errors occur along a continuum, an error is material if a disinterested lawyer would conclude that
it is (a) reasonably likely to harm or prejudice a client; or (b) of such a nature that it would
reasonably cause a client to consider terminating the representation even in the absence of harm
or prejudice. No similar obligation exists under the Model Rules to a former client where the
lawyer discovers afier the attorney-client relationship has ended that the lawyer made a material
error in the former client’s representation.

Introduction

Even the best lawyers may err in the course of clients’ representations. If a lawyer errs and
the error is material, the lawyer must inform a current client of the error.! Recognizing that errors

! A lawyer’s duty to inform a current client of a material error has been variously explained or grounded. For
malpractice and breach of fiduciary decisions, see, e.g., Leonard v. Dorsey & Whitney LLP, 553 F.3d 609, 629 (8th
Cir. 2009) (predicting Minnesota law and concluding that “the lawyer must know that there is a non-frivolous
malpractice claim against him such that there is a substantial risk that [his] representation of the client would be
materially and adversely affected by his own interest in avoiding malpractice liability” (internal quotation marks
omitted)); Beal Bank, SSB v. Arter & Hadden, LLP, 167 P.3d 666, 673 (Cal. 2007) (stating that “attorneys have a
fiduciary obligation to disclose material facts to their clients, an obligation that includes disclosure of acts of
malpractice”); RFF Family P’ship, LP v. Burns & Levinson, LP, 991 N.E.2d 1066, 1076 (Mass. 2013) (discussing the
fiduciary exception to the attorney-client privilege and stating that “a client is entitled to full and fair disclosure of
facts that are relevant to the representation, including any bad news”); In re Tallon, 447 N.Y.S.2d 50, 51 (App. Div.
1982) (“An attorney has a professional duty to promptly notify his client of his failure to act and of the possible claim
his client may thus have against him.”).

For disciplinary decisions, see, e.g., Fla. Bar v. Morse, 587 So. 2d 1120, 112021 (Fla. 1991) (suspending a
lawyer who conspired with his partoer to conceal the partner’s malpractice from the client); /n re Hoffman, 700 N.E.2d
1138, 1139 (Ind. 1998) (applying Rule 1.4(b)). See also Ill. State Bar Ass’n Mut. Ins. Co. v. Frank M. Greenfield &
Assocs., P.C., 980 N.E.2d 1120, 1129 (1ll. App. Ct. 2012) (finding that a voluntary payments provision in a
pr ofessional liability insurance policy was “against public policy, since it may operate to limit an attorney’s disclosure
[of his potential malpractice] to his clients”).

For ethics opinions, see, e.g., Cal. State Bar Comm. on Prof’] Responsibility & Conduct Op. 2009-178, 2009
WL 3270875, at *4 (2009) [hereinafter Cal. Eth. Op. 2009-178] (“A lawyer has an ethical obligation to keep a client
informed of significant developments relating to the representation. . . . Where the lawyer believes that he or she has
committed legal malpractice, the lawyer must promptly communicate the factual information pertaining to the client’s
potential malpractice claim against the lawyer to the client, because it is a ‘significant development.” (citation
omitted)); Colo. Bar Ass’n, Ethics Comm., Formal Op. 113, at 3 (2005) [hereinafter Colo. Op. 113] (“Whether a
particular error gives rise to an ethical duty to disclose [under Rule 1.4] depends on whether a disinterested lawyer
would conclude that the error will likely result in prejudice to the client’s right or claim and that the lawyer, therefore,
has an ethical responsibility to disclose the error.”); Minn. Lawyers Prof'l Responsibility Bd. Op. 21, 2009 WL
8396588, at *1 (2009) (imposing a duty to disclose under Rule 1.4 where “the lawyer knows the lawyer’s conduct
may reasonably be the basis for a non-frivolous malpractice claim by a current client that materially affects the client’s
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occur along a continuum, an error is material if a disinterested lawyer would conclude that it is (a)
reasonably likely to harm or prejudice a client; or (b) of such a nature that it would reasonably
cause a client to consider terminating the representation even in the absence of harm or prejudice.

If a material error relates to a former client’s representation and the lawyer does not
discover the error until after the representation has been terminated, the lawyer has no obligation
under the Model Rules to inform the former client of the error. To illustrate, assume that a lawyer
prepared a contract for a client in 2015. The matter is concluded, the representation has ended,
and the person for whom the contract was prepared is not a client of the lawyer or law firm in any
other matter. In 2018, while using that agreement as a template to prepare an agreement for a
different client, the lawyer discovers a material error in the agreement. On those facts, the Model
Rules do not require the lawyer to inform the former client of the error. Good business and risk
management reasons may exist for lawyers to inform former clients of their material errors when
they can do so in time to avoid or mitigate any potential harm or prejudice to the former client.
Indeed, many lawyers would likely choose to do so for those or other individual reasons. Those
are, however, personal decisions for lawyers rather than obligations imposed under the Model
Rules.

The Duty to Inform a Current Client of a Material Error

A lawyer’s responsibility to communicate with a client is governed by Model Rule 1.4.2
Several parts of Model Rule 1.4(a) potentially apply where a lawyer may have erred in the course
of a current client’s representation. For example, Model Rule 1.4(a)(1) requires a lawyer to
promptly inform a client of any decision or circumstance with respect to which the client’s
informed consent may be required. Model Rule 1.4(a)(2) requires a lawyer to “reasonably consult
with the client about the means by which the client’s objectives are to be accomplished.” Model
Rule 1.4(a)(3) obligates a lawyer to “keep a client reasonably informed about the status of a
matter.” Model Rule 1.4(a)(4), which obliges a lawyer to promptly comply with reasonable
requests for information, may be implicated if the client asks about the lawyer’s conduct or
performance of the representation. In addition, Model Rule 1.4(b) requires a lawyer to “explain a

interests”); 2015 N.C. State Bar Formal Op. 4, 2015 WL 5927498, at *2 (2015) [hereinafter 2015 N.C. Eth. Op. 4]
(applying Rule 1.4 to “material errors that prejudice the client’s rights or interests as well as errors that clearly give
rise to a malpractice claim”; N.J. Sup. Ct. Advisory Comm. on Prof’] Ethics Op. 684, 1998 WL 35985928, at *1
(1998) [hereinafter N.J. Eth. Op. 684] (discussing Rules 1.4 and 1.7(b) and requiring disclosure “when the attorney
ascertains malpractice may have occurred, even though no damage may yet have resulted”); N.Y. State Bar Ass’n
Comm. on Prof’l Ethics Eth. Op. 734, 2000 WL 33347720, at *3 (2000) [hereinafter N.Y. Eth. Op. 734] (discussing
the prior Code of Professional Responsibility and concluding that the inquirer had a duty to tell the client that it made
“a significant error or omission that may give rise to a possible malpractice claim”); Sup. Ct. of Prof’l Ethics Comm.
Op. 593, 2010 WL 1026287, at *1 (2010) [Tex. Eth. Op. 593] (opining that the lawyer must also terminate the
representation and applying Texas Rules 1.15(d), 2.01, and 8.04(a)(3)). See also RESTATEMENT (THIRD) OF THE LAW
GOVERNING LAWYERS § 20 cmt. ¢ (2000) (requiring disclosure where the conduct “gives the client a substantial
malpractice claim against the lawyer”).
2 MODEL RULES OF PROF’L, CONDUCT R. 1.4 (2018) (“Communication”) [hereinafter MODEL RULES].
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matter to the extent reasonably necessary to permit the client to make informed decisions regarding
the representation.” More broadly, the “guiding principle” undergirding Model Rule 1.4 is that
“the lawyer should fulfill reasonable client expectations for information consistent with the duty
to act in the client’s best interests, and the client’s overall requirements as to the character of
representation.”3 A lawyer may not withhold information from a client to serve the lawyer’s own

interests or convenience.*

Determining whether and when a lawyer must inform a client of an error can sometimes
be difficult because errors exist along a continuum. An error may be sufficiently serious that it
creates a conflict of interest between the lawyer and the client. Model Rule 1.7(a)(2) provides that
a concurrent conflict of interest exists if “there is a significant risk that the representation of one
or more clients will be materially limited by . . . a personal interest of the lawyer.” Where a
Jawyer’s error creates a Rule 1.7(a)(2) conflict, the client needs to know this fact to make informed
decisions regarding the representation, including whether to discharge the lawyer or to consent to
the conflict of interest. At the other extreme, an error may be minor or easily correctable with no
risk of harm or prejudice to the client.

Several state bars have addressed lawyers’ duty to disclose errors to clients.” For example,
in discussing the spectrum of errors that may arise in clients’ representations, the North Carolina
State Bar observed that “material errors that prejudice the client’s rights or claims are at one end.
These include errors that effectively undermine the achievement of the client’s primary objective
for the representation, such as failing to file the complaint before the statute of limitations runs.”®
At the other end of the spectrum are “nonsubstantive typographical errors™ or “missing a deadline
that causes nothing more than delay.”” “Between the two ends of the spectrum are a range of
errors that may or may not materially prejudice the client’s interests.”® With respect to the middle
ground:

Frrors that fall between the two extremes of the spectrum must be analyzed under
the duty to keep the client reasonably informed about his legal matter. If the error
will result in financial loss to the client, substantial delay in achieving the client’s
objectives for the representation, or material disadvantage to the client’s legal
position, the error must be disclosed to the client. Similarly, if disclosure of the
error is necessary for the client to make an informed decision about the
representation or for the lawyer to advise the client of significant changes in
strategy, timing, or direction of the representation, the lawyer may not withhold

information about the error.’

3]1d cmt. 5.

41d cmt. 7.

5 See supra note 1 (listing authorities).

62015 N.C. Eth. Op. 4, supra note 1, 2015 WL 5927498, at *2.
1

81d

°1d.
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Another example is contained in the Colorado Bar Association’s Ethics Committee in
Formal Opinion 113, which discusses the spectrum of errors that may implicate a lawyers’ duty of
disclosure. In doing so, it identified errors ranging from those plainly requiring disclosure (a
missed statute of limitations or a failure to file a timely appeal) to those “that may never cause
harm to the client, either because any resulting harm is not reasonably foreseeable, there is no
prejudice to a client’s right or claim, or the lawyer takes corrective measures that are reasonably
likely to avoid any such prejudice.”’® Errors by lawyers between these two extremes must be
analyzed individually. For example, disclosure is not required where the law on an issue is
unsettled and a lawyer makes a tactical decision among “equally viable alternatives.”!' On the
other hand, “potential erroxs that may give rise to an ethical duty to disclose include the failure to
request a jury in a pleading (or pay the jury fee), the failure to include an acceleration provision in
a promissory note, and the failure to give timely notice under a contract or statute.”'? Ultimately,
the Colorado Bar concluded that whether a particular error gives rise to an ethical obligation to
disclose depends on whether the error is “material,” which further “depends on whether a
disinterested lawyer would conclude that the error will likely result in prejudice to the client’s right

or claim.”!3

These opinions provide helpful guidance to lawyers, but they do not—just as we do not—
purport to precisely define the scope of a lawyer’s disclosure obligations. Still, the Committee
believes that lawyers deserve more specific guidance in evaluating their duty to disclose errors to
current clients than has previously been available.

In attempting to define the boundaries of this obligation under Model Rule 1.4, it is
unreasonable to conclude that a lawyer must inform a current client of an error only if that error
may support a colorable legal malpractice claim, because a lawyer’s error may impair a client’s
representation even if the client will never be able to prove all of the elements of malpractice. At
the same time, a lawyer should not necessarily be able to avoid disclosure of an error absent
apparent harm to the client because the lawyer’s error may be of such a nature that it would cause
a reasonable client to lose confidence in the lawyer’s ability to perform the representation
competently, diligently, or loyally despite the absence of clear harm. Finally, client protection and
the purposes of legal representation dictate that the standard for imposing an obligation to disclose
must be objective.

With these considerations in mind, the Committee concludes that a lawyer must inform a
current client of a material error committed by the lawyer in the representation. An error is material
if a disinterested lawyer would conclude that it is (a) reasonably likely to harm or prejudice a
client; or (b) of such a nature that it would reasonably cause a client to consider terminating the
representation even in the absence of harm or prejudice.

10 Colo. Op. 113, supranote 1, at 3.
1 Id .

12 Id

Brd atl,3.
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A lawyer must notify a current client of a material error promptly under the
circumstances.' Whether notification is prompt will be a case- and fact-specific inquiry. Greater
urgency is required where the client could be harmed by any delay in notification. The lawyer
may consult with his or her law firm’s general counsel, another lawyer, or the lawyet’s professional
liability insurer before informing the client of the material error.’> Such consultation should also
be prompt. When it is reasonable to do so, the lawyer may attempt to correct the error before
informing the client. Whether it is reasonable for the lawyer to attempt to correct the error before
informing the client will depend on the facts and should take into account the time needed to
correct the error and the lawyer’s obligation to keep the client reasonably informed about the status
of the matter. '

When a Current Client Becomes a Former Client

As indicated earlier, whether a lawyer must reveal a material error depends on whether the
affected person or entity is a current or former client. Substantive law, rather than rules of
professional conduct, controls whether an attorney-client relationship exists, or once established,
whether it is ongoing or has been concluded.!® Generally speaking, a current client becomes a
former client () at the time specified by the lawyer for the conclusion of the representation, and
acknowledged by the client, such as where the lawyer’s engagement letter states that the
representation will conclude upon the lawyer sending a final invoice, or the lawyer sends a
disengagement letter upon the completion of the matter (and thereafter acts consistently with the
letter);'” (b) when the lawyer withdraws from the representation pursuant to Model Rule of
Professional Conduct 1.16; (c) when the client terminates the representation;'® or (d) when overt
acts inconsistent with the continuation of the attorney-client relationship indicate that the

14 See N.J. Eth. Op. 684, supra note 1, 1998 WL 35985928, at *1 (“Clearly, RPC 1.4 requires prompt
disclosure in the interest of allowing the client to make informed decisions. Disclosure should therefore occur when
the attorney ascertains malpractice may have occurred, even though no damage may yet have resulted.”); 2015 N.C.
Eth. Op. 4, supra note 1, 2015 WL 5927498, at *4 (“The error should be disclosed to the client as soon as possible
after the lawyer determines that disclosure of the error to the client is required.”); Tex. Eth. Op. 593, supra note 1,
2010 WL 1026287, at *1 (requiring disclosure “as promptly as reasonably possible”).

15 See MODEL RULES R. 1.6(b)(4) (2018) (permitting a lawyer to reveal information related to a client’s
representation “to secure legal advice about the lawyer’s compliance with these Rules”).

16 United States v. Williams, 720 F.3d 674, 686 (8th Cir. 2013); Rozmus v. West, 13 Vet. App. 386, 387
(U.S. App. Vet. Cl. 2000); see also MODEL RULES Scope cmt. 17 (2018) (explaining that “for purposes of determining
the lawyer’s authority and responsibility, principles of substantive law external to these Rules determine whether a
client-lawyer relationship exists”).

17 See Artromick Int’l, Tnc. v. Drustar Inc., 134 F.R.D. 226, 229 (S.D. Ohio 1991) (observing that “the
simplest way for either the attorney or client to end the relationship is by expressly saying so”); see also, e.g., Rusk v.
Harstad, 393 P.3d 341, 344 (Utah Ct. App. 2017) (concluding that a would-be client could not have reasonably
believed that the law firm represented him where the lawyer had clearly stated in multiple e-mails that the law firm
would not represent him).

18 A client may discharge a lawyer at any time for any reason, or for no reason. White Pearl Inversiones S.A.
(Uruguay) v. Cemusa, Inc., 647 F.3d 684, 689 (7th Cir. 2011); Nabi v. Sells, 892 N.Y.S.2d 41, 43 (App. Div. 2009);
MODELRULES R. 1.16 cmt. 4; see also STEPHEN GILLERS, REGULATION OF LAWYERS: PROBLEMS OF LAW AND ETHICS
77 (11th ed. 2018) (“Clients, it is said, may fire their lawyers for any reason or no reason.”) (citations omitted).
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relationship has ended.’® If a lawyer represents a client in more than one matter, the client isa
current client if any of those matters is active or open; in other words, the termination of
representation in one or more matters does not transform a client into a former client if the lawyer
still represents the client in other matters.

Absent express statements or overt acts by either party, an attorney-client relationship also
may be terminated when it would be objectively unreasonable to continue to bind the parties to
each other.?’ In such cases, the parties’ reasonable expectations often hinge on the scope of the
lawyer’s representation.?! In that regard, the court in National Medical Care, Inc. v. Home Medical
of America, Inc.,”* suggested that the scope of a lawyer’s representation loosely falls into one of
three categories: (1) the lawyer is retained as general counsel to handle all of the client’s legal
matters; (2) the lawyer is retained for all matters in a specific practice area; or (3) the lawyer is
retained to represent the client in a discrete matter.?3

For all three categories identified by the National Medical Care court, unless the client or
lawyer terminates the representation, the attorney-client relationship continues as long as the
lawyer is responsible for a pending matter.?* With respect to categories one and two above, an
attorney-client relationship continues even when the lawyer has no pending matter for the client
because the parties reasonably expect that the lawyer will handle all matters for the client in the
future as they arise.?’ In the third category, where a lawyer agrees to undertake a specific matter,
the attorney-client relationship ends once the matter is concluded.?

Although not identified by the National Medical Care court, another type of client is what
might be called an episodic client, meaning a client who engages the lawyer whenever the client
requires legal representation, but whose legal needs are not constant or continuous. In many such

19 See, e.g., Artromick Int’l, Inc., 134 FR.D. at 230-31 (determining that 2 man was a former client because
he refused to pay the lawyer’s bill and then retained other lawyers to replace the first lawyer); Waterbury Garment
Corp. v. Strata Prods., 554 F. Supp. 63, 66 (S.D.N.Y. 1982) (concluding that a person was a former client because the
law firm represented him only in discrete transactions that had concluded and the person had subsequently retained
different counsel).

20 Artromick Int’l, Inc., 134 F.R.D. at 229,

21 Id. at 229-30.

22 No. 00-1225, 2002 WL 31068413 (Mass. Super. Ct. Sept. 12, 2002).

B Id. at *4.

24 14 - see also MODEL RULES R. 1.3 cmt. 4 (2018) (stating that unless the relationship is terminated under
Model Rule 1.16, the lawyer “should carry through to conclusion all matters undertaken for a client”).

25 See Berry v. McFarland, 278 P.3d 407, 411 (Idaho 2012) (explaining that “[i}f the attorney agrees to handle
any matters the client may have, the relationship continues until the attorney or client terminates the relationship™);
see also MODEL RULES R. 1.3 cmt. 4 (2018) (advising that “[i]f a lawyer has served a client over a substantial period
in a variety of matters, the client sometimes may assume that the lawyer will continue to serve on a continuing basis
unless the lawyer gives notice of withdrawal”).

26 Simpson v. James, 903 F.2d 372, 376 (5th Cir. 1990); Berry, 278 P.3d at 411; see also Revise Clothing,
Inc. v. Joe’s Jeans Subsidiary, Inc., 687 F. Supp. 2d 381, 389-90 (S.D.N.Y. 2010) (noting that an attorney-client
relationship is ordinarily terminated by the accomplishment of the purpose for which it was formed); Thayer v. Fuller
& Henry Ltd., 503 F. Supp. 2d 887, 892 (N.D. Ohio 2007) (observing that an attorney-client relationship may terminate
when the underlying action has concluded or when the attorney has exhausted all remedies and declined to provide
additional legal services); MODEL RULES R. 1.16 cmt. 1 (“Ordinarily, a representation in a matter is completed when
the agreed-upon assistance has been concluded.”).
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instances, the client reasonably expects that the professional relationship will span any intervals
and that the lawyer will be available when the client next needs representation.?’ If so, the client
should be considered a current client. In other instances, it is possible that the attorney-client
relationship ended when the most recent matter concluded.?® Whether an episodic client is a
current or former client will thus depend on the facts of the case.

The Former Client Analysis Under the Model Rules

As explained above, a lawyer must inform a current client of a material error under Model
Rule 1.4. Rule 1.4 imposes no similar duty to former clients.

Four of the five subparts in Model Rule 1.4(a) expressly refer to “the client” and the one
that does not—Model Rule 1.4(a), governing lawyers’ duty to respond to reasonable requests for
information—is aimed at responding to requests from a current client. Model Rule 1.4(b) refers
to “the client” when describing a lawyer’s obligations. Nowhere does Model Rule 1.4 impose on
Jlawyers a duty to communicate with former clients. The comments to Model Rule 1.4 are likewise
focused on current clients and are silent with respect to communications with former clients. There
is nothing in the legislative history of Model Rule 1.4 to suggest that the drafters meant the duties
expressed there to apply to former clients.?” Had the drafters of the Model Rules intended Rule
1.4 to apply to former clients, they presumably would have referred to former clients in the
language of the rule or in the comments to the rule. They did neither despite knowing how to
distinguish duties owed to current clients from duties owed to former clients when appropriate, as
reflected in the Model Rules regulating conflicts of interest.¢

27 See, e.g., Parallel Iron, LLC v. Adobe Sys. Inc., C.A. No. 12-874-RGA, 2013 WL 789207, at *2-3 (D.
Del. Mar. 4, 2013) (concluding that Adobe was a current client in July 2012 when the law firm was doing no work for
it; the firm had served as patent counsel to Adobe intermittently between 2006 and February 2012, and had not made
clear to Adobe that its representation was terminated); Jones v. Rabanco, Ltd., No. C03-3195P, 2006 WL 2237708, at
*3 (W.D. Wash. Aug. 3, 2006) (reasoning that the law firm’s inclusion as a contact under a contract, the law firm’s
work for the client after the contract was finalized, and the fact that the client matter was still open in the law firm’s
files all indicated an existing attorney-client relationship); STEPHEN GILLERS, REGULATION OF LAWYERS: PROBLEMS
OF LAW AND ETHICS 78-79 (11th ed. 2018) (“Lawyers might believe that a client is no longer a client if they are doing
1o work for it at the moment and haven’t for a while. . . . [A] firm may have done work for a client two or three times
a year for the past five years, creating a reasonable client expectation that the professional relationship continues
during the intervals and that the lawyer will be available the next time the client needs her.”).

28 See, e.g., Calamar Enters., Inc. v. Blue Forest Land Grp., Inc., 222 F. Supp. 3d 257, 26465 (WDN.Y.
2016) (rejecting the client’s claim of an attorney-client relationship where the relationship between the law firm and
the client had been dormant for three years; despite the fact that the attorney-client relationship had not been
formally terminated, it ended when the purpose of the parties’ retainer agreement had been completed).

29 AM. BAR ASS’N CTR. FOR PROF’L RESPONSIBILITY, A LEGISLATIVE HISTORY: THE DEVELOPMENT OF THE
ABA MODEL RULES OF PROFESSIONAL CONDUCT, 19822013, 71-78 (Arthur H. Garwin ed., 2013).

30 Compare MODEL RULES R. 1.7 (2018) (addressing current client conflicts of interest), with MODEL RULES
R. 1.9 (2018) (governing former client conflicts of interest).
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Because Model Rule 1.4 does not impose on lawyers a duty to communicate with former
clients,?! it is no basis for requiring lawyers to disclose material errors to former clients.

The California State Bar’s Committee on Professional Responsibility and Conduct reached
a similar conclusion with respect to California Rule of Professional Conduct 3-500, which states
that “[a] member [of the State Bar of California] shall keep a client reasonably informed about
significant developments relating to the employment or representation, including promptly
complying with reasonable requests for information and copies of significant documents when
necessary to keep the client so informed.” In concluding that a lawyer had no duty to keep a former
client informed of significant developments in the representation, and specifically the former
client’s possible malpractice claim against the lawyer, the Committee focused on the fact that the
lawyer and the former client had “terminated their attorney-client relationship” and on Rule 3-
500’s reference to a “client,” meaning a current client.>>

Finally, in terms of possible sources of an obligation to disclose material errors to former
clients, Model Rule 1.16(d) provides in pertinent part that, upon termination of a representation,
" “a lawyer shall take steps to the extent reasonably practicable to protect a client’s interests, such
as giving reasonable notice to the client, allowing time for employment of other counsel,
surrendering papers and property to which the client is entitled and refunding any advance payment
of fee[s] or expense[s] that has not been earned or incurred.” This provision does not create a duty
to inform former clients of material errors for at least two reasons. First, the wording of the rule
demonstrates that the error would have to be discovered while the client was a current client,
thereby pushing any duty to disclose back into the current client communication regime. Second,
Model Rule 1.16(d) is by its terms limited to actions that may be taken upon termination of the
representation or soon thereafter; it cannot reasonably be construed to apply to material errors
discovered months or years after termination of the representation.

Conclusion

The Model Rules require a lawyer to inform a current client if the lawyer believes that he
or she may have materially erred in the client’s representation. Recognizing that errors occur along
a continuum, an error is material if a disinterested lawyer would conclude that it is (a) reasonably
likely to harm or prejudice a client; or (b) of such a nature that it would reasonably cause a client
to consider terminating the representation even in the absence of harm or prejudice. The lawyer

31 See Sup. Ct. of Ohio, Bd. of Comm’rs on Grievances & Discipline Adv. Op. 2010-2, 2010 WL 1541844,
at *2 (2010) (explaining that Rule 1.4 “applies to ethical duties regarding communication during a representation”
(emphasis added)); Va. State Bar Comm. on Legal Ethics Eth. Op. 1789, 2004 WL 436386, at *1 (2004) (stating that
“[d]uring the course of the representation, an attorney’s duty to provide information to his client is governed by Rule
1.4(a)”) (emphasis added)).

32 Cal. Eth. Op. 2009-178, supra note 1, 2009 WL 3270875, at *6.
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must so inform the client promptly under the circumstances. Whether notification is prompt is a
case- and fact-specific inquiry.

No similar duty of disclosure exists under the Model Rules where the lawyer discovers
after the termination of the attorney-client relationship that the lawyer made a material error in the
former client’s representation.
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By Susan HumisToN

_ 2017 year En review:
Public discipline

B Geoffrey R. Saltzstein, who misappropriated
approximately $68,000 from two clients, made false
statements to clients, failed to diligently pursue client
matters or communicate with his clients; used improper

ublic discipline in professional responsibility cases is
imposed not to punish the attorney, but to protect the
public, the profession, and the judicial system, and to
deter future misconduct by the attorney and others. In.

2017, 40 attorneys were publicly disciplined, with discipline
ranging from a reprimand to disbarment. This number is
slightly down from 2016, when 44 attorneys were publicly
disciplined, and remains below 2015s record-breaking year,
when 65 attorneys were publicly disciplined. While T'm not

sure that this constitutes a trend, it is always good to see fewer
public discipline cases.

Five attorneys were disbarred in 2017. This number is con-
sistent with the annual average. The attorneys disbarred were:

Disharments

B Terri Lynn Fahrenholtz, who was disbarred in
Minnesota following her disbarment in Notth Dakota
for inisappropriation of a modest client retainer in a
‘bankruptcy case and abandoning at least eight open

client matters;

# Diane Lynn Kroupa, who pleaded guilty to one count
of felony conspiracy to defraud the United States and
was sentenced to 32 months in prison-and ordered to
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pay restitution in the amount of
$532,000. Ms. Kroupa was a United
States Tax Court judge who-was
indicted on several felony charges
of federal tax evasion, conspiracy

to defraud the U.S,, making and
submitting a false tax return, and
obstructing an IRS audit;

B Jesse David Matson, who misap-

propriated a $550 filing fee, made

false statements to clients, fabticated
a document, neglected and aban-
doned numerous client files, failed to

tetutn unearned fees, used improper

fee agreements, faited to cooperate
with the disciplinary investigation,
and also committed misconduct in
North Dakota, where he was subse-
guently disbarred as well;

B Steven Michael O'Btien, who
misappropriated more than $300,000
from-a trust for which he was ap-
pointed the trustee (the Order of St.
Benedict at St. John’s Abbey was the
trust beneficiary); and

8 Bench&Bar of Minnesota & Februarv 2018

fee agreements, and failed to cooperate with the
disciplinary investigation.

The common thread, obviously, is misappropriation of
client funds. Abusing your trust account responsibilities by
converting client funds to your own use will always lead to
serious discipline, whether or not you have paid the client
back. Conviction for a serious felony will also generally lead
to disharment. One unusual fact about the attorneys disbarred
in.2017 is that three of the five attorneys had been in practice
less than 10 yeats: Matson was admitted in 2008, and O'Brien
and Saltzstein were admitted in 2009,

Suspension

Twenty-six attorneys were suspended for periods ranging
from 30 days to five years. This number continues the trend
of higher than normal numbers of suspensions. 2017 involved
some patticulatly troubling conduct, such as the misconduct
of William Keith Bulmer IL Mr. Bulmer was suspended for
three years for having sex with his client's wife while Mr.
Bulmer was representing his client on a first degree murder
charge. Mr. Bulmer also had sex with a different client,
and had previously been admonished for having sex with a
client. In addition, Mr. Bulmer made a false statement to
the county-attorney who was investigating Mr. Bulmer’s sex
with his client’s wife. While ‘on its face this misconduct is
serious, prior court cases in Minnesota and elsewhere had
not generally imposed such lengthy suspensions for sex with
clients and witnesses. Given the confluence of events in Mz,
Bulmet's case, the Court itaposed twice the level of discipline
recommended by the Director.

Another troubling case was that of Shawn Patrick Siders.
Mr: Siders pleaded guilty to soliciting a minor to engage in
prostitution, and was suspended for a minimum of two years.
Other suspensions ran the garaut. They included a 30-day
suspension for Patrick Chinedu Nwaneri for filing an untimely
brief, making a false statement under oath by signing and
filing an affidavit containing false information, and lying
about the reason for the late filing duting the disciplinary
investigation; and a two-year suspension for Randall D.
Tigue for failing to maintain trust account books and records
while on probation for past trust account books and records
violations, negligently misappropriating client funds through
poor recordkeeping, and intentional misappropriation of a
$400 filing fee from a client. Notably, two justices dissented
from the Court's per curiam opinion, and would have disbarred
Mz Tigue given his disciplinary history and other factors.

www.mnbar.arg
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While it is always disheartening to see the number of attorneys who engage in

serious professional misconduct, it is important to keep these numbers in context.

Currently, Minnesota has approximately 28,000 licensed attorneys, with approximately
25.000 attorneys engaged in active practice.

Public reprimands

Nine attorneys received public reprimands (four reprimands
only, five reprimands and probation). A public reprimand is
the least severe publie sanction the court generally imposes.
Reprimands are appropriate for rule viplations that are mote
than “isolated and non-serious” (conduct that would warrant a
private admonition) but not so serious that suspension is needed
to protect the public and deter future misconduet,

Conduct that resulted in public reprimands included
instructing non-lawyer assistants to use @ notaty.stamp and sign
the attorney’s name o two OCCASIONS, notarizing a signature not
switnessed, and inaccurately attesting to witnessing 4 signature
on a prior date (Kelly Moore Sater), agreeing to settle a case
without client consent, failing to commurnicate the settlement
agreement to a client, providing financial assistance to a client,
and making an inaccurate statement to the court (Michael
Padden), and, for several attorneys, failing to maintain,

the required trust account books and records, negligently
misappropriating client funds, and commingling client funds
with personal funds (Eric Chiadikobi Anuncbi, Anthony J.
Elfelt, Terrance James Hislop, Brent Schafer, and Joanna M.
Wiegert). ‘

The OLPR maintains on its website (prb.mncourts.gov) a
list of disbarred and currently suspended attorneys. You can
also check the public disciplinary history of any Minnesota
attorney by using the “Lawyer Search” function on the first
page of the OLPR website, While it is always disheartening
to see the humber of attorneys who engage in serious
professional misconduct, it is important to keep these numbers
in context. Currently, Minnesota has approximately 28,000
licensed attorneys, with approximately 25,000 attorneys
engaged in active practice. Once again, thank you to the
thousands of Minnesota lawyers who uphold the integrity of
the legal profession every day. A
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Private discipline in 2017

the Office of Lawyers Professional

Responsibility (OLPR) with the
issuaice of an admonition, a form o
private discipline issued for professional
misconduct that is isolated and non-
serious.! This number is down markedly
from the 115 admonitions issued in 2016
and, coincidentally, 2015. Addition-
ally, 14 files were closed with a private
probation. Private probations, which
must be approved by the board chair, are
generally appropriate for attorneys with
multiple non-serious violations who may
benefit from supervision.

Having now worked at the OLPR for
two years, I've seen obvious trends ih
the types of conduct that result it pri-
vate discipline. This sampling is offered
to highlight common issues to avoid.

In 2017, 90 files were closed by

Fesarrangemsnts

Every year attorneys are disciplined
for improper fee agreements. Since 2011,
it has been unethical to desctibe an ad-
vance fee as “nonrefundable,” Notwith-
standing this fact, attorneys continue
to receive discipline for describing their
fee as nonrefundable or “earned upon
receipt,” though
this number
went down last
yeat, so perhaps
this column has
helped spread the
word to practitio-
riers. Variations
on this claim also
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subject attorneys
to discipline, For
example, claiming
“All flat fees will
be nonrefundable
onee substantial
services have
been performed”
also violates the
rules.

The single
most commen
mistake we see
regarding fee
agreements
involves flat fees,
The ethics Tules
reguire that in
order for a flat fee

to be considered an attorney’sproperty
upon payment (rather than placed

in rrust untl earned), a written fee
agreement meeting the requirements of
Rule 1.5(b)(1) must be in place.’ While
most attorneys who received discipline
had some form of written fee agree-
ment for their flat fees, the agreemerits
often failed to include all five natice
provisions required by the rule, and
accordingly, admonitions were issued.
Perhaps more common is the problem of
accepting flat fees for services without
any retainer agreerient at all. You can

Every year attorneys are
disciplined for improper fee
agreements. Since 2011,

it has been unethical to
describe an advance fee
as “nonrefundable.”

dothis, but remember, all fees received
in advance of being earned must be
placed into trust.* You do not fully earn
a flat fee until you have completed the
representation—so unless you have a
compliant fee agreement in place, flat
fees must go into trust until earned.
“Availability” fees can also lead to dis-
cipline. The ethics rules allow an attor-
ney to-charge “a fee to ensure the law-
yer's availability to the client during a
specified pertod or on a specified matter
in addition to-and apart from any com-
pensation for legal services petformed.”
Instead of treating the availability fee as
separate from legal services; attorneys
will sometimes try to-designate a portion,
of their flat fee services for “availability.”
The ©OLPR views this as afi impernis-
sible atternpt to charge a nonrefundable
fee, and disciplined attorneys accord-
ingly in 2017. You must also remember
that once you have been hired, you
have ethically agreed to be available
for that representation, and should not
be charging 2 separate availability fee
absent specific and justifiable citcum-

stances. Availability fees are typically
and correctly used to secure counsel
when you do not know if counsel will be

‘needed but want to ensure your counsel

of choice s available on demand in the
event you heed to call upon them.

Confidentiality

An important ethics obligation is the
duty of confidentality. It is not just at-
torney advice that must be kept confi-
dential: The rules prohibit an attorney
from knowingly revealing any “informa-
tion relating to the representation of a
client” unless disclosure is permitted by
a specific ethics exception.® Each year,
attorhieys are disciplined for disclosing
friforimation related to a representation
that does not fall within a permitted
exception. In 2017, for example, an at-
torney ‘was privately disciplined for shar-
ing sensitive pictutes of personal injury
clients witha third party not involved in
the litigation. While an attorney can dis-
cuss generic issues relating to @ represen-
tation with a third party, they can only
doso as “long as there is no reasonable
likelihood that the listener will be able
to ascertain the identity of the client or
the situation involved.”?

Further, one attorney was disciplined
for disclosing confidential information

about a former client to an insurance

adjuster after the attorney was terminat-
ed. The attorney appealed his admoni-
tion ‘to- the Minnesota Supreme Court;
which upheld it.® The details of the case
are a good reminder about the ways we
muist take care in discussing our clients
with others. Separately, an attorney was
disciplined for disclosing non-public
data that was subject to a protective
order in a case in 4 second but related
miatter, Violating a protective order may
present an issue for the court but it also
implicates the éthics rules, namely the
prohibition against knowingly disobey-
ing-an obligation under the rules of a
tribunal or interfering with ‘the adminis-
tration of justice.’

Recently; the ABA issued Opinion
479, relating to the “generally known” ex-
ception for former-client confidentiality.'®
A lawyer’s duty of confidentiality extends
to-formet clients, and a lawyer may not
use information related to the represen-
tation of a former client to the former

wnanar mhar nrn



client’s disadvantage without informed
consent, as permitted by Rule 1.6(b),

or unless the information has become
“generally known.” This-opinion states
the ABA position that “Information is
not ‘generally known' simply because it
has been discussed in open court, ot is
available in coutt records, in libtaties, ot
in other public tepositoties of informa-
tion,” This is a cautionary. tale for lawyers
who think that because a former client’s
information is in a “public record” some-
whete, they are free to use that inforta-
tion, and likewise a good reminder about
the importance of keeping confidential
all information relating to your reptesen-
tation unless a specific exception allows
you to disclose such information. ‘

Conclusion
Private discipline is just that—pri-
vate." Only the complainant-and
respondent attorney will know of the
disposition. Unless an attorney provides
written autherization, the Office does

not disclose private discipline to third

patties. Fortunately, most attorneys who
receive admonitions have 1o further
disciplinary issues. If an attorney does
engage in turther misconduct, please
note that prior private discipline may

e relevant to the determination of

approptiate discipline for subsequent
conduct, and may be disclosed if future
comiplaints result in public proceed-
ings!? I'm pleased to report the number
of admonitions in 2017 was down sub-
stantially year over year, accounting for
only 8 percent of closed files, and Iam
also pleased to teport that the number
of advisory opinions given by our office
tose substantially in 2017, to-more than
2000 opinions. As always, if you are
unsure of your ethical obligations in a
particular situation, call and ask usat
651-296-3952, or get in touch through
out website at www.lprb.mncourts.gov.

Notes

' Rule 8(d)(2), Rules of Lawyers Professional
Responsibility (RLPRY).

2 Rule 1.5(b)(3), MRPC (“Fee agreements
‘may not describe any fee as nonrefindable
oreamed upon receipt but may describe the
advancefee paymeit as the lawyer's ptoperty
subject to refund.”,

T Rule 1.5(b) (1). requires that written fee
agreetnents notify the client: €1) of the nafure
-and scope of the services to be provided; (if)
of the total amount'of the fee and the ternis
of payment; (iii) that the fee will not be held
i - truist account uiitil carned; (iv) thar the

client has the right to terminare the-client-
Tawyer relationship; and (v) that the client
will be entitled to a refund of all or.a:portion
of the fee if the-agreed-upon lepal services are
not provided. Rule 1.5(bj(1) ({)-(v), MRPC.
The OLPR recominends attorneys use the
language of the rule without modification to
ensure their flat fee agreement is compliant,
+Ratle 1.15(c) (5), MRPC, provides that, except
as:specified in. Rule 1.5¢b) (1). and (2), a lawyer
shall “deposit.all feesteceived in advance of
the legal services.being performed-into a trust
account and withdraw the fees as earned.”

> Rule 1.5(b)(2}, MRPC.

S Rule 1.6(a), MRPC.

"Rule 1,6, Crt. 4, MRPC.

8 In re Charges of Unprofessional Conduet in
Panel No. 41310,899 N.W.2d:821 (Mirin.
2017).

*Rule 3.4(c), MRPC; Rule 8.4(d), MRPC.

1 ABA Formal Opinion 479 (12/15/2017),
located at https:/hvww americanbarorg/
conitent/dam/abaladministrative/profession-
al_responsibilitv/aba_formal_opinion_479.
aithcheckdant. pdy.

1 Rule 20(a), RLPR. Note, Ruile 20 addresses
.in detail the circumstances under-which. the
OLPR may disclose information to third
patties and others involved in the lawyer
regulation systent.

12 Rule 19{b)(4), RLER.
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Spring trust account cleanup

pring cleaning is something I

always aspire:to do but never get

around to doing. Even so, I enjoy

thinking about all of the ways I
couldand should get my life: together
each spring, and [ usually manage one
or two small projects.. Although I have
written about trust accounts previously,
a string of discipline cases we are
handling has inspired me to write again,
on this important topic. I would like to
encourage everyone who is responsible
fora trust account (or a partner in a
firm who has delegated trust account
responsibilities to someone else) to take
time this spring to make sure your trust
account books and records are in good
order

The basics

One of the most important duties we
have as lawyers is to-handle the prop-
erty of others “with the care required
of a ptofessional fiduciary.”* Minnesota
departs substantially from the ABA
model rules regarding the safekeeping
of property, pnmardy with regard to the
level of specificity in our rule versus the
model rule.? The detailsin our rule and
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the appendix
provide useful
information to
help lawyers keep
their records in
good order; the
main require-
ments, howevet,
are largely the
same - whether
you are looking at
the model rule or
Minnesota’s rule.
All funds of
clents-or third
patties held by a
lawyer in connec-
tion with a repre-
sentation must be
deposited into an
approved [OLTA
account,® This is
not negotiable.
For example, if a
client pays'you an
advance to cover
expenses to:be
incurred in the

8 Bench&Bar-of Minnesota A April 2018

matter, those funds must go:itito-trust, If
a client provides you with funds to use
torpay a third party in settlement of a
dispute; those funds must go into trust.
Ifyou receive funds in settlement of a
client’s dispute, those funds must go into
trust. Failure to place and maintain those
funds in trust will lead te discipline.

‘The only exception to the above is
the circumstance where a client pays
an expense by credit card. Many credit
agreements require you to agree that
charges can be reversed under certain
circumstances. That can be dangerous
in a trust account (such as where a
credit card company backs out a charge
months later), so itis permissible to
iitially deposit eredit card payments
in your business account, but then
you must immediately transfer the
required funds into trust.* That way, if
the charge is later reversed, the money
is-taken from your business dccount,
and does not result in the inadvertent
misapproptiation of funds from the trust
account if you have already disbursed
the original sum.

Al fees received in advance of

legal services being performed must be
placed in rrust ahd not withdrawn until
earned, with one exception.” Again, this
is a bright line requirement and non-
negotiable. Placing advanced, unearned
fees into-your business account (absent a
compliant flat or availability fee agree-
ment as discussed below) means you

are failing to safe-keep property of your
client,a violation of Rule 1.15(a). And
worse, if you then spend those funds
before they are earned, you have misap-
propriated the funds of others.

The only exception to this require-
ment'is found in Rule 1.5 (fees). If you
charge a flat fee or an availability fee
under circumstances compliant with
the rule, you may put that fee into your
business account, and treat it as your
property subject to refund.® The Office
enforces stiict compliance with the
requirements of Rule 1.5 given that it is
an exception to an important safekeep-
ing requirement. If you use flat fees
or availability fees, read earefully the
tequiremients of Rule 1.5 to ensure you
have a-written, signed agreement consis-
tent with the ethics rules before placing
fees not yet earned into-your business

account, Too many people teceive
discipline each year for violations of this
requirement.

Books and records

Now that the very importarit basics
are covered, let’s review the books and
records requitements. Many of these
requirements are set forth in Appendix
1 to'the MRPC, and are in place to
make suire lawyers on a monthly basis
ate keeping good track of client funds to
prevent the mishandling of those funds.
Some highlights:include:

Lawyers must sign every trust ac-
count check and direct evety electronic
transfer.” Do not delegate signing trust
account checks to office staff or your
accountant. Withdrawals by electronic
transfer should also be documented by
written memetandum signed by the at-
totney responsible for the transfer®

Earned funds must be withdrawn
within a reasonable time of being
earned, and a written accountitig of all
such withdrawals must be pravided. to
the client.” Do not commingle earned
funds.in trust. You can and should keep
a nominal amount of your own funds
in trust (no more than $200) to cover
unexpected bank charges, but do not
otherwise leave earned fees in trust
longer than the next hilling cycle.

Malke sure you or someone who
knows the tules well is performing a
monthly three-way reconciliation of your
trust account.’® You need to reconcile
your trial balance report, your check
register; and your bank statement bal-
ance—adjusted for outstanding deposits
and withdrawals—every month. This
is not how accountants or bookkeep-
ers typically think about reconciliation,
beeause generally accepted accounting
principles do not require client subsid-
iary ledgers or monthly trial balance
reports, but trust accournts do.!! Do this
every month,.and maintain a copy of
your work.'? Doing this monthly helps

you catch mistakes. Mistakes happen,

and as long as you catch them within
the next'month, you are unlikely to
have an issue-with diseipline, Where
issues arise {s where attorneys do niot do
this tnonthly, a mistake happens, and it
persists for months on end because they
are not doing the required work.

www.mnbar.org



If you accept cash, make sure you
ptovide a receipt countersigned by
the client and keep a copy.”® A lot of
disputes are easily ayoided by this
simple act. _

Retain your books and records for
six years following the tax year to which
they relate." Make sute you have ef-
fectively backed up all of your records as
well, so that you can satisfy this rule.

Do not disburse funds until they have
cleared the issuing bank.” This is mate-
rially different from the date the funds
post to your account and are available
for disbursement. You put other people’s
money at risk when you do this, and it is
one of the reasons we get several over-
draft notices a month from banks.

Make sure your firm has in place
effective meastres to ensure compliance
with these tules. Every lawyer is ethically
responsible for the correct handling of
his or her own client’s funds, whether
they are in solo practice or a firm. You
can delegate some of these duties, but
it is then your responsibility to ensure
¢hat those to whom the task has been
delegated perform the work cortectly:'®

Recently, we have seen a number of
cases where lawyers in small firnis relied
upon a bookkeeper or other designated
individual to handle their trust account
tecords, and thought everything was
fine when it was not. As the licensed
attorney, you ate respansible.

. Resources

The Office has several resources
available on its website to assist lawyers
to meet their trust-account obligations,
including a brochure, Other People’s
Money: Operating Lawyer Trust Ac-
counts (2015), and a list of frequently
asked questions about trust accounts,
We have also added new links at our
website to two MSBA resources, IOLTA
Guide, QuickBooks Online (2017) and

TOLTA Guide—CosmoLex (2016), with
the MSBA's permission. And remem-

ber you can alwayscall the OLPR for

an advisory opinion (651-296-3952 ot
1-800-657-3601) on specific trust ac-
coutit questions. We want you to get this
right, so please let us know how we can
assist. Good luck with your spritg trust
account eleanup! &

Notes

Rule 1.15(a), Minnesota Rules of Profes-
sional Conduct (MRPC), Comment. [1].

1 Rule 1,15, MRPC, and Appendix 1. MRPC,
coinpare ABA Model Rule 1.15.

3 Rule 1,15 (a), MRPC.

+ Appendix 1, MRPC, 1{10).

5 Rule 1.15(c) (5), MRPC.

¢ Rule 1.5(0) (1), MRPC; Rule 1.5(b){2),
MRPC.

TRule 1:154), MRPC,

5Rule 1.15(h), MRPC, Appendix L 1(6).

9 Rule 1.15(b); MRPC.

10 Appendise T, MRPC, 1(5):

U Appendix 1, MEPC, I(3){a), 1(4). .

12 A ppendix 1, MRPC, T(7).

3 Appendiz. 1, MRPC, TH2).

# Rule 1,15 (H), MRPC.

5 Appendix 1, MRPG, T(11).

1o Ryiles.5.1, 5.2:and 5.3, MRPC,
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